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    Changelog

All notable changes to this project will be documented in this file.
The format is based on Keep a Changelog,
and this project adheres to Semantic Versioning.

[5.2.2] - 2026-07-23
Fixed: pool-owned publish sequence. The outbound PUBLISH seq was a per-link
counter that reset to 0 whenever a station link respawned, while the publisher
identity (the pool's Ed25519 pubkey) stayed constant. The station-side
(publisher, seq) dedup keys on that pair, so a link flap re-issued seqs that
had already been seen — a latent duplicate/false-drop once that dedup becomes
authoritative (Phase 3 of macula-station PLAN_PUBSUB_E2E_SIGNED_EVENTS).
macula_client now owns a monotonic publish_seq, seeded from wall-clock
microseconds at init so a pool restart cannot re-issue seqs that collide with
the pre-restart tail still inside a station's dedup window, and stamps the same
seq on every replicated link via the new macula_station_link:publish/5.
publish/4 retains its per-link counter for standalone (pool-less) link use.
No wire-format or public-API break. This lands the "add a per-pool seq counter
to macula_client" prerequisite the pubsub-e2e-signed-events plan calls for.
[5.2.1] - 2026-07-15
Liveness/backoff tuning now falls back to the macula application env. 5.2.0
exposed the knobs as start_link/1 opts, but a consumer creates links from
several places (the realm holds ~64 across its Mesh pool, DHT/directory
subscribers, and the topology pool), and only the explicitly-wired call site
picked up the widened values -- the rest kept the tight 30s/2 default and kept
flapping on overloaded stations. Now macula_station_link reads the macula
application env as the default when an opt is unset, so one line --
config :macula, liveness_max_misses: N, liveness_interval_ms: Ms -- widens
EVERY link regardless of which subsystem spawned it, and stays tunable from the
deployment (env-driven sys.config) without a code change. Explicit start_link
opts still win; the module ?DEFINEs stay the ground default.
[5.2.0] - 2026-07-15
Tunable station-link liveness. The app-level liveness probe in
macula_station_link was hardcoded at a 30 s interval with a 2-miss
teardown, so a client holding many links to variously-loaded stations
would recycle a link whenever a busy-but-alive station failed to answer
two consecutive _macula.ping CALLs in time — observed as ~1 link
flap/45 s on the realm's station pool when relay boxes ran hot (load ~6 on
2 vCPU), each flap triggering a full re-subscribe storm.
Added
	macula_station_link start_link/1 opts liveness_interval_ms and
liveness_max_misses, each defaulting to the previous constants
(30 000 / 2). A consumer with a pool of links to busy stations (the
realm) can widen the tolerance so a slow-but-alive link is not recycled;
the daemon and wardens keep the tight default for fast zombie detection.
	macula_station_link start_link/1 opt connect_retry_backoff_ms
(default 1_000) — the wait before re-dialling after a failed connect.
Raise it on a pool that cycles links so torn links don't reconnect in
lockstep and hammer the station with re-subscribe storms. Also documented
the QUIC transport knobs (idle_timeout_ms, keep_alive_interval_ms,
stream counts) already forwardable via the seed map.
Backward compatible — unset opts preserve the prior behaviour exactly.

[5.1.0] - 2026-07-09
Connect-reliability release. Fixes the root cause of the
macula.io/clankercab outage: on a long-lived client that holds many
station-links (the realm ran ~64 across several subsystems), every
macula_quic:connect would eventually hang forever, leaving the client
with zero live links. Two independent NIF defects plus a client-side
self-heal gap.
Fixed — QUIC connect NIF (native/macula_quic)
	The dial timeout now always fires. nif_connect only wrapped the
handshake in tokio::time::timeout, leaving lookup_host unbounded,
and under runtime pressure even the handshake timeout would not fire —
so a stalled/black-holed dial parked forever. The whole operation
(DNS + endpoint + handshake) is now under a single deadline; a dial to
an unreachable peer returns {error, connection_timeout} at
timeout_ms instead of hanging. Verified: reachable station connects
in ~75 ms; black-hole address returns connection_timeout at the
deadline.
	One shared client Endpoint per address family, not one per dial.
Each connect used to build a fresh quinn::Endpoint — a new UDP
socket + a new endpoint-driver task on the shared 4-worker tokio
runtime. On a client that reconnects continuously these accumulated
hundreds of driver tasks/sockets and starved the runtime's
reactor/timer (which is why the timeout stopped firing). Connections
now multiplex over a single shared endpoint per family.
	Blocking network NIFs moved to dirty-IO schedulers. nif_connect,
nif_open_stream and nif_send were scheduled DirtyCpu — there is
one dirty-CPU scheduler per core (two on the realm box), so a couple of
blocking dials pinned them all and starved every other QUIC operation.
These are IO-bound and now run on the dirty-IO pool (far larger),
matching their nature.

Fixed — connect self-heal
	macula_station_link connect watchdog. A link whose peering
worker connects at the transport layer but never delivers
{macula_peering, connected, ...} — e.g. a QUIC dial NIF that hangs
past its own timeout_ms, or a stalled CONNECT/HELLO exchange — used
to sit alive-but-not-connected indefinitely: peer_pid set,
peer_node_id undefined, subscriptions queued, no disconnected, no
owner :DOWN, no retry. The app-liveness probe did not cover this
(it only arms after connected), so there was no bound on the
un-connected phase and no self-heal after mesh churn. A watchdog is
now armed the moment the peering worker is spawned and cancelled on
connected; if it fires while still un-connected it kills the wedged
worker and stops the link so the owner respawns a fresh dial —
bounded, automatic self-heal. Deadline is connect_timeout_ms + 10s, overridable via the connect_watchdog_ms start opt.
Live-diagnosed on the macula.io/clankercab outage (2026-07-09),
where every realm subscriber link was wedged this way.

[5.0.0] - 2026-06-10
Security release. Four findings from the 2026-06-10 transport-trust
audit, the first of which changes a default and makes this a major
version.
Security — BREAKING
	QUIC dials verify the server certificate by default.
macula_quic:connect/4 now defaults verify to webpki (webpki
roots + hostname check) instead of none. Previously every peering
dial silently accepted any server certificate, allowing a network
MITM to impersonate any peer. The production relay fleet serves
Let's Encrypt *.macula.io certs and is unaffected.
Migration: self-signed setups (local dev, lab clusters, e2e
harnesses) must either pin the peer identity (preferred — see
expected_node_id below) or opt out explicitly with
{verify, none} / #{verify => none} in the seed/target. Every
unverified dial now logs a warning.

Security
	Peer identity binding on the CONNECT/HELLO handshake.
macula_peering_conn targets (and macula_station_link map seeds)
accept expected_node_id => Pubkey. When set, (a) the QUIC dial
pins the server cert's Ed25519 SPKI to that key, and (b) the HELLO
is rejected with {peer_identity_mismatch, Expected, Got} unless
the peer's verified node_id equals it. Previously the handshake
only proved the peer holds the key for whatever identity it
claimed — no binding to the dialed target existed.
	Topology bootstrap fetch now verifies TLS.
macula_relay_discovery fetched /topology with
{verify, verify_none}, letting a MITM steer a bootstrapping node
onto attacker relays. Now verify_peer against the OS trust store
with wildcard-aware hostname checking.
	DHT-sourced node info decoded with binary_to_term(_, [safe]).
macula_dist_discovery decoded DHT values (attacker-influenceable)
unsafely — a crafted record could exhaust the atom table or
allocate unbounded resources. Records are now shipped atom-free
(name/protocol as binaries), decoded [safe], and
shape-validated; the node name is rebuilt from the caller's
argument, never atomized from DHT bytes. Mixed-fleet note: 5.0.0
nodes reject dist-discovery records written by older nodes (atom
name fails the safe decode) until those nodes re-register on
refresh with the new format.


[4.8.0] - 2026-05-31
Added
	macula:links/1 (and macula_client:links/1) — per-link pool
snapshot. Returns one link_info() map per spawned link, carrying
seed, host, pid, connected, and the peer station's node_id
(pubkey; undefined until CONNECT/HELLO completes). status/1 only
aggregates counts — this exposes the individual links so a caller can
resolve a specific station (by pubkey or hostname) to its link for
targeted, per-station operations.

Test coverage
	macula_client_tests: empty pool → []; one entry per spawned link
with host parsed from URL and map seeds; unconnected links report
connected=false / node_id=undefined.


[4.7.1] - 2026-05-17
Fixed
	macula_record_cbor: encode + decode CBOR major type 1 (negative
integers). Both encode/1 and decode_value/3 lacked clauses for
signed integers; any payload carrying a negative numeric value
crashed the encoder with function_clause and tore down the peering
connection with it. The new clauses mirror the positive-integer path
across the full int64 range.
	macula_frame:to_wire/1 + wire_key/1: accept integers of any
sign. to_wire only passed non-negative integers through; negatives
fell into the catch-all and reached the encoder unchanged (then
crashed there). wire_key had no clause for integer keys at all.
Both now accept integers, enabling payloads whose nested maps are
indexed by integer (e.g. per-wall sub-maps in mpong game state).

Test coverage
	macula_record_cbor_tests: negative-int round-trip across the mirror
of the existing uint range, plus an int-key map round-trip.

Backport
	Same fix shipped as 4.4.10 for the active 4.4.x line that
hecate-daemon and friends still pin against.


[4.7.0] - 2026-05-16
Performance
	Per-link send-frame batching in macula_peering_conn. The
connected state's cast {send_frame, _} handler now drains
all queued send_frame casts (cap 64 per pass) and emits them
in a single macula_quic:send/2 NIF call. Cuts per-NIF overhead
	gen_statem reduction-counter cost when many EVENT/PUBLISH
frames burst together (pubsub flood, DHT batch put). The Quinn
stream still handles MTU-level packetisation; this is purely an
Erlang-side amortization. Single-frame fast path preserved.


	SDK subscriber-side bulk fan-out in macula_station_link.
handle_info({macula_peering, frame, ...}) now drains
consecutive frame messages from the gen_server mailbox (cap 64
per pass) and folds them through on_frame/2 in arrival order.
Removes per-frame context-switch + reduction-reset overhead on
bursty inbound traffic.

	Quinn flow-control window defaults bumped (in
native/macula_quic/src/config.rs):
	stream_receive_window: default 1.25 MB → 16 MB
	receive_window: default 1.25 MB × streams → 64 MB
	send_window: default 8 MB → 64 MB

Macula peering uses one long-lived bidi stream per connection
over which we multiplex pubsub EVENTs, CALL/REPLY, DHT records,
blob streams. With many small frames in flight and the receiver
doing per-frame Ed25519 verify (~200µs), the default 1.25 MB
window exhausts long before the receiver acks consumed bytes —
surfaces as receiver-bound throughput in pubsub flood torture.
16 MB stream window absorbs ~100k 150-byte EVENT frames before
backpressure. Applies symmetrically to client + server transport
configs.



[4.6.0] - 2026-05-15
Changed
	pubsub_emit_publisher_sig default flipped from false to
true. Publishers now attach an end-to-end publisher signature
to every outbound PUBLISH/EVENT by default. Wire-format change is
fully BC (the field has been parseable since 4.4.0 and excluded
from canonical_unsigned/1 so the per-hop relay signature stays
valid). On the receiver side, stations on >= 4.4.0 already prefer
verify_publisher/1 for EVENTs that carry the signature (so they
pass at any relay hop instead of only one), and the
macula_station_event_dedup cache drops {publisher, seq}
repeats.
Effect: multi-hop pubsub now works end-to-end. Previously
cross-station PubSub was bounded to 1 hop from origin because the
relay re-signed EVENTs and the verify-mismatch at hop 2+ doubled
as accidental loop kill. Publisher-end-to-end signatures + dedup
removes that bound; loops are killed structurally by (publisher, seq) deduplication, not by signature failure.
Operators on a fleet that still has pre-4.4.0 stations can opt
back out: application:set_env(macula, pubsub_emit_publisher_sig, false) per node. Our deployed fleet is on macula-station with
SDK 4.5.0 so this knob applies cleanly.
Four prior incremental attempts (per-hop re-sign, 1-hop cap, two
dedup variants) at this same problem all regressed cross-station
traffic and were reverted. The wire foundation (publisher_sig
field, dedup cache observe-only) was landed in 4.4.0; this
release just flips the default so the foundation is exercised.


[4.5.0] - 2026-05-14
Added
	App-level liveness probe in macula_station_link. Periodic
_macula.ping' CALL every 30s (?LIVENESS_INTERVAL_MS') with reply
tracking via liveness_outstanding'. After?LIVENESS_MAX_MISSES(=2) consecutive misses, the link issuesmacula_peering:close(PeerPid, app_liveness_lost)which surfaces through the normaldisconnectednotify path → station_link stops → pool respawns with a fresh QUIC handshake. Closes the zombie-connection window that previously lasted up to the Quinnmax_idle_timeout' (5 minutes) — empirically observed
going much longer in production because the server's Quinn keeps
ACKing keep-alive PINGs at the transport layer even after the
application-level peer has been wiped (e.g. station container
restart). Reply matching consumes the call_id BEFORE the user-
pending CALL machinery, so probes do not show up in caller-visible
RESULT / ERROR streams.

	macula_peering:peer_capabilities/1 getter and
?CAP_STATION capability bit (1 bsl 0). Peers can now
introspect the counterpart's capability bitmask post-handshake,
letting relay stations tell direct daemon ADVERTISEs from
station-to-station gossip relays at frame-dispatch time. Daemons
leave the bit unset; relay stations OR it in. Existing peers
default to 0 (treated as daemons) — full BC.
Synchronous call into a non-connected state now replies
not_connected immediately rather than blocking until the
caller's own gen_statem timeout. Surfaced via the existing
drop_unexpected/4 clause; one-line behavioural improvement.


Internal
	#data{peer_capabilities :: undefined | non_neg_integer()} field
on macula_peering_conn. Populated in `absorb_peer_info/2' from
the CONNECT / HELLO frame. No wire change (the field was already
on the frame schema; we just record it).
	Fixed macula_peering_handshake_tests'
absorb_peer_info_populates_fields test — was asserting
element(14, Data) =:= [Realm] (a hardcoded offset) but the
#data record grew several fields since the test was written, so
it had been silently picking up the `quic_stream' reference. Now
uses a structural search across all elements; resilient to
future record additions.




[4.4.9] - 2026-05-14
Added
	signer field on STREAM_DATA / STREAM_END / STREAM_ERROR frames.
The emitter (a macula_station_link instance) now stamps its Ed25519
pubkey into the frame before signing. Stations can then verify the
signature end-to-end against the claimed signer instead of the
inbound conn's NodeId — necessary for multi-hop relays where the
inbound conn is a peer station, not the originating daemon.
Frame shape: #{stream_id, seq, encoding, body, signer => <<_:256>>}' (analogous tostream_reply'sresponded_byand CALL'scaller). Wire-compat:signeris additive; old stations ignore it and keep verifying against inbound NodeId (single-hop only). Old SDKs don't emit it; new stations fall back to NodeId verify for frames missing the field. The two ends meet correctly after a coordinated rollout. Motivation: cross-station streaming RPC was failing because STREAM_DATA chunks emitted by daemon-A and relayed via station-A → station-B were verified at station-B against station-A's NodeId. The signature was made by daemon-A, so verify failed and station-B silently dropped every chunk. The chunks then never reached the caller daemon-C connected to station-B, and the caller's recv hit the 5s timeout. Withsigner, station-B verifies against daemon-A's pubkey and the chunks flow correctly. Stations on macula-station >= 4.4.9-aware will use claimed_signer for stream_data/end/error and claimed_replier for stream_reply. --- ## [4.4.8] - 2026-05-14 ### Fixed - **Pool gen_server serialisation under concurrent CALL/STREAM/PUBLISH.**macula_client'shandle_call/3for{rpc_call, ...},{rpc_call_stream, ...}and{publish, ...}used to synchronously fan out to per-linkgen_server:call/3and block the pool until each link replied. N concurrent callers all queued at the pool, capping concurrent throughput at 1. The harness'smany_concurrent_calls,many_concurrent_streamsandmulti_publisher_pubsubcases were the visible failures — N=5 callers serialised through one gen_server with each link call timeoutable at 5s. Each handler now spawns a one-shot worker that does the fanout and replies viagen_server:reply/2. The pool returns to its mailbox immediately. N concurrent callers run in parallel. Behaviour from the caller's POV is unchanged —macula:call/4is still a sync gen_server:call against the pool; only the path inside the pool changed. Advertise/unadvertise/subscribe/unsubscribe stay synchronous since they mutate pool state (procs/stream_procs/subsmap) before reaching out to links. The harness only fires these once per case so they're not on the contention path. --- ## [4.4.7] - 2026-05-14 ### Added - **timing_enabledoption onmacula_peering_conn.** When set, every inbound-frame notification carries an extra trailingRecvAtUs :: integer()element —erlang:monotonic_time(microsecond)'
captured the instant the frame finished decoding. Recipients can
subtract their own monotonic clock at dispatch time to compute
mailbox wait at the receiving gen_server.
Wire shapes when enabled:
{macula_peering, frame,        ConnPid, Frame, RecvAtUs}
{macula_peering, dht_frame,    ConnPid, NodeId, Frame, RecvAtUs}
{macula_peering, pubsub_frame, ConnPid, NodeId, Frame, RecvAtUs}
Default is false for backward compatibility — recipients that
have not been updated keep matching the legacy 4-/5-tuple shapes.
macula_station_link' has been extended to match both shapes so daemons receiving from a station that has opted in continue to work. Motivation: macula-station'smaculastation_peer_observerruns a persistent mailbox depth of 200-400 frames under DHT load. Without aRecvAtUs' stamp the mailbox wait is invisible to a downstream
observer — process_info(self(), message_queue_len) at dispatch
entry is a coarse proxy but doesn't tell you how old the frame at
the head of the queue actually is. With timing_enabled' the receiver gets per-frame wait + dispatch + forward latency, which is what we need to know whether peer_observer is still the bottleneck after 4.4.3/4.4.4's DHT and pubsub ETS bypasses. --- ## [4.4.6] - 2026-05-14 ### Fixed - **Same-pool streaming RPC, take two.** The 4.4.5 split ofstreamsintoclient_streams/server_streamswas necessary but not sufficient. The remaining failure: when the server-side handler calledmacula:close_stream/1, the outbound STREAM_END cast ran throughon_outbound_stream_frame/3and calleddrop_stream/2, which cleared the Sid from BOTH maps. The relay's bounced-back STREAM_DATA chunks then arrived at the same link, hitfind_stream/2with no entry, and were silently dropped. The caller'srecvwaiter timed out at 5s. Fix:maybe_drop_outbound/2skips the drop when the same Sid lives in both maps (the same-pool case). Inbound terminal frames (deliver_stream_end/deliver_stream_error/deliver_stream_reply) still calldrop_stream/2and tear down both entries when the bounced terminal arrives — so the lifecycle closes cleanly without losing the chunks in between. Different-pool streaming is unaffected: each link holds only one side of the stream, so the same-Sid-in-both-maps test is always false and the outbound drop still runs as before. --- ## [4.4.5] - 2026-05-14 ### Fixed - **Same-pool streaming RPC.** Splitsmacula_station_link's sharedstreamsmap intoclient_streamsandserver_streamsso anadvertise_stream+call_streamon the same pool no longer loses the caller's recv waiter. Previously, the relay bounced the STREAM_OPEN back over the same conn andspawn_inbound_stream/6overwrote the client entry under the same Sid, routing subsequent STREAM_DATA chunks to the server-side producer pid instead of the client's recv waiter. Caller hit the recv timeout (8s) with no chunks. After the split, inbound dispatch triesclient_streamsfirst (server_stream mode, the common case), falling through toserver_streamsfor client_stream / bidi server-receive. Affects:macula_e2e_probe:streaming_rpc/4andmany_concurrent_streamsin the diagnostics harness — both were timing out at exactly 8003ms before this fix. Cross-station streaming (different pool, different bootstrap) is a separate bug at the station level (multi-hop STREAM_DATA verify fails against the inbound peer-link's NodeId rather than the end-to-end signer); tracked separately and requires a frame-schema bump on STREAM_DATA / END / ERROR / REPLY. --- ## [4.4.4] - 2026-05-13 ### Added - **pubsub_recipientoption onmacula_peering_conn.** Mirror of the 4.4.3dht_recipientbypass — when set, pubsub-class frames (subscribe,unsubscribe,publish,event) go directly to that pid as{macula_peering, pubsub_frame, ConnPid, PeerNodeId,
Frame}instead of throughcontrolling_pid. All other frame types follow the existing path. Backward-compatible:pubsub_recipientdefaults to undefined; in that case every frame keeps flowing throughcontrolling_pidexactly as before. Motivation: after the DHT bypass shipped in 4.4.3, the dominant load on a station'smacula_station_peer_observermailbox shifted to pubsubeventframes (suite measurement: 90% of post-bypass mailbox sample ={frame, event}, vs 85%{frame, store/store_ack}before). Each EVENT carries an Ed25519 publisher signature that needs verification before fan-out; under multi-publisher bursts the verify cost dominates and the same observer mailbox that serializes handler-dispatch and ADVERTISE / SUBSCRIBE propagation backs up again. Stations on macula >= 4.4.4 wire this opt to a dedicatedmacula_station_pubsub_dispatchergen_server. See macula-station'smacula_station_pubsub_dispatcherfor the receiver-side implementation, plus thepubsub_recipientplumbing inmacula_station_listener:peering_opts/1andmacula_station:compose_dial/2. ### Internal - The frame router inmacula_peering_conn(route_frame/2+route_by_category/4) now classifies each parsed frame once and dispatches by category, instead of a per-recipient inline check. The category mapping (dht/pubsub/other) mirrorsmacula_station_peer_observer:classify/1— any new frame type added on the station side must be added on the SDK side too. --- ## [4.4.3] - 2026-05-13 ### Added - **dht_recipientoption onmacula_peering_conn.** When set to a pid, DHT-class frames (ping,pong,find_node,nodes,find_value,value,store,store_ack,replicate,replicate_ack) bypasscontrolling_pidand go straight to that pid as{macula_peering, dht_frame, ConnPid, PeerNodeId, Frame}. All other frame types continue to flow throughcontrolling_pidin the existing{macula_peering, frame, ConnPid, Frame}form. Backward-compatible: whendht_recipientis unset (the default), every frame goes throughcontrolling_pidexactly as before. No callers in the macula SDK itself set this; daemons and tests are unaffected. Motivation: in the deployed station fleet, ~85% of inbound frames per peering connection are DHTstore/store_ackchatter from record replication. Funnelling them through the station's singlemacula_station_peer_observergen_server meant every other inbound frame type (CALL, REPLY, ADVERTISE, SUBSCRIBE, PUBLISH, EVENT) sat behind a 200-400-deep mailbox of DHT pass-through work, adding 700-1000 ms of dispatch latency per hop on the live Leuven fleet. Stations can now route DHT frames directly to theirmacula_dhtserver instead of stacking them in the observer's queue. See macula-station'smacula_station_listener:peering_opts/1andmacula_station:compose_dial/2for the station-side wire-up. --- ## [4.4.2] - 2026-05-13 ### Added - **Subscriber-sidepublisher_sigverification.** Step 4 of the pubsub Phase 2 redesign (seemacula-station/plans/PLAN_PUBSUB_E2E_SIGNED_EVENTS.md). Whenmacula_station_linkdelivers an inbound EVENT that carries apublisher_sig, it now verifies it (macula_frame:verify_publisher/1) against the EVENT's ownpublisherfield before fanning it to subscribers. An EVENT with nopublisher_sigis delivered as before (legacy / feature off everywhere). An EVENT whosepublisher_sigis *present but invalid* is always logged atwarning; it is **delivered anyway by default** (a relay bug should surface, not silently lose events, during the Phase 2 rollout) and **dropped** only when themaculaapplication envpubsub_strict_publisher_sigistrue. No on-wire change: still nothing emitspublisher_sigunlesspubsub_emit_publisher_sigis enabled (4.4.1), so by default this is a no-op. ## [4.4.1] - 2026-05-13 ### Added - **Opt-inpublisher_sigemission on outbound PUBLISH frames.** Step 1b of the pubsub Phase 2 redesign (seemacula-station/plans/PLAN_PUBSUB_E2E_SIGNED_EVENTS.md).macula_station_linknow attaches apublisher_sig(macula_frame:sign_publisher/2) to each PUBLISH frame it sends — *only* when themaculaapplication envpubsub_emit_publisher_sigistrue. **Defaultfalse** — i.e., unchanged on-wire behaviour out of the box. **Do not enable until every relay (macula-station) is on macula >= 4.4.0.** A pre-4.4.0 relay'scanonical_unsigned/1strips onlysignature(notpublisher_sig) when checking a frame's per-hop signature, so it would reject a PUBLISH that carriespublisher_sig. Rollout: macula >= 4.4.0 on the whole fleet → confirm → set{macula, pubsub_emit_publisher_sig, true}on the daemons → then macula-station's relay path carriespublisher_sigonto the EVENT and verifies relayed EVENTs against the publisher (a later step). Read per publish (a fast env lookup), so the flag can be flipped at runtime without a daemon restart. ## [4.4.0] - 2026-05-12 ### Added - **Publisher-end-to-end pubsub signature (publisher_sig).** Step 1 of the pubsub Phase 2 redesign (seemacula-station/plans/PLAN_PUBSUB_E2E_SIGNED_EVENTS.md). PUBLISH and EVENT frames may now carry an optionalpublisher_sigfield — the publisher's Ed25519 signature over the canonical, frame-type- independent tuple(topic, realm, publisher, seq, payload), signed under the new"macula-v2-event-pub\0"domain. Because the signed content excludes header fields,delivered_via, andttl_ms, the signature a publisher puts on its PUBLISH is still valid on the EVENT a relay station derives from it — so a relay can stop re-signing and consumers can verify authenticity against the *publisher* regardless of which relay delivered the event. New API:macula_frame:sign_publisher/2,macula_frame:verify_publisher/1.macula_frame:publish/1andevent/1accept an optionalpublisher_sigin their spec.publisher_sigis excluded from the bytes covered by a frame's own per-hopsignature(canonical_unsigned/1now strips both), so adding it never invalidates the per-hop signature. **Wire-safety / rollout note.** This release does *not* emitpublisher_siganywhere — the SDK's publish path is unchanged, so a 4.4.0 node produces byte-identical frames to 4.3.1. The field is plumbed and ready; a later step has the publish path populate it. **That later step must not ship until every relay (macula-station) is on a 4.4.0-compatible build** — a pre-4.4.0 relay strips onlysignature(notpublisher_sig) when checking a frame's per-hop signature, so a frame carryingpublisher_sigwould fail its verification. Order: SDK 4.4.0 everywhere → stations updated → then flip onpublisher_sigemission. ## [4.3.1] - 2026-05-12 ### Fixed - **macula_clientpublish now selects only connected links.** The{publish, ...}pool handler took the firstreplication*spawned* link pids and published to them — including links still mid-handshake. A frame sent to a not-yet-connected link is dropped (unlike ADVERTISE, which the link replays on connect), somacula_pubsub:publish/4,5could return{error, not_connected}while other links in the pool were healthy. Now filtered throughmacula_station_link:is_connected/1(newconnected_link_pids/1helper), matching how RPC (call_first_success) and streams (stream_first_healthy) already pick links. With no connected link the result is the existing transient{error, {transient, no_healthy_station}}(retryable) rather than{error, not_connected}. --- ## [4.3.0] - 2026-05-11 ### Added - **macula_z32codec module.** z-base-32 (Phil Zimmermann's "Human-Oriented Base-32 Encoding"; alphabetybndrfg8ejkmcpqxot1uwisza345h769). Used for encoding 32-byte Ed25519 pubkeys as DNS-label-friendly strings (32 bytes → 52 chars, fits the 63-char per-label cap). Same encoding used by PKARR and Pubky for the same reason. API:encode/1,decode/1,is_valid_label/1. Pure Erlang, no NIF; MSB-first bit packing. 18 eunit cases covering empty/round-trip/length contracts, hand-computed test vectors (zero32, ones32, small-mixed, single-byte), property-based round-trip over 200 random samples per size class, alphabet-rejection, andis_valid_label/1guard cases. - **stationMRI type.**mri:station:<52-char-z32-pubkey>. Self-rooted (the realm field carries the pubkey directly; no reverse-domain notation; path must be empty). Validation routes through the new z32 codec rather than the reverse-domain regex. Required byhecate-daemon'sserve_dns_over_meshslice for synthesising station qnames (e.g.,<z32(pubkey)>._st.macula.io.). Also added tomacula_mri_registrybuiltin types list. 9 eunit cases covering parse/format/round-trip/new-via-general-constructor + four rejection cases (path present, short pubkey, invalid z32, uppercase pubkey). ### Notes - 4.3.0 is purely additive over 4.2.x. No existing API changes; downgrade compiles cleanly. Downstream consumers (hecate-daemon,macula-station,macula-realm) can bump~> 4.2.9to~> 4.3.0whenever convenient; no coordinated upgrade required. -dane_pin(record type 0x15) andcoverage_proof(0x16) remain on the 4.4.0 candidate list. Neither is on the critical path forserve_dns_over_meshPhase 1 (which falls back to SERVFAIL+EDE("coverage_unknown") for NXDOMAIN proofs and NOTIMP+EDE("tlsa_unsupported") for TLSA queries) orserve_https_over_mesh(which verifies station pubkeys via the leaf cert SAN OtherName extension, not via TLSA). --- ## [4.2.9] - 2026-05-10 ### Fixed - **subscribe_records/3now decodes the wire payload before invoking the user callback.** Previously the callback received the rawmacula_record:encode/1' binary; the documented contract
said it would receive the decoded record map. The probe pair
added in macula-internal/macula-e2e@8831d1e surfaced both
this and the substrate-side topic mismatch (substrate publishes
on _dht.records.<type>.stored' as ofmacula-internal/macula-stationrecipient commit). Together the two changes makesubscribe_records/3work end-to-end as documented. The wrapper accepts either binary (encoded) or map (already decoded) payloads — the latter for callers who feed records through alternate channels. --- ## [4.2.8] - 2026-05-09 ### Fixed - **macula_blake3_nif:hash/1now force-loadsmacula_crypto_nifbefore checking the NIF-loaded flag.** Pre-fix the function readis_nif_loaded()directly, which returnsfalse' until the
macula_crypto_nif' module is referenced for the first time (its-on_load' callback writes the persistent_term flag). If a
caller's first-ever NIF use went through macula_blake3_nif:hash/1' rather than something that touchedmacula_crypto_nif' first, the
Erlang fallback fired — and that fallback is NOT plain
`crypto:hash(sha256, )': inputs over 1024 bytes are tree-hashed
(1024-byte chunks SHA-256'd individually, chunk hashes pair-
hashed), producing output that matches neither real BLAKE3 nor
plain SHA-256.

Surfaced by macula:put_content/2' in v4.2.7: blobs > 1024 bytes computed an SDK-side MCID that no relay could verify, so every_content.put_block' returned hash_mismatch'. The four other hash entry points (hash_streaming/1', verify/2',hash_hex/1')
had the same bug; all are fixed in lock-step.

is_nif_loaded/0' is retained for diagnostic use but its docstring now warns that the answer reflects whatever has been observed so far. New private helperensure_crypto_nif_loaded/0' is the
authoritative path.

## [4.2.7] - 2026-05-09

### Added

- macula:put_content/2 and `macula:get_content/2' — content-
addressed blob storage and retrieval over the relay. put_content' computes the BLAKE3 hash of the bytes, packages them into an MCID (<<1, 16#55, Hash:32/binary>>'), and ships the blob to the relay
via a single _content.put_block' RPC; the relay verifies the payload's hash matches the MCID before accepting.get_content'
fetches the blob back via _content.get_block', returning{error, not_found}' if no provider in the pool's reach holds a
copy.
v4.2.7 minimum-viable surface — single-block per blob, no
client-side chunking, single-station semantics. Suitable for
blobs in the kilobyte-to-low-megabyte range. Blobs larger than the
relay's per-call payload budget will surface as a CALL-deadline
timeout; chunked manifests + multi-provider parallel fetch land
in a follow-up release. Cross-station discovery (writer + reader
on different relays) requires the relay-side iterative-fetch
fallback that already lands for _dht.find_record' (commit c11226f in macula-station) — wire-symmetric for content once exposed.mcid()' type added (<<_:272>>' = 34 bytes). Hashing uses the existingmacula_blake3_nif' that was previously only consumed
by the record-signing path.


[4.2.6] - 2026-05-09
Fixed
	macula_peering_conn:on_connect_verified/4 no longer crashes
when send_hello returns {error, _}. Previously asserted
ok = send_hello(Stream, NewData)' on the server-side handshake completion path; under teardown bursts (multiple peers closing pools simultaneously, e.g. e2eend_per_suite' across a fleet),
macula_quic:send' could legitimately return{error, "connection lost"}' between the CONNECT-verify and the
HELLO write — the peer's QUIC stream was already gone. The
badmatch crashed the peering_conn gen_statem worker; under
load enough concurrent crashes tripped the parent supervisor's
restart-intensity and forced a whole-station restart.
Now mirrors the existing graceful handling on the client-side
send_connect' path (lines 232-240): emit a structured{sendhello_failed, }' disconnect notify and stop normally,
so the supervisor cleans up without counting it as a crash.
Surfaced 2026-05-09 by macula-station eager-replication-on-put
load, which amplified the race; reverted at the station layer
and shipped here so eager replication can be re-enabled cleanly
after publishing.


[4.2.5] - 2026-05-09
Fixed
	Pool fan-out (macula_client) no longer filters by
is_connected/1. The four fan-out helpers
(fanout_advertise/4, fanout_unadvertise/3,
fanout_advertise_stream/5, fanout_unadvertise_stream/3) used to
skip pre-handshake links, which left the link's local procedures' map out of sync with the pool's intent. A subsequentunadvertise'
on the same key would skip the link too — its local map kept the
proc — and the link silently re-ADVERTISED on the next handshake,
causing the relay station to register a stale procedure that
nothing in the SDK would ever withdraw. The leak only resolved on
daemon disconnect, when the station's purge_conn' fired. Each fan-out now dispatches to every LIVE link (filtered byisprocess_alive/1' only). The link gen_server's advertise' /unadvertise' handlers update the local map regardless of
connection state; the wire frame is best-effort inside
maybe_send_advertise' /maybe_send_unadvertise' (no-op when
pre-handshake). On the next handshake, drain_pending_advertises/1' replays the now-correct map. Surfaced by 2026-05-09 mesh torture:e2e.cross.echo.{N}' entries
persisted on stations across rounds with advertiser=PoolDaemonPubkey' even thoughunadvertise/3' had returned ok'. Tombstones inmacula_remote_advertise_registry' (macula-station c7d8fe8') solve the gossip-vs-unadvertise race; this commit closes the pre-handshake-skip path that re-creates a fresh stale entry on every reconnect. Per-link errors are now wrapped in try/catch (safe_link_advertise/4',
safe_link_unadvertise/3', stream variants) so a single dead pid cannot crash the whole pool gen_server. ## [4.2.4] - 2026-05-08 ### Fixed - **macula_peering_connserver-side handshaking now takes ownership of inbound streams.** When a server accepts a new conn and the client opens a stream, Quinn creates theStreamResource' with its
owner field set to whatever owns the conn AT THAT MOMENT. On the
accept path that's still the listener — the conn-ownership transfer
hasn't fired yet. Calling setopt(Stream, active, true)' on its own does NOT change ownership; it only flips the active-delivery flag. Future{quic, Bin, Stream, _Flags}' events therefore went
to the listener's mailbox and got silently dropped by its wildcard
handle_info/2'. The worker sat inhandshaking' with buf_size = 0' until its 30s timeout, even though 4.2.3'sawaiting_start'
postpone clause + macula-station's stray-event forwarder both
delivered the new_stream' notification on time. Fix: callmacula_quic:controlling_process(Stream, self())' in the
server-side handshaking' new_stream handler beforesetopt'. The
worker is now the explicit stream owner, so subsequent
`{quic, Bin, Stream, }' events route to it directly.

Pairs with macula-station's listener forwarding fix (commit
`85dff3e' on macula-internal/macula-station): together they close
the cross-station handshake race that was leaving every station
with tens of stuck workers and partial bloom convergence.

[4.2.3] - 2026-05-08
Fixed
	macula_peering_conn server-side awaiting_start no longer drops
racing QUIC events. macula_peering:accept/2' transfers conn ownership and then castsstart_handshake'; if the QUIC NIF
redelivers a buffered {quic, new_stream, ...}' or{quic, Bin, ...}'
event to the worker before the cast lands in its mailbox, the
worker is still in awaiting_start'. The previous wildcard clause routed those events throughdrop_unexpected/4' and the bytes were
lost; the worker then sat in handshaking' with an empty buffer until its 30s timeout, never reachingtransition_to_connected'.
The peer's client-side worker meanwhile stayed connected' (it received our HELLO) so QUIC keep-alive papered over the asymmetry, but the listener-side never registered the peer in itspeers' map
and the controlling-pid's connected' notification never fired — cross-station SUBSCRIBE / EVENT routing dead-ended. Verified live across the production Leuven mesh: every station had several stuck workers (peer_node_id = undefined, buf_size = 0'),
and three of centrum's outbound peers had no corresponding inbound
registration on the peer's peer_observer'. The race was particularly brutal under fleet-wide reconnect bursts (post-roll). Fix: postpone QUIC events received inawaiting_start' so they
re-deliver after the start_handshake' transition intohandshaking', where the real handler consumes them.

[4.2.2] - 2026-05-08
Fixed
	macula:find_record/2 and macula_station_link:find_record/3 now
pattern-match the wire-canonical signature field instead of the
legacy sig field. The on-wire record format already used
signature (see macula_record:verify/1,
macula_record:encode/1, macula_protocol_types:macula_record()),
so the SDK was rejecting every successful DHT find with
{error, {unexpected_reply, Record}} even though the relay had
returned a perfectly valid record.
Found while standing up the macula-e2e suite against the Leuven
topology — dht_put_find round-tripped end-to-end on the wire
but the SDK swallowed the result.


[4.2.1] - 2026-05-08
Changed
	Bumped QUIC idle_timeout_ms and keep_alive_interval_ms defaults.
	macula_quic:listen/3: idle 120_000 → 300_000, keep_alive 30_000 → 15_000
	macula_quic:connect/4: idle 60_000 → 300_000, keep_alive 20_000 → 15_000

The realm's MeshSubscriber clients were dying with :normal every
50-60 s and respawning. Each cycle barely completed the
find_records_by_type snapshot RPC before the underlying QUIC
conn closed peer-side, which left the topology dashboard sparse
(3 of 10 stations advertised at any moment instead of all 10).
Root cause: client-side idle was 60 s and snapshot ticks happen on
a longer cadence, so post-snapshot the conn went idle long enough
for Quinn's idle-close to fire. Higher idle + more frequent PINGs
closes the loophole. PING traffic also resets the peer's idle
timer, so connections survive on either side's headroom.
Callers that explicitly pass idle_timeout_ms or
keep_alive_interval_ms are unaffected.



[4.2.0] - 2026-05-08
Changed
	{macula_peering, handshake_complete, ...} notification now
carries the verified peer_node_id. The message sent to a
worker's accept_owner' pid changed from{macula_peering, handshake_complete, ConnPid}to{macula_peering, handshake_complete, ConnPid, PeerNodeId}, wherePeerNodeIdis the Ed25519 pubkey extracted (and signature- verified) from the inbound CONNECT/HELLO frame. Lets accept-side listeners dedupe duplicate dials from the same peer identity. Without it, a peer that re-dials before its prior connection has been torn down (by client-side handshake timeout, network partition, or process restart) accumulates a freshconnected'-state worker on every retry. Production stations have
been observed at 99 stuck connected' workers from a single sister-station because each dial completes the handshake, the prior worker holds its QUIC conn open until idle-timeout, and nothing dedupes them. Seemacula-station' commit pairing this release for the
listener-side dedupe consumer.

Removed
	Yggdrasil module + sovereign-overlay {pubkey, ...} dial form.
macula_yggdrasil' and themacula_quic:connect({pubkey, Pk}, ...)'
/ macula_peering_conn:do_connect(#{pubkey := Pk})' clauses are gone. No callers remain in the codebase;macula-net' replaces
yggdrasil as the routing substrate. Self-signed pubkey-anchored
cert generation (macula_quic:generate_self_signed_cert/3') stays — it has live consumers inmacula_net_transport_quic' and
macula_station_listener' that wrap an Ed25519 keypair without any Yggdrasil-derived address. - **Dead test files.** -test/macula_quic_tests.erl' — tested the retired quicer'-style API surface (accept/2', recv/2',accept_stream/2', etc.) that
  the Quinn NIF does not expose.	test/macula_quic_idle_timeout_tests.erl' — testedquicer'
proplist option format.
	test/macula_yggdrasil_tests.erl' — paired with the deleted module above. -test/macula_client_test_server.erl' — helper used only by the
gateway tests below.
	test/macula_gateway_system/' — entire directory, 13 test files, targeted the V1 gateway surface fully retired in 4.0.0. ### Breaking - **accept_ownerconsumers must update their pattern.** Any code matching{macula_peering, handshake_complete, Pid}no longer matches; the message is now a 4-tuple. Match on{macula_peering, handshake_complete, Pid, _PeerNodeId}or use thePeerNodeIdfor dedupe. Onlymacula_station_listener' in macula-station' currently consumes this message; that consumer is updated in the paired release. No other behaviour change for callers that don't passaccept_owner'.




[4.1.1] - 2026-05-07
Fixed
	Handler returning {error, _} no longer crashes the peering
gen_statem. Pre-4.1.1, safe_invoke_handler/4 in
macula_station_link wrapped any non-crash return in a RESULT
frame whose payload was the raw return value. When a handler
returned {error, Reason} (e.g. _dht.put_record returning
{error, bad_signature} for a record that fails verification),
the resulting RESULT frame ended up at
macula_record_cbor:encode/1 with a tuple as a payload value;
the encoder has no clause for raw tuples and the peering
state-machine terminated with error:function_clause at
frame-sign time. Every other multiplexed RPC on the same QUIC
connection died with it. This bit production immediately when
station↔station DHT replication started shipping records that
failed downstream verification: each replication attempt killed
the connection that any nearby caller (including realm
topology subscribers) was multiplexed onto.Now {error, Reason} is funneled into a BOLT#4 call_error
frame with code = 0x0F unknown_error and detail set to the
~p-formatted Reason (capped at 256 bytes). Handler crashes
continue to map to code = 0x02 temporary_relay_failure. The
normalise_reply/1 function lost its now-dead {error, _}
clause.Existing test
inbound_call_handler_error_tuple_passes_through_as_result_test_
asserted the buggy shape and was renamed to
inbound_call_handler_error_tuple_emits_call_error_test_ with
updated expectations: the test now demands a call_error frame
with code 0x0F and a binary detail that includes the
formatted Reason. 35 station_link eunit tests still pass; full
suite parity (1622 passed / 10 pre-existing failures, unchanged).Affected files:	src/client/macula_station_link.erl — safe_invoke_handler/4,
normalise_reply/1, new helper format_error_detail/1
	test/macula_station_link_tests.erl — test rename + body




[4.1.0] - 2026-05-06
Added
	accept_owner opt on macula_peering:accept/2 and connect/1 —
optional pid that receives a single
{macula_peering, handshake_complete, ConnPid} message the moment
the worker transitions from handshaking to connected. Distinct
from controlling_pid, which receives the
connected/frame/disconnected event stream. Lets an accept-side
listener cap concurrent handshaking workers separately from
healthy connected peers — the original intent of the cap, before
stub fan-out filled it with verified peers and starved
station↔station handshakes (see macula-station 4beb2f5 for the
matching cap-bump fallback).

Notes
	Pure addition; no behaviour change for callers that don't pass
accept_owner.


[4.0.0] - 2026-05-06
Major release. Breaking. V1 surface fully retired; pool-aware
streaming RPC ships; the macula_stream_v1 module renamed.
Removed
	macula_mesh_client — V1 single-connection client. Deleted.
	macula_multi_relay — V1 multi-relay wrapper. Deleted.
	V1 facade entry points on macula.erl — every form taking a
V1 client pid as its first argument:	disconnect
	V1 client-pid forms of subscribe, publish,
unsubscribe, call, advertise, unadvertise
	V1 REMOTE forms of call_stream and advertise_stream
(LOCAL in-process forms preserved)
	V1 client-pid forms of put_record, find_record,
find_records_by_type, subscribe_records,
unsubscribe_records — replaced with V2-shaped entries on
the same names (see Changed)
	The entire V1 directed-RPC block: call_node, resolve,
list_nodes
	The client/0 type alias


	V1 carrier branch in macula_stream — the {remote, _, _}
peer shape, attach_remote/3 export, and send_remote/4
dispatch path are gone. The module now spans only LOCAL
in-process pairs and V2 station-link carriers.
	V1 test files: macula_mesh_client_validate_tests.erl,
macula_multi_relay_tests.erl, macula_stream_remote_tests.erl.

Net deletion: ~2700 LOC.
Added — pool-aware streaming RPC (A4)
Streaming RPC now rides the V2 pool. Five new STREAM_* wire frames
(stream_open, stream_data, stream_end, stream_error,
stream_reply) in macula_frame, plus per-station and pool
surfaces:
	macula:call_stream/5 — open a stream against a V2 pool.
Sticky-to-link: the returned stream is bound to the link the
pool picked; if that link dies the stream errors with
peer_down and the caller re-opens.
	macula:advertise_stream/5 — fan-out streaming-procedure
registration across every healthy link in the pool. Replayed
on link respawn.
	macula:unadvertise_stream/3 — drop a streaming advertisement.
	Per-link API on macula_station_link: call_stream/5,
advertise_stream/5, unadvertise_stream/3,
send_stream_frame/3.
	Pool API on macula_client: call_stream/5,
advertise_stream/5, unadvertise_stream/3. Plus an internal
replay helper that re-issues stream advertisements when a link
respawns.

29 new eunit tests cover frame round-trips, per-station gating,
pool fan-out, replay, and disconnect cleanup.
Changed — DHT entries
put_record / find_record / find_records_by_type / subscribe_records / unsubscribe_records keep their names but now
take a V2 pool as the first argument (was a V1 client pid). DHT
traffic travels under the all-zeros realm tag
(?DHT_REALM = <<0:256>>), the SDK convention for
protocol-internal infrastructure traffic.
Changed — macula_stream rename
The macula_stream_v1 module is renamed to macula_stream. The
"v1" suffix referred to the V1 wire format the gen_server originally
bridged via macula_mesh_client; A4 extended the same gen_server
to carry V2 streams as well, and the V1 retirement removed the
mesh_client carrier entirely. The module now spans LOCAL pairs and
V2 station-link pairs only — the suffix had become misleading.
External consumers using macula_stream_v1:* directly must rename
to macula_stream:*. No semantic change.
Changed — macula_dist_relay ported to V2 pool
Erlang-distribution-over-mesh stays. Its plumbing moves from V1
macula_mesh_client / macula_multi_relay to the V2
macula_client pool.
	register_mesh_client / get_mesh_client on macula_dist_relay
renamed to register_mesh_pool / get_mesh_pool.
	persistent_term key macula_dist_mesh_client →
macula_dist_mesh_pool.
	extract_payload on macula_dist_relay deleted; V2 events
deliver Payload directly in the message tuple, no map-or-binary
unpacking needed.
	macula_dist_bridge state field client / client_mon →
pool / pool_mon; args map key client => Client →
pool => Pool

Realm tag: dist tunnel frames travel under the all-zeros realm
(matches the DHT convention; protocol-internal infrastructure).
Migration
Workspace consumers that referenced V1 (hecate-daemon,
hecate-app-weather, mesh_chat) were ported in lockstep across
their respective repositories before this release; nothing in the
canonical workspace should break on the bump.
External consumers must:
	Replace macula:connect/2 call-sites that destructured the
result as a V1 client. The handle is now a pool.
	Add a 32-byte realm tag to every subscribe, publish,
call, advertise, unadvertise, call_stream,
advertise_stream, unadvertise_stream call-site. Use
macula_realm:id(BinaryName) (SHA-256) or your own derivation.
	Switch pubsub callbacks to pid-receivers. V2 delivers
{macula_event, SubRef, Topic, Payload, Meta} to a pid; the
former 1-arg callback shape is available via
macula:subscribe_callback/4 if you need to keep callback
semantics.
	Rename macula_stream_v1:* → macula_stream:* if your code
reached past the facade.

See docs/migrations/V1_TO_V2_PUBSUB.md for detailed examples.

[3.16.0] - 2026-05-06
Daemon-driven additive release. Five SDK gaps surfaced during the
hecate-daemon V1→V2 migration drafting (PLAN_DAEMON_V2_MIGRATION.md
in hecate-daemon) land here as purely additive APIs. No breaking
change; every 3.15.x consumer continues to work unchanged.
The remaining gap (pool-aware streaming RPC) is deferred to 3.17.0
along with the full SDK quality sweep. See
docs/PLAN_SDK_3_17.md for the deferred scope.
Added
	macula:status/1 and macula_client:status/1 — aggregate health
snapshot of a V2 pool. Returns a map with seeds, healthy_links,
failed_links, self_node_id, and subscriptions. Single round-
trip plus one is_connected probe per spawned link (each capped
at 1s by the link's own gen_server). Suitable for /health or
/status endpoints.

	macula:subscribe_callback/4 and macula_pubsub:subscribe_callback/4
— callback-shim atop the message-based subscribe/4. Spawns a
small monitored receiver internally; invokes the callback once
per inbound event. A crashing callback is logged and the next
event is delivered (rationale: a transient bug in event handler N
must not lose events N+1..M). Receiver exits when the caller dies
or unsubscribe/2 clears the sub.

	Pool-aware non-streaming RPC:
	macula:call/5 — first-success across the pool's healthy links.
Returns {error, no_healthy_station} when no link has completed
CONNECT/HELLO. Per-link errors fall through to the next.
	macula:advertise/5 — fan-out advertise on every healthy link
AND store in pool state for replay on link respawn. Arity 5 to
avoid colliding with the legacy V1 advertise/4.
	macula:unadvertise/3 — best-effort fan-out drop, always
clears local state.
	macula_client_replay:advs_to/2 — advs replay helper, mirrors
the existing subs_to/2.


	macula_client:opts() type spec gained per-key documentation.
V1-only opts (relays, realm, site, connections) trigger a
one-shot logger:notice listing the silently-ignored keys when a
caller passes them; the pool boots normally. See macula:connect/2
for the full V1→V2 opts mapping.

	macula_client re-exports the handler() type. Avoids consumers
reaching into the private macula_station_link module.


Documentation
	macula:connect/2 doc gained a "V1-only opts" section calling out
each silently-ignored key with its V2 equivalent.
	macula_client:opts() and macula_client:status/1 documented per
key / per field.
	macula_pubsub:subscribe_callback/4 documented including the
callback-crash semantics.

Tests
19 new eunit tests across macula_client_tests and
macula_pubsub_tests:
	4 for status/1 (empty pool, unreachable seeds, subscription
count, facade delegation)
	4 for subscribe_callback/4 (happy path, callback-crash survival,
arity guard, caller-death cleanup)
	7 for pool RPC (call/5, advertise/4, unadvertise/3, facade
delegation, handler-arity guard)
	1 for V1-legacy opt warning
	2 for dedup window/sweep tunable end-to-end

Verification
	rebar3 compile — clean
	rebar3 dialyzer — clean (89 files)
	rebar3 ex_doc — exit 0 (2 cosmetic warnings about historical
CHANGELOG entries with underscored module names tripping ex_doc's
italic parser; they do not affect any post-3.11 entry or any API
surface)
	All 743 baseline tests still pass; one pre-existing teardown flake
(macula_multi_relay_tests:status_test / stop_test/1) unchanged.

[3.15.3] - 2026-05-05
Fixed
	macula_peering_conn:on_handshake_enter_client/2 crashed with
badmatch when macula_quic:setopt/3 or macula_quic:send/2
returned {error, _}. This is a normal race: the QUIC connection
can die between nif_connect returning {ok, Conn} and the
client gen_statem entering its handshaking state (peer closes,
network drops, server sends CONNECTION_CLOSE after TLS but
before the first stream). Pre-3.15.3 this crashed the
peering_conn supervisor child with a badmatch {error, <<"connection lost">>}
and dumped a stacktrace per attempt. Now: surface disconnected
with a structured {setopt_failed | send_connect_failed, Reason}
and let the caller schedule a reconnect via the standard backoff
path.
Discovered during BE station fleet on falkenstein
(2026-05-05) — every concurrent outbound dial that completed the
TLS handshake but then failed at the application layer crashed
the gen_statem and accumulated SUPERVISOR crash reports.

	macula_quic:setopt/3 spec widened from ok to
ok | {error, term()}. The NIF surfaces errors when the stream
handle is stale or invalid; the narrow spec made dialyzer
reject defensive {error, _} matches in callers.


[3.15.2] - 2026-05-05
Fixed
	macula_station_link SDK specs widened to admit {error, term()}
returns. The wrappers around gen_server:call/3 (subscribe/4,
unsubscribe/2, advertise/4, unadvertise/3) declared narrow
return types ({ok, reference()} / ok) but in reality dispatch
to an arbitrary pid() and surface {error, unknown_call} (or
any other reply) when the target gen_server does not implement
the call. Callers that pattern-matched only the success shape in
a try ... of (no wildcard) crashed with try_clause — silent
bug until consumers passed non-conforming pids alongside SDK
link clients (e.g. macula-station's seed-dial outbound link
workers). Now:
subscribe/4   -> {ok, reference()} | {error, term()}
unsubscribe/2 -> ok | {error, term()}
advertise/4   -> ok | {error, term()}
unadvertise/3 -> ok | {error, term()}
No runtime behaviour change — these are spec-only widenings.
Consumers should add a wildcard _Other -> ... clause when
pattern-matching the return value, since
try ... of {ok, X} -> ... catch _:_ -> ... end does NOT catch
the try_clause exception raised by an unmatched of pattern.


[3.15.1] - 2026-05-02
Fixed
	macula_quic:nif_connect/8 rejected every call with badarg. The
Rust signature took verify_pubkey: Vec<u8> but rustler's Vec<T>
decoder only accepts list terms, never binaries — so every caller
passing a binary (which is every caller) blew up at the decode
boundary. Switched to Binary<`a> mirroring
cert.rs:nif_generate_self_signed_cert. Affects every
macula_quic:connect/4 user, not just macula-net.
	macula_net_transport_quic ignored every inbound stream byte: the
data-arrival pattern matched {quic, data, Stream, Data}, but the
NIF emits {quic, Binary, StreamRef, Flags} (mirroring quicer's
shape — see native/macula_quic/src/message.rs). Fixed the clause
guard.

Added
	test/macula_net_transport_quic_e2e_tests.erl — two-node QUIC
envelope round-trip via peer:start_link/1. Catches both bugs above.
	test/macula_net_full_stack_e2e_tests.erl — full pipeline: node A
macula_route_packet:dispatch → QUIC → node B
macula_deliver_packet:handle_envelope → captured payload, asserted
byte-identical.

[3.15.0] - 2026-05-02
Added — macula-net L3 substrate (Phase 1)
First slice of the sovereign-IPv6 substrate per PLAN_MACULA_NET.md
(macula-architecture). Macula now owns its own crypto-derived IPv6
addressing layer; identities (stations + daemons) become first-class
endpoints in the host's standard networking stack.
New slices in src/:
	derive_address/macula_address — pubkey -> IPv6 (BLAKE3, ULA prefix).
Reuses macula_blake3_nif; no new NIF.
	manage_tun_device/macula_tun + macula_tun_nif — Linux TUN
lifecycle + packet I/O via Rust NIF (tun-rs). Reader thread pumps
packets to a registered BEAM Pid as {macula_net_packet, ...}
messages.
	route_packet/ — egress. macula_route_packet_ipv6 parses the
IPv6 fixed header; macula_route_packet looks up dst in a static
station table and dispatches the CBOR envelope to the station's
transport callback.
	deliver_packet/macula_deliver_packet — ingress. Decodes the CBOR
envelope (via macula_cbor_nif), validates, writes inner IPv6
packet to the local TUN if dst is local.
	macula_net/ — facade + macula_net_transport behaviour +
macula_net_transport_quic (Quinn-based, uses the SDK's existing
macula_quic primitives — no new QUIC NIF).

New native crate: native/macula_tun_nif/ (rustler 0.34, tun-rs 2).
Linux only for Phase 1.
29 new eunit tests across the slices; all existing tests pass.
Phase 1 simplifications (deferred to Phase 4 hardening): static station
table (no DHT yet — Phase 2), single-hop only, self-signed throwaway
TLS certs, ctrl/gossip envelope types accepted but not handled.
The repo macula-io/macula-net (where this work was prototyped) has
been folded into this SDK and deleted.

[3.14.0] - 2026-05-02
Added — Sovereign-overlay (Yggdrasil) building blocks
Phase 1 Tier 3 of the sovereign-overlay rollout — see
PLAN_SOVEREIGN_OVERLAY_PHASE1.md (macula-architecture) §4.2-§4.4.
This release delivers the SDK-side primitives that let stations
present, and daemons validate, a pubkey-anchored QUIC identity
with no DNS, no Let's Encrypt, no CA chain.
New module macula_yggdrasil:
	address_for/1 — derive the Yggdrasil IPv6 (200::/7) from a
raw 32-byte Ed25519 pubkey. Matches yggdrasil-go's
AddrForKey reference exactly. Verified against the live
3-relay fleet's pubkeys/addresses (Helsinki, Nuremberg, Paris).
	format_address/1 — 16-byte IPv6 binary → canonical
colon-separated string.
	cert_for/1,2 — generate a self-signed X.509 cert wrapping an
Ed25519 keypair. The derived Yggdrasil IPv6 lands as IP SAN;
optional extra DNS SANs supported. Cert validity 10 years.

NIF additions in macula_quic (Quinn QUIC):
	generate_self_signed_cert/3 via rcgen 0.13. Takes raw
Ed25519 pubkey + secret seed + SAN list, returns
{ok, {CertPem, KeyPem}}.
	PubkeyPinVerifier — rustls ServerCertVerifier impl that
pins on the leaf cert's Ed25519 SubjectPublicKeyInfo rather
than walking a CA chain. Equivalent of TLS RFC 7250
raw-public-key without the wire-protocol change.
	build_client_config gains Option<Vec<u8>> pinned_pubkey.
None preserves existing webpki/skip behaviour.

Erlang dial-target syntax extension:
	macula_quic:connect/4 accepts {pubkey, Pk32 :: binary()}
as a target in addition to the existing host string. Derives
the Yggdrasil IPv6, sets the verify_pubkey opt, dispatches
through the standard nif_connect path.
	macula_peering_conn:do_connect recognises the same shape
via a pubkey key on the target map.

NIF connection layer:
	nif_connect now takes an additional verify_pubkey: Vec<u8>
parameter (arity 7 → 8). Empty binary disables pinning.
	[ipv6]:port host strings are supported via bracket-stripping
before lookup_host and SNI assignment.

Notes for downstream consumers
	macula_quic:connect/4 ABI is unchanged; the new
verify_pubkey opt is opt-in, defaults to <<>>.
	nif_connect arity bumped 7 → 8. Anyone shipping a NIF .so
built against the 3.13 Erlang module needs to ship the 3.14
.so together. Mixing produces
{bad_lib, "Function not found macula_quic:nif_connect/7"}
on load.
	New crate deps in macula_quic: rcgen 0.13 (pem+ring),
x509-parser 0.16, time 0.3.


[3.13.0] - 2026-04-28
Added — V2 ADVERTISE/UNADVERTISE wire frames + station_link advertise API
Closes the V2-fleet fresh-install blocker. macula-realm could not
register RPC procedures over the V2 wire because the protocol only
exposed CALL/RESULT/ERROR. Realms had to keep advertising via V1
:macula.advertise, but V1 frames are silently dropped by V2
listeners (visible as _realm.membership.join_with_token_v1 hanging
on every fresh daemon's join).
macula_frame gains two new frame types:
	advertise/1 — (realm, procedure, advertiser, options), signed
by the advertiser. The connected station registers
(realm, procedure) in its per-connection routing table so
inbound CALL frames matching that key are forwarded back across
the advertiser's QUIC connection.
	unadvertise/1 — (realm, procedure, advertiser). Drops the
registration. Idempotent. Implicit on peer disconnect (the
station's peer_observer purges every entry whose conn_pid
equals the dropped connection).

macula_station_link gains:
	advertise/4 — (Pid, Realm, Procedure, Handler). Registers the
handler locally and sends an ADVERTISE frame on the wire. Queued
until HELLO completes (drained on connected alongside pending
subscribes). Handler signature mirrors hecate_handler_dispatch:
{ok, Reply} / {error, Reason} / bare value, with crash trap
mapping to BOLT#4 temporary_relay_failure (0x02).
	unadvertise/3 — (Pid, Realm, Procedure). Best-effort wire
frame, always clears the local handler.
	Inbound CALL handling: (realm, procedure) matched against the
local procedure map, dispatched, RESULT/ERROR shipped back. An
unmatched procedure produces a signed unknown_next_peer (0x01)
reply.
	Replay on reconnect: every advertised procedure re-emits ADVERTISE
on (Pid, connected, ...), mirroring drain_pending_subscribes.

Wire frame round-trip and SDK behaviour covered by 13 new tests
(7 station_link + 6 frame). All 122 frame tests + 26 station_link
tests pass; dialyzer clean.
The companion station-side routing lives in
hecate-station (renamed to macula-station 2026-04-30):
new hecate_remote_advertise_registry plus modifications to
hecate_station_peer_observer to forward CALLs across the
advertiser's connection and relay RESULT/ERROR back.

[3.12.1] - 2026-04-28
Fixed — macula_station_link:call/5 gated on completed handshake
The {call, ...} gen_server clause was gated on peer_pid, which
is set the moment macula_peering:connect/1 returns — before the
peering worker has finished the CONNECT/HELLO handshake. The
matching {publish, ...} clause is correctly gated on peer_node_id
(set by the {macula_peering, connected, ...} notification after
HELLO).
The race: a caller (e.g. a freshly-spawned daemon stub) issues
put_record/3 immediately after start_link/1. The link forwards
the call frame via macula_peering:send_frame/2 =
gen_statem:cast(PeerPid, {send_frame, Frame}) while the peering
worker is still in handshaking. The handshaking state has no
clause for cast({send_frame, _}), so the cast falls into
drop_unexpected/4 and the frame is silently dropped. The caller's
deadline timer eventually fires and surfaces {error, timeout},
even though the underlying QUIC connection is healthy and any
subsequent call (after the timer's wake-up) would have succeeded.
The fix gates {call, ...} on peer_node_id to match {publish, ...}.
Callers that issue a request before the handshake completes now get
{error, not_connected} immediately, matching the SDK's documented
contract for the disconnected case. Existing call sites (e.g.
hecate_stub_daemon) already handle {error, not_connected} with a
short backoff, so no consumer change is required.
Direct evidence of the bug from the production fleet — handshaking
peering_conn workers on relay boxes carry buffers that successfully
parse as V1 wire frames (a separate problem in hecate-daemon's
unfixed realm-join path), but the V2-protocol stub workers also
showed timeout-then-recycle cycles on every put_record.

[3.12.0] - 2026-04-28
Added — peers opt on node_record/4 for overlay topology
macula_record:node_record_opts() now accepts an optional peers
field — a list of 32-byte pubkey binaries identifying the stations
this node currently has an active overlay session with.
When non-empty (undefined or [] keep the field absent), the list
is dropped into the canonical CBOR payload at
{text, <<"peers">>} after lists:usort/1 deduplication + sort. The
deterministic ordering preserves the signature-stable property of the
existing canonical form: the same set of peers always encodes to
identical bytes regardless of insertion order.
Records that omit the field (older publishers, daemons, anyone who
doesn't supply peers) round-trip exactly as before — the new
clause in node_payload/5 is a no-op when the opt is absent.
Consumers (e.g. realm topology dashboards) join the list against
their station view to draw relay-to-relay edges without a
side-channel topology poll. hecate-station 896d6b5+ populates the
field at announce time from each per-identity hecate_station_peer_observer.

[3.11.1] - 2026-04-27
Fixed — macula_record_cbor:encode/1 accepts atoms
encode/1 previously crashed with function_clause when handed a
map containing atom keys. In production this manifested when the
station's _dht.put_record handler called macula_record:verify/1
on a wire-decoded record:
	macula_frame:from_wire_envelope/1 atomizes binary keys via
binary_to_existing_atom/1 (the safe variant — only known
atoms become atoms; unknown ones stay as {text, Bin} or
binary).
	Recognised payload keys like hostname, endpoint, kind,
node_id, city, country, lat, lng, capabilities
are all SDK-level atoms (declared in node_payload/5), so
they DID get atomized.
	verify/1 then re-encodes the envelope for signature check,
walking the payload sub-map. The encoder's function_clause
fired at the first atom key, the handler crashed, and the
daemon's announcer saw {call_error, 2, temporary_relay_failure}
on every refresh.

The fix adds a clause encode(A) when is_atom(A) -> ... that emits
the atom's UTF-8 name as a major-3 text string. By the symmetry of
atom_to_binary/1 / binary_to_existing_atom/1 the resulting wire
bytes are byte-for-byte identical to the original record's encoding,
so signature verification succeeds.
null retains its dedicated <<16#F6>> clause (major-7 simple
value); the atom clause is matched only after null.
Tests
	4 new EUnit cases in macula_record_cbor_tests:	encode_atom_emits_text_string_test
	encode_atom_in_map_keys_test
	encode_null_still_uses_simple_value_test
	verify_round_trip_with_atomized_payload_test
(full node_record build → sign → atomize-keys (mimicking
 maculaframe:from_wire_envelope) → verify returns `{ok, }`).



Consumer impact
hecate-station, hecate-daemon, and macula-realm all pin
{macula, "~> 3.11.0"}, so 3.11.1 is auto-allowed; refresh each
consumer's lock (rm rebar.lock or mix deps.update macula) and
push to trigger a rebuild.

[3.11.0] - 2026-04-27 — Phase 1 of PLAN_V2_PARITY
Added — macula_client pool (canonical V2 client handle)
src/client/macula_client.erl is the new canonical SDK client. It
holds N peering links to N stations and routes ops with replication,
subscription replay, and inbound-event dedup. Apps no longer manage
individual macula_station_link workers — they call
macula_client (or the macula facade, which re-exports the same
surface).
Public API: connect/2, close/1, child_spec/3, publish/5,
subscribe/5, unsubscribe/2. See
docs/guides/CONNECTING_GUIDE.md.
The pool uses one shared identity across all links: stations see
the pool as a single peer (one pubkey across N links). Inbound
EVENT frames are deduped by (Realm, Publisher, Seq) over a
60s-default sliding window. replication_factor (default 1) fans
each PUBLISH to N healthy links — partial success counts as
success.
Decomposed across three files:
	macula_client.erl        — gen_server + public API + bookkeeping
	macula_client_dedup.erl  — ETS dedup keyed by {realm, publisher, seq}
	macula_client_replay.erl — sub replay on link respawn

Added — macula_pubsub slice module
src/pubsub/macula_pubsub.erl is the pub/sub-specific surface:
publish/4, publish/5, subscribe/4, subscribe/5,
unsubscribe/2. Thin delegation over macula_client with
realm-per-call guards. Apps may import the slice directly or call
through the macula facade.
Changed — realm-per-call (macula_station_link)
macula_station_link now requires the 32-byte realm tag per
operation rather than as a connect-time option. Stations are
realm-agnostic infrastructure; the realm travels in every wire
frame. API:
	call/4 → call/5 (Realm between Pid and Procedure)
	subscribe/3 → subscribe/4 (Realm between Pid and Topic)
	new publish/4 (fire-and-forget, requires full handshake)
	DHT wrappers (put_record, find_record, find_records_by_type)
keep their shape; route under the all-zeros realm tag internally.

This is a breaking change for any direct consumer of
macula_station_link. Pool consumers (macula_client) absorb the
change.
Changed — macula facade V2 surface
The facade is rewired with V2 functions on the same surfaces that
were V1:
	connect/2 — now returns a V2 pool (was: V1 macula_mesh_client)
	publish/4 — now (Pool, Realm, Topic, Payload) (was: V1
(Client, Topic, Data, Opts))
	unsubscribe/2 — now routes to macula_client (V2 pool)

New on the facade:
	close/1, child_spec/3
	publish/5, subscribe/4, subscribe/5

V1 facade surfaces are otherwise untouched: subscribe/3,
publish/3, disconnect/1, call/3,4, advertise/3,4,
unadvertise/2, put_record/2, find_record/2,
find_records_by_type/2, plus all stream + directed-RPC
operations.
Renamed — close/1 → close_stream/1 for V1 streams
macula:close/1 previously closed a V1 stream pid; in 3.11.0 it
closes a V2 pool. The V1 stream-close moves to
macula:close_stream/1. macula:close_send/1 (half-close) is
unchanged. Audit every callsite of macula:close/1 before
upgrading — the arity is identical so the compiler accepts both
shapes silently. See docs/migrations/V1_TO_V2_PUBSUB.md.
Added — docs
	docs/guides/CONNECTING_GUIDE.md — pool model, seeds, identity,
replication, lifecycle, child_spec/3 integration.
	docs/guides/PUBSUB_GUIDE.md — rewritten for V2: realm-per-call
subscribe/publish, dedup, EVENT delivery, message format.
	docs/migrations/V1_TO_V2_PUBSUB.md — what broke, before/after
snippets, two migration paths (adopt V2 vs keep V1 via
macula_mesh_client direct-module calls).

Deferred to Phase 2 — macula_auth
The Phase 1 handover plan called for landing macula_auth types +
{not_implemented, phase_2} stubs. That conflicts with the SDK's
CLAUDE.md rule "NO TODO STUBS — Code Must Be Functional." Per
that rule, macula_auth is not included in 3.11.0 and is now
a hard gate item for Phase 2: full mint/delegate/verify/
prove/list_capabilities/token_id over macula_ucan_nif. See
~/.claude/plans/PLAN_V2_PARITY.md §15a for the deferral record.
Tests
	685 eunit / 0 fail (was 658 in 3.10.3).
	New: macula_client_tests (10 cases),
macula_client_dedup_tests (8 cases), macula_pubsub_tests
(4 cases), macula_facade_tests (4 cases).
	Updated: macula_station_link_tests — 19 cases (+4 new for
realm isolation + publish/4 success + publish/4 not_connected
guard).
	Removed three V1-facade test files superseded by the new V2
tests: macula_client_SUITE, macula_client_integration_SUITE,
macula_client_pubsub_tests. V1 still covered by direct-module
tests macula_mesh_client_validate_tests +
macula_multi_relay_tests.


[3.10.3] - 2026-04-27
Fixed — handshaking state now times out after 30s
macula_peering_conn added a state_timeout on the handshaking
state. If CONNECT/HELLO does not complete within 30 seconds the
worker emits a _macula.peering.handshake_timeout diagnostic and
exits cleanly.
Without this, peers speaking the wrong wire format (e.g. V1 daemon
clients dialling V2 stations) leave workers stuck in handshaking
indefinitely, accumulating bytes in the per-worker buffer that
never form a valid V2 frame. Production observed 1000+ such workers
per relay box (PLAN_FLYING_RESTART).
The diagnostic carries role, buf_size, has_stream and
timeout_ms so operators can correlate with V1/V2 protocol mismatch.
This pairs with the per-identity peering cap added on the
hecate_station_listener side (cap blocks unbounded NEW connections;
this timeout drains the EXISTING stuck pool).

[3.10.2] - 2026-04-27
Fixed — subscribe/3 now queues until peering connects
macula_station_client:subscribe/3 used to return
{error, not_connected} when called before the peering
CONNECT/HELLO completed — the typical pattern for any consumer
that subscribes immediately after start_link/1. The wire frame
never went out, the consumer's mailbox stayed silent, and the
station never saw the subscriber.
3.10.2 stores the subscription state immediately and returns
{ok, SubRef} regardless of connection state. The wire-level
SUBSCRIBE goes out either right then (already connected) or via
a drain on the connected peering event (handshake completes
later). Disconnect still drops every subscription the same way it
always did — the queue lives only across the handshake, not
across reconnects.
Tests
	1 new EUnit case covering the subscribe-before-connect path:
subscribe immediately after start_link, inject the connected
event, capture the SUBSCRIBE frame on the wire.


[3.10.1] - 2026-04-26
Added — kind field on node_record
macula_record:node_record/4 now accepts an optional kind opt,
emitted into the payload as {text, <<"kind">>} => {text, Bin}.
Stations set it to <<"station">>; daemons (Part 4 of the
DHT-first topology integration in hecate-station / hecate-daemon)
set it to <<"daemon">>. The discriminator lets subscribers route
presence facts on distinct mesh channels (_mesh.station.* vs
_mesh.daemon.*) without inferring actor type from capability
bits.
Records without kind predate the field. Consumers default the
missing field to <<"station">> since stations were the only
producers prior to 3.10.1.
Tests
	macula_record_tests now covers the kind field via two
cases — node_record_with_kind_field_test (presence) and
the existing node_record_omits_unset_optional_fields_test
(absence). 67 cases total, all pass.


[3.10.0] - 2026-04-26
Added — streaming subscribe on macula_station_client
The station-client now exposes a pubsub surface alongside the
existing request/response (call/4, put_record/2,3,
find_record/2,3, find_records_by_type/2,3):
	subscribe/3 — sends a SUBSCRIBE frame to the connected station
and registers a delivery pid. Returns {ok, SubRef}. The
subscriber receives {macula_event, SubRef, Topic, Payload, Meta}
for every matching EVENT frame the station fans out, and
a single {macula_event_gone, SubRef, Reason} when the
connection drops or the client stops.
	unsubscribe/2 — sends a best-effort UNSUBSCRIBE frame and
clears local bookkeeping. Idempotent.

The client monitors each subscriber pid; if it dies the
subscription is cleaned up and a best-effort UNSUBSCRIBE goes on
the wire. On disconnect every active subscription receives one
macula_event_gone so consumers can react without polling
is_connected/1.
This unblocks topology aggregators (e.g. macula-realm) that need to
hear about new DHT records as they land, instead of polling
find_records_by_type and only ever seeing the seed station's
local cache.
Tests
	5 new EUnit cases: subscribe_sends_frame,
event_frame_delivered_to_subscriber,
unsubscribe_sends_frame_and_clears,
subscriber_down_drops_subscription,
disconnect_notifies_subscribers.
	Total macula_station_client_tests count: 15. All pass.


[3.9.0] - 2026-04-26
Added — DHT writes via V2 station-client
Round out macula_station_client so it can drive every DHT operation
a node needs against a V2 station, not just reads:
	put_record/2,3 — wraps _dht.put_record. Returns ok on a
RESULT(ok) reply, {error, {unexpected_reply, _}} on any other
payload, {error, timeout} / {error, {disconnected, _}} per the
existing call/4 taxonomy. Stations replicate the put across the
K-nearest peers in their Kademlia routing table, so a single call
against any one connected station propagates to the rest of the DHT.
	find_record/2,3 — wraps _dht.find_record. Returns
{ok, Record} for a signed record map, {error, not_found} for
a RESULT(not_found) reply.

This closes the gap that left node daemons unable to publish
node_record / domain-fact records into V2-only stations:
macula_mesh_client (V1) speaks the V1 wire and is rejected by
hecate-station's V2 peering listener, so before this release writes
silently dropped. Consumers (hecate-daemon, future SDK clients) now
have a single read+write path through macula_station_client.
Tests
	4 new EUnit cases: put_record_ok,
put_record_unexpected_reply, find_record_ok,
find_record_not_found.
	Total macula_station_client_tests count: 10. All pass.


[3.8.0] - 2026-04-26
Added — V2 station-client (macula_station_client)
A high-level outbound RPC client for V2 stations, built on top of the
macula_peering state machine and macula_frame CALL/RESULT/ERROR
frames vendored in 3.6.0–3.7.0.
	macula_station_client:start_link/1 — spawn a gen_server that
owns one macula_peering connection to a single station endpoint
and drives the CONNECT/HELLO handshake as the client side.
	macula_station_client:call/4 — issue a CALL frame and block
until the station replies, the deadline elapses, or the connection
drops. RESULT/ERROR frames are matched against pending callers via
the 16-byte call_id.
	macula_station_client:find_records_by_type/2,3 — convenience
wrapper for the _dht.find_records_by_type procedure that any
station with the standard handler registry exposes.

This bridges a real protocol gap: V1 consumers (macula_mesh_client)
cannot drive V2 stations because V2 stations dispatch the QUIC
connection straight into macula_peering:accept/2, so V1 CONNECT
frames never reach the V2 handler registry. Until 3.8.0, an SDK user
who wanted to query a deployed station for its DHT records had to
re-implement the V2 client surface from scratch (the realm topology
subscriber in macula-realm hit exactly this).
Tests
Six new EUnit tests cover seed parsing, CALL frame construction,
RESULT/ERROR matching by call_id, deadline expiry, and connection
drop. The live QUIC handshake against a real V2 station is exercised
in hecate-station's CT suites.

[3.7.0] - 2026-04-26
Added — peering state machine + diagnostics primitives
Two more modules vendored from hecate-station as the canonical SDK
implementation, finishing the V2 fork mop-up alongside macula_frame
in 3.6.0:
	macula_peering + macula_peering_conn + macula_peering_sup +
macula_peering_conn_sup — per-peer connection state machine
(CONNECT / HELLO handshake, frame send/receive, GOODBYE drain).
One macula_peering_conn gen_statem per peer, supervised by
macula_peering_conn_sup under macula_peering_sup. The top
supervisor is started by macula_root when the SDK boots, so
application:ensure_all_started(macula) registers both
macula_peering_sup and macula_peering_conn_sup.
	macula_diagnostics — structured event emission via OTP logger	per-process counter / gauge metrics. Phase 1 implementation;
upgrades to Prometheus / OpenTelemetry exporters land in Phase 7
without changing the public surface.



Changed — peering uses macula_quic directly
The vendored peering modules call macula_quic directly (positional
args + opts list) rather than going through an option-map adapter.
Peering's caller-facing target opt is still a map
(#{host, port, alpn?, timeout_ms?}), unpacked inside
macula_peering_conn before
dispatching to macula_quic:connect/4. Result: one transport layer
in the SDK, no adapter-on-adapter.
The hecate-station-internal hecate_transport adapter survives in
hecate-station for that repo's own listener / server modules — those
keep their option-map calling style.
Fixed — EDoc cleanups in vendored modules
rebar3 ex_doc now runs clean. Affected modules vendored in 3.6.0
plus the new ones from 3.7.0:
	Markdown-style paired backticks (`text`) replaced with the
EDoc-native form (`text`) in macula_frame,
macula_source_route, macula_bolt4, macula_peering* and
macula_diagnostics. EDoc does not support markdown backticks.
	Binary syntax (<<...>>) inside <pre> blocks in
macula_frame HTML-escaped to &lt;&lt;...&gt;&gt; — the EDoc
XML parser was consuming << as the start of a tag.


[3.6.0] - 2026-04-26
Added — Macula V2 frame primitives (CBOR wire)
Three new modules vendored into the SDK as the canonical implementation
for hecate-station and any future Macula V2 service:
	macula_frame — CONNECT / HELLO / GOODBYE, SWIM
(ping / ack / suspect / confirm / update), DHT
(ping / pong / find_node / nodes / find_value / value /
store / store_ack / replicate / replicate_ack), CALL / RESULT /
ERROR (Part 6 §5), HyParView, Plumtree, PubSub, content transfer.
Length-prefixed deterministic CBOR (RFC 8949 §4.2.1) per Part 6 §3.
	macula_bolt4 — BOLT#4-style error-code taxonomy used by
macula_frame:call_error/1 and friends.
	macula_source_route — onion-style source-route header builders
plus the rotation helpers feature gates.

Atom-keyed in-process maps round-trip transparently:
	Encode walks the map, converting atoms to text strings via
atom_to_binary/2; floats stringify compactly; integers, binaries
and lists pass through unchanged.
	Decode walks the decoded CBOR term and restores atoms via
binary_to_existing_atom/2 (safe — never grows the atom table from
untrusted input).
	Records (record, records fields) delegate to
macula_record:encode/1 so the SDK's canonical CBOR shape is
preserved verbatim across the wire.

This unifies the two parallel implementations that had diverged into
the deferred macula-v2 umbrella branch (apps/macula_frame/) and into
hecate-station (apps/hecate_frame/). Both implementations were
byte-identical BERT before this commit; both consumers now depend on
the SDK module instead.
PLAN_WIRE_CBOR.md (hecate-station) drove this — the macula 3.x mesh
client speaks CBOR per Part 6 §3 but hecate-station was on BERT, and
the wire incompatibility silently dropped every cross-codec frame.
With both sides on this macula_frame, station<->station and
station<->macula-client traffic share a single canonical wire codec.
Tests — 116 macula_frame tests pass
Round-trip coverage for every frame family (handshake, SWIM, DHT,
CALL/RESULT/ERROR, HyParView, Plumtree, PubSub, content). 654 SDK
eunit tests pass overall.

[3.5.0] - 2026-04-25
Added — domain-defined record types via macula_record:envelope/4
The SDK now exposes its generic record builder as a public function so
domain code (realm-fact emitters, license registries, application-level
DHT-stored facts) can mint signed records without needing a per-type
constructor in the SDK.
	envelope(Type, SignerPubkey, Payload, Opts) — returns an unsigned
record map for any tag in 0x20-0xFF. The reserved range
0x01-0x1F stays owned by the SDK's typed constructors.
	Optional subject_id opt → 32-byte arbitrary binary. Used by
storage_key/1 to derive a per-subject DHT slot
(BLAKE3-substituted SHA-256 of <<type, signer_key, subject_id>>)
so a single signer can publish many records under distinct slots
(e.g., a realm admin signing one record per license).
	Wire format adds an optional u (subject_id) CBOR field
alongside the existing t/k/v/c/x/p/s envelope. Records produced
under 3.4.0 still verify and decode unchanged; 3.5.0 records
without subject_id are wire-identical to 3.4.0.

Drives PLAN_DHT_FIRST.md (macula-realm) — every realm fact becomes a
signed DHT record so stations stay realm-agnostic.

[3.4.0] - 2026-04-25
Added — node_record carries optional geo + reach metadata
Six new optional fields on node_record, settable via the
macula_record:node_record/4 opts map:
	hostname — human-readable DNS name (e.g. <<"relay-be-leuven.macula.io">>)
	endpoint — full reach URL (e.g. <<"quic://relay-be-leuven.macula.io:4433">>)
	city, country — display location
	lat, lng — float or integer coordinates; encoded as CBOR text
strings via float_to_binary/2 (compact, 6 decimals) for
cross-implementation determinism

Subscribers — particularly macula-realm's topology dashboard —
read these straight from the record payload via payload/1 +
maps:get({text, <<"lat">>}, ...), eliminating the V1
/topology HTTP polling sidetrack.
The fields are additive: records produced with the 3.3.0 API
still verify and decode under 3.4.0 unchanged. Old subscribers
that aren't aware of the new fields ignore them harmlessly.
CBOR map keys are single-letter only on the wire spec sections that
explicitly demand it; the node_record envelope already uses
descriptive keys (node_id, station_id, realms, capabilities,
caps_hint, display_name), so the new fields use the same
descriptive style.

[3.3.0] - 2026-04-25
Changed (BREAKING) — record API now spec-compliant
3.2.0 shipped a macula_record module with an ad-hoc record format
(BLAKE3-of-content key, custom signing domain, opaque payload). It
was incompatible with the existing Macula V2 record spec
(hecate_record in hecate-station): different signing domain,
different key derivation, no per-type domain separation.
3.3.0 deletes that 3.2.0 module and replaces it with the
spec-compliant record implementation, vendored from
hecate-station. The SDK is now the canonical home for the record
API; downstream consumers (hecate-station, macula-realm) drop their
copies and depend on macula instead.
3.2.0 should not be used. Anyone who pulled it for the
put_record/find_record API: please skip directly to 3.3.0.
macula_record — Macula V2 records (Part 6 §9)
PKARR-compatible CBOR records with single-letter keys (t, k,
v, c, x, p, s), signed with the domain-separated scheme
"macula-v2-record\0" || canonical_cbor(unsigned) (Part 6 §10.2),
addressed by domain-separated storage keys (Part 3 §3.3).
Typed constructors for all 11 spec record types: node_record/3,4
(type=0x01), realm_directory/3,4 (type=0x03),
realm_stations/2,3 (type=0x04), realm_member_endorsement/2,3
(type=0x05), procedure_advertisement/3,4 (type=0x06),
tombstone/3,4 (type=0x0C), foundation_seed_list/2,3
(type=0x0D), foundation_parameter/3,4 (type=0x0E),
foundation_realm_trust_list/2,3 (type=0x0F),
foundation_t3_attestation/3,4 (type=0x10),
content_announcement/3,4 (type=0x11).
Plus the spec accessors: sign/2, verify/1, refresh/2,
encode/1, decode/1, type/1, key/1, version/1,
created_at/1, expires_at/1, payload/1, signature/1,
storage_key/1.
macula_record_uuid — UUIDv7
Helper for record version fields. Time-ordered 128-bit identifiers,
unique within an Ed25519 signing key's record namespace.
macula_foundation — foundation record helpers
Builders for the four foundation record types (foundation_seed_list,
foundation_parameter, foundation_realm_trust_list,
foundation_t3_attestation) plus verification. Used by the bootstrap
cascade's foundation tier.
macula SDK surface — record RPC API (unchanged shape)
Same procedure namespace + topic shape as 3.2.0, with the
spec-compliant record payload:
	macula:put_record/2 (_dht.put_record)
	macula:find_record/2 (_dht.find_record) — key is
macula_record:storage_key/1 output
	macula:find_records_by_type/2 (_dht.find_records_by_type)
	macula:subscribe_records/3 / unsubscribe_records/2
(_dht.records.<type>.stored)

Backend requirements
The record API depends on the relay backend advertising the
_dht.* procedures and publishing on _dht.records.<type>.stored.
V1 macula-relay does not implement these — they are
hecate-station territory.

[3.2.0] - 2026-04-25 — DO NOT USE
Shipped with a non-spec-compliant macula_record. Replaced by 3.3.0.
Original (now-deleted) entry — for reference
Originally added a record API with BLAKE3-of-content keys and a
custom signing domain. The shape conflicted with the existing
hecate-station Macula V2 record spec implementation. Replaced
wholesale by 3.3.0; see that entry for the canonical API.

[3.1.0] - 2026-04-25
Added — crypto primitives consolidated into the SDK
Two crypto-adjacent modules previously vendored in hecate-station are
now part of the SDK proper. The architectural rule going forward is
crypto primitives belong in the SDK, not in consumers.
	macula_identity — Ed25519 keypair generation, sign/verify, public-key
extraction, S/Kademlia crypto puzzle. Used by anything that signs
records, frames, or session handshakes.
	macula_record_cbor — Pure-Erlang deterministic CBOR encoder/decoder
(RFC 8949 §4.2.1). Distinct from macula_cbor_nif: this module is the
deterministic canonicalization layer used for record signing where
byte-for-byte stability is required across implementations. The NIF
is for general/perf encoding; this module is for verifiable signing.

Why
hecate-station was the only consumer that needed Ed25519 + record
canonicalization, but the underlying primitives are not station-specific
and would have to be re-implemented for any other consumer (clients
producing signed records, e.g. UCAN-style flows). Centralizing in the
SDK avoids fragmentation.
No breaking change — macula 3.0.x callers see new modules but no
existing API surface moves.

[3.0.0] - 2026-04-23
BREAKING — wire format switched from MessagePack to CBOR (RFC 8949)
The mesh wire protocol now uses CBOR for every frame's payload instead
of MessagePack. This is a hard wire-format break: every relay and every
SDK consumer must roll forward together. Greenfield migration — no
deprecation window.
Why
CBOR was chosen because it composes natively with the rest of the
Macula identity + auth stack:
	UCAN tokens — already CBOR-serialized (DAG-CBOR via IPLD)
	DIDs — CBOR-serialized when signed
	Ed25519/X25519 signatures — COSE-CBOR is the canonical wrapper
	Future WebAuthn integration — CBOR-native

With CBOR as the wire format, signature payloads can be canonical-CBOR
encoded once and signed directly, removing the msgpack-vs-CBOR
double-encoding that previously sat between the protocol and auth
layers.
CBOR also brings:
	IETF standardization (RFC 8949) vs msgpack's GitHub-governed spec
	Deterministic encoding rules (RFC 8949 §4.2.1) — required for signed
payloads
	IANA-registered tag types for typed data (UUID, datetime, big int)
	Indefinite-length items (streaming-friendly)

Added
	macula_cbor_nif — new Erlang module + Rust NIF that pack/unpack
Erlang terms to/from CBOR via the ciborium crate. Loaded
automatically; no Erlang fallback (see "No fallback" below).
	native/macula_cbor_nif/ — new Rust crate, ~150 lines, depends on
ciborium 0.2. Built by priv/build-nifs.sh alongside the existing
five NIFs.
	test/macula_cbor_nif_tests.erl — 20 tests covering primitive
roundtrips (int/float/bin/bool/null/list/nested), map roundtrips
(including the protocol payload shape), documented lossiness
(atoms→binary, tuples→list), error paths (garbage/truncated/empty
inputs), and RFC 8949 fixed-prefix self-checks (zero, empty array,
empty map, true, false, null).

Removed
	msgpack hex package dependency — removed from rebar.config and
from the applications list in macula.app.src. The pure-Erlang
msgpack implementation was the dominant cost in the per-frame
serialization path; CBOR via Rust NIF replaces it with byte-identical
semantics on the type shapes Macula actually uses.

Migrated call sites (5)
	File	Change
	src/macula_protocol_encoder.erl:43	msgpack:pack/2 → macula_cbor_nif:pack/1
	src/macula_protocol_decoder.erl:61	msgpack:unpack/2 → macula_cbor_nif:unpack/1; error tuple is now {cbor_decode_error, Reason}
	src/macula_mesh_client.erl:777	args_payload/1 arbitrary-term branch uses macula_cbor_nif:pack/1
	src/macula_dist_system/macula_dist_relay_protocol.erl:50	encode uses macula_cbor_nif:pack/1
	src/macula_dist_system/macula_dist_relay_protocol.erl:57	decode uses macula_cbor_nif:unpack/1; error tuple is {cbor_decode, Reason}

Type mapping (Erlang ↔ CBOR)
Atom (true / false)    ↔ Bool
Atom (nil / undefined) ↔ Null  (decode always returns `nil`)
Atom (other)            → Text string  (LOSSY — decoder returns binary)
Binary                 ↔ Byte string
Integer                ↔ Integer  (uint or negative-int as appropriate)
Float                  ↔ Float
List                   ↔ Array
Tuple                   → Array  (LOSSY — decoder returns list)
Map                    ↔ Map
Atoms and tuples lose their type information across the wire — same
constraint as the previous msgpack-era protocol. Callers using maps
of binary keys (the protocol convention) are unaffected.
No fallback
Unlike the crypto/DID/UCAN/MRI NIFs, macula_cbor_nif has no pure-Erlang
fallback. The protocol layer is in the same critical path as
macula_quic (which also has no Erlang fallback). Failing fast at
NIF-load time is the right behavior; a slow Erlang fallback would
silently halve throughput. If the NIF fails to load, every
pack/unpack call raises {nif_error, nif_not_loaded} — loud,
attributable, recoverable by fixing the build environment.
Migration
For SDK consumers: this is wire-incompatible with v2.x. Daemons and
relays running v2.x cannot communicate with v3.x. Roll forward in
lockstep.
For any external code that called macula: API with binary args, no
change is needed — the SDK API surface is unchanged. Only the wire
encoding inside the SDK changed.
If you were using msgpack from your own application code that also
imported macula, you will need to add msgpack as your own direct
dependency (it is no longer transitively pulled in by macula).

Pre-3.0 history
Releases prior to 3.0.0 are wire-incompatible (MessagePack era) and have been archived to CHANGELOG_LEGACY.md in the repository. They do not apply to current 3.x consumers.
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                                 Apache License
                           Version 2.0, January 2004
                        http://www.apache.org/licenses/

   TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

   1. Definitions.

      "License" shall mean the terms and conditions for use, reproduction,
      and distribution as defined by Sections 1 through 9 of this document.

      "Licensor" shall mean the copyright owner or entity authorized by
      the copyright owner that is granting the License.

      "Legal Entity" shall mean the union of the acting entity and all
      other entities that control, are controlled by, or are under common
      control with that entity. For the purposes of this definition,
      "control" means (i) the power, direct or indirect, to cause the
      direction or management of such entity, whether by contract or
      otherwise, or (ii) ownership of fifty percent (50%) or more of the
      outstanding shares, or (iii) beneficial ownership of such entity.

      "You" (or "Your") shall mean an individual or Legal Entity
      exercising permissions granted by this License.

      "Source" form shall mean the preferred form for making modifications,
      including but not limited to software source code, documentation
      source, and configuration files.

      "Object" form shall mean any form resulting from mechanical
      transformation or translation of a Source form, including but
      not limited to compiled object code, generated documentation,
      and conversions to other media types.

      "Work" shall mean the work of authorship, whether in Source or
      Object form, made available under the License, as indicated by a
      copyright notice that is included in or attached to the work
      (an example is provided in the Appendix below).

      "Derivative Works" shall mean any work, whether in Source or Object
      form, that is based on (or derived from) the Work and for which the
      editorial revisions, annotations, elaborations, or other modifications
      represent, as a whole, an original work of authorship. For the purposes
      of this License, Derivative Works shall not include works that remain
      separable from, or merely link (or bind by name) to the interfaces of,
      the Work and Derivative Works thereof.

      "Contribution" shall mean any work of authorship, including
      the original version of the Work and any modifications or additions
      to that Work or Derivative Works thereof, that is intentionally
      submitted to the Licensor for inclusion in the Work by the copyright owner
      or by an individual or Legal Entity authorized to submit on behalf of
      the copyright owner. For the purposes of this definition, "submitted"
      means any form of electronic, verbal, or written communication sent
      to the Licensor or its representatives, including but not limited to
      communication on electronic mailing lists, source code control systems,
      and issue tracking systems that are managed by, or on behalf of, the
      Licensor for the purpose of discussing and improving the Work, but
      excluding communication that is conspicuously marked or otherwise
      designated in writing by the copyright owner as "Not a Contribution."

      "Contributor" shall mean Licensor and any individual or Legal Entity
      on behalf of whom a Contribution has been received by the Licensor and
      subsequently incorporated within the Work.

   2. Grant of Copyright License. Subject to the terms and conditions of
      this License, each Contributor hereby grants to You a perpetual,
      worldwide, non-exclusive, no-charge, royalty-free, irrevocable
      copyright license to reproduce, prepare Derivative Works of,
      publicly display, publicly perform, sublicense, and distribute the
      Work and such Derivative Works in Source or Object form.

   3. Grant of Patent License. Subject to the terms and conditions of
      this License, each Contributor hereby grants to You a perpetual,
      worldwide, non-exclusive, no-charge, royalty-free, irrevocable
      (except as stated in this section) patent license to make, have made,
      use, offer to sell, sell, import, and otherwise transfer the Work,
      where such license applies only to those patent claims licensable
      by such Contributor that are necessarily infringed by their
      Contribution(s) alone or by combination of their Contribution(s)
      with the Work to which such Contribution(s) was submitted. If You
      institute patent litigation against any entity (including a
      cross-claim or counterclaim in a lawsuit) alleging that the Work
      or a Contribution incorporated within the Work constitutes direct
      or contributory patent infringement, then any patent licenses
      granted to You under this License for that Work shall terminate
      as of the date such litigation is filed.

   4. Redistribution. You may reproduce and distribute copies of the
      Work or Derivative Works thereof in any medium, with or without
      modifications, and in Source or Object form, provided that You
      meet the following conditions:

      (a) You must give any other recipients of the Work or
          Derivative Works a copy of this License; and

      (b) You must cause any modified files to carry prominent notices
          stating that You changed the files; and

      (c) You must retain, in the Source form of any Derivative Works
          that You distribute, all copyright, patent, trademark, and
          attribution notices from the Source form of the Work,
          excluding those notices that do not pertain to any part of
          the Derivative Works; and

      (d) If the Work includes a "NOTICE" text file as part of its
          distribution, then any Derivative Works that You distribute must
          include a readable copy of the attribution notices contained
          within such NOTICE file, excluding any notices that do not
          pertain to any part of the Derivative Works, in at least one
          of the following places: within a NOTICE text file distributed
          as part of the Derivative Works; within the Source form or
          documentation, if provided along with the Derivative Works; or,
          within a display generated by the Derivative Works, if and
          wherever such third-party notices normally appear. The contents
          of the NOTICE file are for informational purposes only and
          do not modify the License. You may add Your own attribution
          notices within Derivative Works that You distribute, alongside
          or as an addendum to the NOTICE text from the Work, provided
          that such additional attribution notices cannot be construed
          as modifying the License.

      You may add Your own copyright statement to Your modifications and
      may provide additional or different license terms and conditions
      for use, reproduction, or distribution of Your modifications, or
      for any such Derivative Works as a whole, provided Your use,
      reproduction, and distribution of the Work otherwise complies with
      the conditions stated in this License.

   5. Submission of Contributions. Unless You explicitly state otherwise,
      any Contribution intentionally submitted for inclusion in the Work
      by You to the Licensor shall be under the terms and conditions of
      this License, without any additional terms or conditions.
      Notwithstanding the above, nothing herein shall supersede or modify
      the terms of any separate license agreement you may have executed
      with Licensor regarding such Contributions.

   6. Trademarks. This License does not grant permission to use the trade
      names, trademarks, service marks, or product names of the Licensor,
      except as required for reasonable and customary use in describing the
      origin of the Work and reproducing the content of the NOTICE file.

   7. Disclaimer of Warranty. Unless required by applicable law or
      agreed to in writing, Licensor provides the Work (and each
      Contributor provides its Contributions) on an "AS IS" BASIS,
      WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
      implied, including, without limitation, any warranties or conditions
      of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
      PARTICULAR PURPOSE. You are solely responsible for determining the
      appropriateness of using or redistributing the Work and assume any
      risks associated with Your exercise of permissions under this License.

   8. Limitation of Liability. In no event and under no legal theory,
      whether in tort (including negligence), contract, or otherwise,
      unless required by applicable law (such as deliberate and grossly
      negligent acts) or agreed to in writing, shall any Contributor be
      liable to You for damages, including any direct, indirect, special,
      incidental, or consequential damages of any character arising as a
      result of this License or out of the use or inability to use the
      Work (including but not limited to damages for loss of goodwill,
      work stoppage, computer failure or malfunction, or any and all
      other commercial damages or losses), even if such Contributor
      has been advised of the possibility of such damages.

   9. Accepting Warranty or Additional Liability. While redistributing
      the Work or Derivative Works thereof, You may choose to offer,
      and charge a fee for, acceptance of support, warranty, indemnity,
      or other liability obligations and/or rights consistent with this
      License. However, in accepting such obligations, You may act only
      on Your own behalf and on Your sole responsibility, not on behalf
      of any other Contributor, and only if You agree to indemnify,
      defend, and hold each Contributor harmless for any liability
      incurred by, or claims asserted against, such Contributor by reason
      of your accepting any such warranty or additional liability.

   END OF TERMS AND CONDITIONS

   Copyright 2025 macula.io

   Licensed under the Apache License, Version 2.0 (the "License");
   you may not use this file except in compliance with the License.
   You may obtain a copy of the License at

       http://www.apache.org/licenses/LICENSE-2.0

   Unless required by applicable law or agreed to in writing, software
   distributed under the License is distributed on an "AS IS" BASIS,
   WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
   See the License for the specific language governing permissions and
   limitations under the License.
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    Macula SDK Glossary

Terminology reference for the Macula SDK
Last Updated: 2026-04-09
Applies to: Macula SDK v1.0.0+

Architecture
Relay
A stateless message router. Nodes connect outbound via QUIC. Relays route pub/sub events, RPC calls, and Erlang distribution traffic between nodes. Relays are run by macula-station.
Relay Mesh
The federated network of relays that route messages between nodes. Relays peer with each other via Kademlia DHT for cross-relay discovery.
Node
Any BEAM application using the Macula SDK. Connects outbound to a relay over QUIC. A node can subscribe to topics, publish events, advertise RPC procedures, and call remote procedures.
Realm
An isolated namespace for multi-tenant applications. Format: reverse domain notation (e.g., io.macula, io.example.myapp). All communication is scoped to a realm.
Cluster
A logical group of nodes that form an Erlang cluster. Can be formed via gossip (UDP multicast), static configuration, or mDNS. LAN clustering works independently of relay connections.

Communication
Pub/Sub
Topic-based event distribution. Publishers send events to topics; all subscribers on the mesh receive them. Topics are dot-separated strings (e.g., sensors.temperature). Entity IDs go in payloads, not topic names.
RPC (Remote Procedure Call)
Request/response pattern. Providers advertise procedures; consumers call them. The relay mesh handles discovery via Kademlia DHT. Calls return {ok, Result} or {error, Reason}.
Procedure
A named RPC endpoint (e.g., math.add, weather.get_current). Registered via macula:advertise/5, invoked via macula:call/5.
Topic
A named pub/sub channel (e.g., orders.placed). Subscribed via macula:subscribe/5, published via macula:publish/5.

Identity
DID (Decentralized Identifier)
W3C-standard identifier for entities. Macula uses did:macula: method with hierarchical names (e.g., did:macula:io.macula.acme). Each level is controlled by its parent.
UCAN (User Controlled Authorization Network)
Capability token based on JWT. Contains issuer, audience, capabilities, and optional proof chain. Used for delegated authorization without a central authority.
Ed25519
Elliptic curve signature scheme used for all Macula cryptographic operations: node identity, UCAN signing, DID verification.
BLAKE3
Fast cryptographic hash function used for content addressing (MCID). 32-byte output, ~20x faster than SHA-256 via Rust NIF.

Resource Identification
MRI (Macula Resource Identifier)
Typed, hierarchical resource identifier. Format: mri:{type}:{realm}/{path}.
Examples:
	mri:realm:io.macula -- a realm
	mri:app:io.macula/acme/counter -- an application
	mri:device:io.macula/acme/sensor-1 -- a device

23 built-in types: realm, org, user, app, service, artifact, instance, license, cert, key, topic, proc, content, device, cluster, location, zone, network, model, dataset, config, class, taxonomy.
MRI Type Registry
Runtime registry for MRI types. Built-in types are always valid. Custom types can be registered per-realm via macula_mri_registry.

Transport
QUIC
UDP-based transport protocol (RFC 9000) with built-in TLS 1.3. NAT-friendly (single UDP port), firewall-friendly (outbound only). Macula uses Quinn (Rust NIF) for QUIC transport.
Wire Protocol
Binary message format using MessagePack encoding. Message types: CONNECT, SUBSCRIBE, PUBLISH, CALL, REPLY, REGISTER_PROCEDURE, PING/PONG.
Tunnel
An encrypted Erlang distribution channel between two nodes routed through the relay mesh. Uses AES-256-GCM encryption (key derived from distribution cookie). The relay cannot read ETF content.

Clustering
Gossip Strategy
UDP multicast-based node discovery on 230.1.1.251:45892. Nodes periodically announce themselves; peers join the cluster automatically. Optional HMAC authentication via shared secret.
Cookie
Erlang distribution cookie. In Macula, also used as the AES-256-GCM key for tunnel encryption. Managed via macula:get_cookie/0 and macula:set_cookie/1.

System Topics
	Topic	Description
	_mesh.node.up	Node connected to relay
	_mesh.node.down	Node disconnected
	_mesh.node.reroute	Node switched relay (failover)
	_mesh.site.up	First node of a site connected
	_mesh.site.down	Last node of a site disconnected
	_mesh.relay.up	Relay identity enabled
	_mesh.relay.down	Relay identity disabled
	_mesh.relay.ping	RTT measurement between relay and node


For relay-specific terminology (DHT internals, peering, SWIM, bloom filters, relay boxes, virtual identities), see macula-station documentation.
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    Macula SDK — Connecting Guide

How an application connects to the Macula relay mesh.
Audience: Erlang/OTP applications using the SDK to publish, subscribe,
or call procedures across a Macula relay mesh. Since v3.11.0.


TL;DR
%% 1. Pick relay seeds.
Seeds = [<<"https://relay-1.example.com:4433">>,
         <<"https://relay-2.example.com:4433">>].

%% 2. Connect — returns a *pool*.
{ok, Pool} = macula:connect(Seeds, #{}).

%% 3. Use the pool.
ok          = macula:publish(Pool, Realm, Topic, Payload).
{ok, _Sub}  = macula:subscribe(Pool, Realm, Topic, self()).

%% 4. Stop when done.
ok = macula:close(Pool).
Pool is a process identifier — pass it to every subsequent SDK call.

The pool model
macula:connect/2 returns a macula_client pool, not a single
connection. The pool owns:
	Concern	What the pool does
	Links	One macula_station_link worker per seed, all sharing one identity
	Replication	publish/5 fans the frame to N healthy links
	Replay	When a link dies, the pool respawns it and replays subscriptions
	Dedup	Inbound EVENT frames are deduped by (Realm, Publisher, Seq) before fan-out
	Failover	Subscribe/publish operations only count healthy links — a dead link is excluded

From the application's point of view there is one handle (Pool) and
one subscriber message format ({macula_event, SubRef, Topic, Payload, Meta}) — regardless of which underlying link delivered any given event.

Seeds
A seed is a relay endpoint. Three accepted shapes:
%% URL binary (preferred)
<<"https://relay-1.example.com:4433">>

%% URL string
"https://relay-1.example.com:4433"

%% Map form (when you already have host + port)
#{host => <<"relay-1.example.com">>, port => 4433}
Pass a list. Order is not significant — every seed gets a link.
Seeds = [<<"https://relay-eu.example.com:4433">>,
         <<"https://relay-us.example.com:4433">>,
         <<"https://relay-asia.example.com:4433">>].
{ok, Pool} = macula:connect(Seeds, #{}).
A pool with three seeds spawns three links. Each link runs an
independent CONNECT/HELLO handshake against its assigned station.

The Opts map
Every option has a default. Most apps pass #{}.
	Option	Type	Default	What it does
	identity	macula_identity:key_pair()	auto-generated	Ed25519 keypair shared by every link
	replication_factor	pos_integer()	1	How many links accept each PUBLISH
	capabilities	non_neg_integer()	0	Capability bitmap forwarded in CONNECT
	alpn	[binary()]	[<<"macula">>]	QUIC ALPN list
	connect_timeout_ms	pos_integer()	30_000	Per-link CONNECT timeout
	dedup_window_ms	non_neg_integer()	60_000	Inbound-EVENT dedup window
	dedup_sweep_ms	pos_integer()	30_000	Dedup-table sweep interval

Identity
If you don't pass identity, the pool generates a fresh keypair on
boot. That is fine for ephemeral clients but means every restart looks
like a brand-new node to the mesh.
For long-lived processes, persist a keypair and pass it explicitly:
Identity = my_app_keystore:load_or_create_identity(),
{ok, Pool} = macula:connect(Seeds, #{identity => Identity}).
The pool uses one shared identity for every link. Stations see the
pool as a single peer (one pubkey, even though it is reachable at N
relay endpoints). This matters for:
	Subscription delivery. Stations relay each EVENT to a single
subscriber pubkey, not per-link. The pool dedupes the resulting
multi-relay copies before fan-out.
	DHT presence. The pool's pubkey appears once in the DHT.
	Authorization. UCAN delegations target one pubkey, not N.

Replication factor
{ok, Pool} = macula:connect(Seeds, #{replication_factor => 2}).

%% This PUBLISH goes to TWO healthy links (if available).
ok = macula:publish(Pool, Realm, Topic, Payload).
publish/4,5 returns ok as soon as at least one of the selected
links accepts the frame. Partial success counts as success — the
remaining links are best-effort. If the pool has zero spawned links
the call returns {error, {transient, no_healthy_station}}; the
caller may retry.
When replication_factor exceeds the number of healthy links the
pool publishes to whatever it has.

Lifecycle
                   start_link_for_seed
       ┌──────────┐    every seed          ┌─────────────────┐
       │  Pool    │ ────────────────────▶  │ macula_station_ │
       │ (gen_    │                        │ link (worker)   │
       │  server) │ ◀───────────────────── └─────────────────┘
       └──────────┘   monitor + EVENT/       (one per seed)
            ▲          GONE messages
            │
            │ subscribe / publish / close
            ▼
       Application
Boot. connect/2 returns immediately. Each link's CONNECT/HELLO
handshake completes asynchronously. publish/4 and subscribe/4 issued
before any link finishes handshake will succeed (subscribe is queued)
or fail with {error, {transient, no_healthy_station}} (publish, if
literally zero links are usable). Apps that need to await readiness
should poll macula_mesh_client:is_connected/1 on a representative
link or pause briefly between connect and first publish.
Link death. When a link's worker process dies, the pool monitor
fires. The pool:
	Logs _macula.client.link_down.
	Schedules a respawn after 1s.
	On respawn, re-issues every currently-tracked (Realm, Topic)
subscription against the new link. Local subscribers see no gap in the message stream
(they hold a pool-owned SubRef whose lifetime is the pool's,
not any individual link's).

Subscriber death. When a subscriber pid dies, the pool drops its
sub spec from state. The wire-level subscription against the link
persists for the pool's lifetime — one wire sub per (Realm, Topic)
multiplexed across local consumers (Phase 4 will tighten this).
Pool close. macula:close(Pool) stops every link and emits
{macula_event_gone, SubRef, pool_closed} to every subscriber once.

Embedding in a supervision tree
Use child_spec/3 to drop the pool under your application's supervisor:
-module(my_app_sup).
-behaviour(supervisor).
-export([start_link/0, init/1]).

start_link() -> supervisor:start_link({local, ?MODULE}, ?MODULE, []).

init([]) ->
    Seeds = my_config:relay_seeds(),
    Identity = my_keystore:load_identity(),

    Pool = macula:child_spec(
             mesh_pool,
             Seeds,
             #{identity => Identity, replication_factor => 2}),

    {ok, {#{strategy => one_for_one,
            intensity => 5,
            period => 60},
          [Pool]}}.
The pool is a permanent worker. If it crashes, your supervisor
restarts it with the same seeds and opts. Subscribers must
re-subscribe on restart.
To look up the pool from elsewhere in your app, register it. The
simplest pattern is a wrapping function:
-module(my_app_mesh).
-export([pool/0, publish/2]).

pool() ->
    [{_, Pool, _, _}] = supervisor:which_children(my_app_sup),
    Pool.

publish(Topic, Payload) ->
    macula:publish(pool(), my_app_realm(), Topic, Payload).
For higher-volume code paths, use gproc or register the pool by name.

Multiple realms on one pool
The pool is realm-agnostic. A single pool multiplexes any number of
realms; the realm is passed per call:
{ok, Pool} = macula:connect(Seeds, #{}).

ok = macula:publish(Pool, RealmA, TopicA, PayloadA),
ok = macula:publish(Pool, RealmB, TopicB, PayloadB).

{ok, SubA} = macula:subscribe(Pool, RealmA, TopicA, self()),
{ok, SubB} = macula:subscribe(Pool, RealmB, TopicA, self()).
%% ↑ same topic, different realms — two distinct subscriptions
There is no cost to mixing realms on one pool versus running one pool
per realm. The pool's topic index is keyed by {Realm, Topic} end to
end.
See PUBSUB_GUIDE.md for the realm format and how
realms are derived.

Diagnostics
The pool emits a small set of structured diagnostic events via
macula_diagnostics:event/2. Subscribe to them in your observability
layer:
	Event topic	When	Meta
	_macula.client.link_start_failed	A start_link/1 against a seed returned {error, _}	seed, reason
	_macula.client.link_down	A live link's worker process died	seed, pid, reason

Subscriber-pid deaths and pool close are not logged by the pool —
they are normal lifecycle events.

Connection model summary
One pool. N seeds. One identity. Realm-per-call.
Subscribe and you receive {macula_event, SubRef, Topic, Payload, Meta}.
Close and every subscriber gets one {macula_event_gone, SubRef, pool_closed}.

For the publish/subscribe surface in detail, read
PUBSUB_GUIDE.md. For the breaking changes between
the pre-3.11.0 single-connection client and the 3.11.0 pool, read
../migrations/V1_TO_V2_PUBSUB.md.

See also
	macula:connect/2 — facade
	macula_client — pool implementation
	PubSub Guide — publish/subscribe semantics
	Authorization Guide — UCAN/DID identity
	Topic Naming Guide — realm/org/app/domain/name_v{N} shape
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    Macula SDK — Pub/Sub Guide

Topic-based messaging over the relay mesh.
Audience: Erlang/OTP applications publishing or subscribing to
events. Since v3.11.0 (V2 surface). For the V1 (pre-3.11.0)
single-connection surface, see
../migrations/V1_TO_V2_PUBSUB.md.


TL;DR
%% 1. Connect to the mesh — see CONNECTING_GUIDE.md.
{ok, Pool} = macula:connect(Seeds, #{}).

%% 2. Subscribe.
Topic = macula_topic:app_fact(Realm, Org, App,
                              <<"orders">>, <<"placed">>, 1),
{ok, Sub} = macula:subscribe(Pool, Realm, Topic, self()).

%% 3. Receive events.
receive
    {macula_event, Sub, Topic, Payload, Meta} ->
        handle(Topic, Payload, Meta)
end.

%% 4. Publish.
ok = macula:publish(Pool, Realm, Topic,
                    #{order_id => <<"ord-123">>, total => 4999}).

%% 5. Drop the sub.
ok = macula:unsubscribe(Pool, Sub).

Three core ideas
1. Realm-per-call
Every publish and every subscribe carries an explicit 32-byte
realm tag. There is no connect-time default realm. Realms are
how the mesh isolates traffic — a subscriber on Realm A never
receives an event published to Realm B, even if the topic strings
match exactly.
%% Same topic, different realms — totally separate streams.
ok = macula:publish(Pool, RealmA, Topic, PayloadA),
ok = macula:publish(Pool, RealmB, Topic, PayloadB).
Realms are 32-byte binaries. Use macula_realm:id/1 (SHA-256 of the
human-readable realm name) or your own realm registry to derive them.
2. Topics describe event types, not entities
Non-negotiable for scalable pub/sub.

Topic   = WHAT happened (event type, immutable)
Payload = WHO/WHERE/WHEN it happened (entity details)
	Approach	1M sensors	Topics	Result
	ID in topic	1M sensors	1M topics	DHT explosion, memory exhaustion
	ID in payload	1M sensors	1 topic	Scalable, efficient routing

Wrong (topic explosion):
%% DO NOT DO THIS — entity ID baked into topic
Topic = macula_topic:app_fact(Realm, Org, App,
                              <<"weather">>,
                              <<"manchester_main_street_wind_measured">>, 1),
macula:publish(Pool, Realm, Topic, #{speed => 42.5}).
Right (IDs in payload):
Topic = macula_topic:app_fact(Realm, Org, App,
                              <<"weather">>, <<"wind_measured">>, 1),
macula:publish(Pool, Realm, Topic, #{
    station_id => <<"manchester-main-street">>,
    speed => 42.5,
    unit => <<"km/h">>,
    timestamp => erlang:system_time(millisecond)
}).
3. Topics are built — never hand-typed
%% Always
Topic = macula_topic:app_fact(Realm, Org, App, Domain, Name, Version),

%% Never
Topic = <<"my.realm/my.org/my.app/orders/placed_v1">>.
macula_topic returns a canonical binary that the SDK and stations
agree on. Hand-rolled strings are rejected.
See TOPIC_NAMING_GUIDE.md for the canonical
specification of the five-segment shape and the realm_fact / org_fact / app_fact tier choice.

Subscribing
{ok, SubRef} = macula:subscribe(Pool, Realm, Topic, Subscriber).
	Argument	Type	Notes
	Pool	pid()	Returned by macula:connect/2
	Realm	<<_:256>>	32-byte realm tag
	Topic	binary()	Built via macula_topic
	Subscriber	pid()	Process that will receive events

The subscriber receives:
{macula_event, SubRef, Topic, Payload, Meta}
Meta is a map carrying delivery context:
	Key	Type	Meaning
	realm	<<_:256>>	Realm tag (matches the subscribe call)
	publisher	binary()	Publisher pubkey (the original publisher, not the relay)
	seq	non_neg_integer()	Per-publisher monotonic sequence
	delivered_via	binary()	Pubkey of the link/station that delivered this copy

{publisher, seq} is the dedup key. The pool guarantees you see
each (Realm, Publisher, Seq) tuple at most once, even when the
same EVENT arrives via multiple links (e.g. with
replication_factor > 1).
When the subscription ends
The subscriber receives exactly one terminal message:
{macula_event_gone, SubRef, Reason}
Reason is one of:
	Reason	Cause
	pool_closed	macula:close(Pool) was called
	{disconnected, _}	The link supplying this sub was torn down (Phase 4 may quiet this when replay is in-flight)

After event_gone arrives, no further events come for that SubRef.
Subscribing with options
{ok, SubRef} = macula:subscribe(Pool, Realm, Topic, Subscriber, Opts).
Opts is a forward-compatible map. Phase 1 honors no subscribe-time
options. Future phases (server-side filters, history replay) will
add named keys.
Subscribing in a callback module
A common pattern: a gen_server subscribes in init/1, handles
events in handle_info/2.
-module(my_orders_listener).
-behaviour(gen_server).

init(_Args) ->
    Pool  = my_app_mesh:pool(),
    Realm = my_app_mesh:realm(),
    Topic = macula_topic:app_fact(Realm, my_org, my_app,
                                  <<"orders">>, <<"placed">>, 1),
    {ok, Sub} = macula:subscribe(Pool, Realm, Topic, self()),
    {ok, #{sub => Sub}}.

handle_info({macula_event, Sub, _Topic, Payload, _Meta},
            #{sub := Sub} = S) ->
    on_order_placed(Payload),
    {noreply, S};
handle_info({macula_event_gone, Sub, Reason},
            #{sub := Sub} = S) ->
    %% Pool went away — supervisor will restart us.
    {stop, {pool_gone, Reason}, S}.
Pattern-match the Sub reference into the function head — that
keeps a process subscribing to multiple topics readable.

Publishing
ok = macula:publish(Pool, Realm, Topic, Payload).
	Argument	Type	Notes
	Pool	pid()	The pool from connect/2
	Realm	<<_:256>>	32-byte realm tag
	Topic	binary()	Built via macula_topic
	Payload	term()	Encoded as MessagePack on the wire

Returns:
	Return	Meaning
	ok	At least one link accepted the PUBLISH frame
	{error, {transient, no_healthy_station}}	The pool has zero spawned links — caller may retry
	{error, _}	Other failures (validation, etc.)

Partial success counts as success. With replication_factor > 1,
publish/4 returns ok as soon as the first selected link accepts
the frame. Subsequent links are best-effort.

Publishing with options
ok = macula:publish(Pool, Realm, Topic, Payload, #{timeout_ms => 1000}).
	Opt	Default	Meaning
	timeout_ms	5_000	gen_server call timeout against the pool

Delivery guarantees
	At-most-once — fire and forget. No publisher-visible ack from
subscribers.
	Per-publisher ordering — seq is monotonic per publisher per
pool. Subscribers can detect gaps if they care.
	Cross-publisher ordering — none. Two publishers' events arrive
in arbitrary interleaving.
	Cross-link dedup — the pool dedupes by (Realm, Publisher, Seq) over a 60-second window (configurable; see
dedup_window_ms in CONNECTING_GUIDE.md).
	Cross-station gossip — Phase 1 ships single-station fan-out
only. A daemon connected to station A and a daemon connected to
station B see each other only after Plumtree gossip lands (Phase 2
/ Plan C.2).


Unsubscribing
ok = macula:unsubscribe(Pool, SubRef).
Idempotent — unknown SubRef is a no-op. The subscriber pid does
not receive a event_gone message for an explicit
unsubscribe — event_gone is reserved for involuntary termination.
The wire-level subscription against the link persists for the pool's
lifetime. One wire sub per (Realm, Topic) is multiplexed across
local consumers; the pool drops the topic from its index when the
last local consumer leaves, but does not currently send UNSUBSCRIBE
on the wire (Phase 4 will tighten).
If the subscriber pid dies before calling unsubscribe/2, the pool
detects the 'DOWN' and drops the sub spec automatically.

Topic naming reference
Quick reference. Full specification:
TOPIC_NAMING_GUIDE.md.
Every topic is exactly five slash-separated segments:
{realm}/{publisher_org}/{publisher_app}/{domain}/{name}_v{N}
Pick a tier based on who owns the topic:
	Tier	Builder	Use when
	Realm-level	macula_topic:realm_fact/4, macula_topic:realm_hope/4	Topic owned by the realm itself
	Org-level	macula_topic:org_fact/5, macula_topic:org_hope/5	Topic owned by an organization within a realm
	App-level	macula_topic:app_fact/6, macula_topic:app_hope/6	Topic owned by an application within an organization

Past tense for facts (order_placed, wind_measured, user_registered).
Present tense for hopes (order_place, payment_authorize).
System topics (_mesh.*, _macula.*) are infrastructure-owned and
dot-separated. Do not publish to them from app code.

Patterns
Re-subscribe after pool restart
If your supervisor restarts the pool, your subscribers are not
automatically re-attached. Either:
	Restart your subscriber processes alongside the pool (one supervisor
with rest_for_one strategy), or
	Watch for {macula_event_gone, _, pool_closed} and re-subscribe to
the new pool.

Multiple subscribers on one pool
A single pool can have arbitrarily many local subscribers. The pool
issues exactly one wire-level SUBSCRIBE per (Realm, Topic),
multiplexes inbound events to every local subscriber for that pair,
and dedupes across links.
Backpressure
Events are delivered as Erlang messages. If a subscriber is slow, its
mailbox grows. The pool itself never blocks. Apply your usual
mailbox-flow-control patterns (process throttling, batching, etc.).
Idempotent handlers
Even though the pool dedupes by (Realm, Publisher, Seq), network
weirdness across long restarts can theoretically allow a duplicate
sneak through after the dedup window expires. Make handlers
idempotent — match on a payload-level key (order id, sensor id +
timestamp, etc.) when correctness matters.

Best practices
	IDs in payloads, not topics. Always.
	Past-tense facts, present-tense hopes. No CRUD verbs
(created, updated, deleted).
	Build topics via macula_topic — never inline strings.
	Include a timestamp — erlang:system_time(millisecond) in
every payload.
	Pattern-match the SubRef in handlers when listening to
multiple topics.
	Keep handlers fast — spawn workers for heavy processing.
	Make handlers idempotent — (publisher, seq) is a strong dedup
key, but cross-restart edge cases exist; don't rely on
exactly-once.


Diagnostics
	Event topic	When	Meta
	_macula.client.link_down	A pool link's worker died	seed, pid, reason
	_macula.peering.handshake_timeout	A station handshake hung past state_timeout	role, buf_size, has_stream, timeout_ms

These come through macula_diagnostics:event/2; wire them into your
observability layer.

How it works (relay side)
Routing behind the relay (DHT-based subscriber discovery, peering,
cross-station gossip, bloom filters, sticky-routing) is the relay's
concern. See
macula-station for
the current relay implementation.
From the SDK side, you publish and subscribe; the pool handles the
rest.

See also
	Connecting Guide — pool model, lifecycle, options
	Topic Naming Guide — canonical topic shape
	V1 → V2 Migration — what changed in 3.11.0
	Authorization Guide — UCAN/DID identity
	macula_pubsub — slice module
	macula_client — pool implementation
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    Macula Mesh — Topic Naming Convention

Status: Normative (enforced by macula_topic module + macula_mesh_client validation)

Structure
Every mesh topic (pub/sub) and RPC procedure name follows a single 5-segment format:
{realm}/{publisher}/{publisher}/{domain}/{name}_v{N}
The two {publisher} slots carry different values depending on the ownership tier of the topic. Three tiers exist; one builder per tier.
	Segment	Source	Example
	realm	Runtime config (which mesh)	io.macula
	publisher × 2	Tier-dependent (see below)	beam-campus + hecate, or _realm+_realm, etc.
	domain	Bounded context	mpong, licenses, membership
	name_vN	Topic name + version suffix	lobby_opened_v1, chat_to_model_v1

System topics (any leading-underscore prefix — _mesh.*, _dist.*, _dht.*) are exempt from this structure. They are dot-separated, infrastructure-owned, and out of scope for application code.

Three ownership tiers
A topic's tier answers one question: who owns its schema and authority?
	Tier	Builder	Topic shape	Owner
	realm	realm_fact/4, realm_hope/4	{realm}/_realm/_realm/{domain}/{name}_v{N}	The realm authority — concepts shared by every member regardless of org/app (membership, identity, ban)
	org	org_fact/5, org_hope/5	{realm}/{org}/_org/{domain}/{name}_v{N}	An org — concepts shared by multiple apps within one org (licensing, billing, org-wide settings)
	app	app_fact/6, app_hope/6	{realm}/{org}/{app}/{domain}/{name}_v{N}	A specific app — anything app-internal (game state, RPCs, app-specific events)

Each builder takes the realm name as its first argument; org-tier additionally takes the org; app-tier takes both org and app. The underlying build/6 always emits 5 tokens. Sentinels (_realm, _org) fill elided publisher slots so the parser never branches on length.
Per-app convenience wrappers (e.g. hecate_topics) typically pre-fill realm + org + app constants and expose 3-arg variants — see the Hecate practical guide for the wrapper pattern.
Picking a tier
Walk the decision tree. First "yes" wins.
	Could the realm authority publish or revoke this fact at will? (membership, ban, identity-key revocation) → realm
	Is the schema something every realm member must trust regardless of which app they run? (cryptographic identity, capability grants signed by the realm) → realm
	Is this a concept owned by one org that crosses multiple apps within that org? (commercial licensing, org-wide billing, shared catalog) → org
	Is this internal to one app — game state, RPC procedures it advertises, app-specific events? → app

When unsure → start at app and promote later. Demoting is harder because subscribers exist.
The reserved sentinels: _realm and _org
Two literal tokens are reserved and may not be used as real org or app names:
	_realm — fills the org and app slots when the publisher tier is realm
	_org — fills the app slot when the publisher tier is org

The leading underscore is the marker. Real org and app names must satisfy DNS-label rules (start with [a-z0-9]), so they cannot collide with sentinels.
There is no _app sentinel. App-tier topics fill all 5 slots with real values; nothing is elided.

Hopes and Facts — verb tense determines intent
The name segment reveals intent through verb tense:
	Type	Verb Tense	Wire Format	Meaning
	Fact	Past tense	{subject}_{past_verb}_v{N}	Something happened
	Hope	Present tense	{verb}_{subject}_v{N}	We want something to happen

Facts (pub/sub — things that happened)
%% realm tier
io.macula/_realm/_realm/membership/revoked_v1
io.macula/_realm/_realm/identity/public_key_announced_v1

%% org tier
io.macula/beam-campus/_org/licenses/issued_batch_v1
io.macula/beam-campus/_org/licenses/revoked_v1

%% app tier
io.macula/beam-campus/hecate/mpong/lobby_opened_v1
io.macula/beam-campus/hecate/llm/model_detected_v1
io.macula/acme-org/trader/portfolio/position_closed_v1
Published via macula:publish/5. Subscribed via macula:subscribe/5.
Hopes (RPC — things we want to happen)
%% realm tier
io.macula/_realm/_realm/auth/check_health_v1
io.macula/_realm/_realm/auth/verify_api_key_v1

%% org tier (rare)
io.macula/beam-campus/_org/billing/get_quota_v1

%% app tier
io.macula/beam-campus/hecate/llm/chat_to_model_v1
io.macula/beam-campus/hecate/mpong/join_game_v1
io.macula/acme-org/trader/portfolio/open_position_v1
Advertised via macula:advertise/5. Called via macula:call/5.

Rules
	Exactly 5 /-separated segments — never fewer, never more, never dots.
	Segments are snake_case — lowercase, underscores. Hyphens allowed in org/app names per DNS-label rules.
	Name MUST end with _v{N} — versioned from day one. Bump on breaking changes.
	Past tense = fact, present tense = hope — the tense IS the type.
	IDs in payload, NEVER in topic — prevents topic explosion (1M sensors = 1 topic, not 1M).
	No CRUD verbs — created, updated, deleted are forbidden. Use business verbs.
	Realm is runtime — comes from mesh connection config, never hardcoded in source.
	{org}/{app} is build-time — comes from the application's manifest.
	No inline topic strings — always call a builder. CI greps for and rejects inline construction.
	Tier matches authority, not publisher — a daemon publishing a realm-owned fact still uses realm_fact.


Wildcard Subscriptions
The hierarchical structure enables wildcards:
io.macula/#                                     — everything on realm
io.macula/_realm/#                              — every realm-tier topic
io.macula/beam-campus/#                         — everything from one org
io.macula/beam-campus/hecate/#                  — all hecate topics
io.macula/beam-campus/hecate/mpong/#            — all mpong topics
io.macula/beam-campus/*/llm/#                   — all llm topics from any beam-campus app

API
The macula_topic module exposes one builder per tier, plus the parser:
%% Realm tier — _realm fills both publisher slots
macula_topic:realm_fact(<<"io.macula">>, <<"membership">>, <<"revoked">>, 1).
%% → <<"io.macula/_realm/_realm/membership/revoked_v1">>

macula_topic:realm_hope(<<"io.macula">>, <<"auth">>, <<"check_health">>, 1).
%% → <<"io.macula/_realm/_realm/auth/check_health_v1">>

%% Org tier — _org fills the app slot
macula_topic:org_fact(<<"io.macula">>, <<"beam-campus">>,
                      <<"licenses">>, <<"issued_batch">>, 1).
%% → <<"io.macula/beam-campus/_org/licenses/issued_batch_v1">>

%% App tier — fully qualified
macula_topic:app_fact(<<"io.macula">>, <<"beam-campus">>, <<"hecate">>,
                      <<"mpong">>, <<"lobby_opened">>, 1).
%% → <<"io.macula/beam-campus/hecate/mpong/lobby_opened_v1">>

macula_topic:app_hope(<<"io.macula">>, <<"beam-campus">>, <<"hecate">>,
                      <<"llm">>, <<"chat_to_model">>, 1).
%% → <<"io.macula/beam-campus/hecate/llm/chat_to_model_v1">>

%% Parse a topic — returns the inferred tier
{ok, #{tier := realm,
       realm := <<"io.macula">>,
       domain := <<"membership">>,
       name := <<"revoked">>,
       version := 1}} =
    macula_topic:parse(<<"io.macula/_realm/_realm/membership/revoked_v1">>).

{ok, #{tier := app,
       realm := <<"io.macula">>,
       org := <<"beam-campus">>,
       app := <<"hecate">>,
       domain := <<"mpong">>,
       name := <<"lobby_opened">>,
       version := 1}} =
    macula_topic:parse(<<"io.macula/beam-campus/hecate/mpong/lobby_opened_v1">>).

%% Validate a topic
ok = macula_topic:validate(<<"io.macula/beam-campus/hecate/mpong/lobby_opened_v1">>).
{error, _} = macula_topic:validate(<<"io.macula.mpong.lobby_opened">>).
Calling from Elixir (no wrapper)
Per the macula-io coding rule "no Elixir wrappers for Erlang", Elixir consumers (e.g. macula-realm) call macula_topic directly via the Erlang interop:
topic = :macula_topic.realm_fact("io.macula", "membership", "revoked", 1)
# => "io.macula/_realm/_realm/membership/revoked_v1"

procedure = :macula_topic.realm_hope("io.macula", "auth", "check_health", 1)
# => "io.macula/_realm/_realm/auth/check_health_v1"
Do NOT write MaculaRealm.Topics or similar wrapper modules. Call the Erlang builder directly. The realm name should come from runtime config, not hardcoded in source.

Validation enforced at publish/subscribe
macula_mesh_client:publish/3, subscribe/3, advertise/3, and call/4 validate the topic against macula_topic:validate/1 and reject any non-canonical form. The only exception is the _mesh.* system topic prefix used by infrastructure.
This means inline string construction will fail at runtime, not silently publish to a dead topic. The previous failure mode — where one side built io.macula.membership.revoked (4 dot-separated tokens) and the other built io.macula/beam-campus/hecate/membership/revoked_v1 (5 slash-separated tokens) and they never matched — is no longer possible.
System topics (any leading-underscore prefix) bypass canonical validation: _mesh.node.up, _dist.tunnel.X, _dht.list_gateways etc. all pass through.

Anti-Patterns
	Wrong	Why	Correct
	io.macula.hecate.mpong.lobby_opened	Dots, no version, no structure	io.macula/beam-campus/hecate/mpong/lobby_opened_v1
	"#{realm}.membership.revoked" (Elixir interpolation)	Inline, dot-form, no tier, no version	:macula_topic.realm_fact(realm, "membership", "revoked", 1)
	<<Realm/binary, "/foo/bar/baz_v1">> (Erlang interpolation)	Inline, no validator, no tier	macula_topic:app_fact(Realm, Org, App, "foo", "bar", 1)
	app_fact("membership", "revoked", 1) for a realm-owned event	Wrong tier — realm authority owns this	realm_fact("membership", "revoked", 1)
	io.macula/beam-campus/hecate/mpong/game.available_v1	"available" is neither past nor present tense	Pick a tense. Past for fact, present for hope.
	io.macula/beam-campus/hecate/mpong/join.{game_id}_v1	ID in topic	Put game_id in payload
	io.macula/_realm/hecate/membership/revoked_v1	Mismatched tier sentinels — _realm requires _realm in both publisher slots	Either fully realm (_realm/_realm) or fully app
	mpong.games.created_v1	CRUD verb	mpong/lobby_opened_v1


Related guides
	docs/guides/PUBSUB_GUIDE.md — pub/sub usage, payload conventions
	docs/guides/RPC_GUIDE.md — RPC usage, error handling
	hecate-social/hecate-corpus/skills/MESH_TOPIC_TIERING.md — Hecate-specific guidance, audit history, anti-patterns from real bugs
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    Macula SDK - RPC Guide

Request/response over the relay mesh with DHT-based service discovery
[image: RPC Architecture]

Overview
Macula provides decentralized RPC (remote procedure call). SDK clients advertise procedures and call procedures through their relay connection. Relays handle cross-relay routing via Kademlia DHT procedure discovery.
From the SDK perspective: advertise a handler, call a procedure, get a result.

Advertising a Procedure
Build the procedure name via macula_topic — inline strings are rejected by the client validator.
%% Advertise an app-tier procedure
Procedure = macula_topic:app_hope(Realm, Org, App,
                                  <<"math">>, <<"add">>, 1),
{ok, Ref} = macula:advertise(Client, Procedure, fun(#{a := A, b := B}) ->
    {ok, #{result => A + B}}
end).

%% Advertise a realm-tier procedure (e.g. realm authority's check_health)
HealthProc = macula_topic:realm_hope(Realm, <<"auth">>, <<"check_health">>, 1),
{ok, Ref} = macula:advertise(Client, HealthProc, fun(_args) ->
    {ok, #{status => <<"ok">>}}
end, #{
    description => <<"Realm health check">>
}).

%% Stop advertising
ok = macula:unadvertise(Client, Ref).
What Happens Under the Hood
	SDK sends register_procedure message to connected relay
	Relay registers the handler in gproc (local lookup)
	Relay stores procedure in Kademlia DHT (cross-relay discovery)
	Other relays can now find this procedure via DHT


Calling a Procedure
%% Synchronous call with default timeout (5s)
Procedure = macula_topic:app_hope(Realm, Org, App, <<"math">>, <<"add">>, 1),
{ok, #{result := 5}} = macula:call(Client, Procedure, #{a => 2, b => 3}).

%% Call with explicit timeout
WeatherProc = macula_topic:app_hope(Realm, Org, App,
                                    <<"weather">>, <<"get_current">>, 1),
{ok, Weather} = macula:call(Client, WeatherProc,
    #{location => <<"berlin">>}, 10000).  %% 10 second timeout
Call Flow
Your Node                    Your Relay              Remote Relay
─────────                    ──────────              ────────────
call(math.add, Args)
  └─► CALL message ──────► local gproc lookup
                              ├─ found locally? ──► invoke handler ──► REPLY
                              └─ not found?
                                  └─► DHT find_procedure
                                        └─► found on remote relay
                                             └─► forward via peering ──► invoke ──► REPLY
                                                                                      │
  ◄── REPLY ◄──────────────────────────────────────────────────────────────────────────┘

Error Handling
case macula:call(Client, Procedure, Args, Timeout) of
    {ok, Result} ->
        %% Success
        Result;
    {error, no_handler} ->
        %% No node has registered this procedure (local)
        not_available;
    {error, procedure_not_found} ->
        %% No node found via DHT either
        not_available;
    {error, timeout} ->
        %% Handler didn't respond in time
        retry_later;
    {error, cross_relay_error} ->
        %% Remote relay forwarding failed
        retry_later;
    {error, Reason} ->
        logger:warning("RPC failed: ~p", [Reason])
end.

Procedure Naming Conventions
See TOPIC_NAMING_GUIDE.md — RPC procedures and pub/sub topics share the same canonical 5-segment format.
Quick summary:
	Procedure names are mesh topics with present-tense names: {realm}/{publisher}/{publisher}/{domain}/{verb_subject}_v{N}
	Pick a tier: realm_hope (realm authority), org_hope (org-spanning), app_hope (app-specific)
	Build via macula_topic — never inline strings
	IDs in args, never in procedure name
	No CRUD verbs

Examples:
	App: io.macula/beam-campus/hecate/math/add_v1
	Realm: io.macula/_realm/_realm/auth/check_health_v1


Best Practices
	Return {ok, Result} from handlers -- consistent with Erlang conventions
	Keep handlers fast -- spawn workers for heavy computation, reply later
	Set appropriate timeouts -- default 5s is often too short for external APIs
	Handle all error cases -- no_handler, timeout, cross_relay_error
	Idempotent procedures -- calls may be retried on timeout
	One procedure per handler -- each advertise registers one procedure name


Provider Selection
When multiple nodes advertise the same procedure, the relay selects a provider:
	Local first -- handlers on the same relay are preferred (zero network hop)
	DHT discovery -- if not local, relay queries Kademlia DHT for remote providers
	Peer fallback -- if DHT miss, relay tries each peered relay sequentially


How It Works (Relay Side)
For relay operators and contributors: RPC routing, DHT procedure store,
cross-relay call forwarding, and provider selection are documented in
macula-station.
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    The World Wide BEAM Computer

Your BEAM nodes can find each other anywhere on the planet.
Macula turns the internet into a single Erlang cluster. Any node
connected to the relay mesh can net_adm:ping, gen_server:call,
pg:join, and monitor any other node — across NATs, firewalls,
datacenters, and continents. Same OTP primitives you already know.
No VPN. No port forwarding. No static IPs. Just connect to a relay
and your node is part of the world-wide BEAM computer.
3 Lines to Join
Start your node with Macula as the distribution protocol:
erl -proto_dist macula -no_epmd -start_epmd false \
    -kernel net_ticktime 120 \
    -name mynode@myhost -setcookie MYSECRET
Then join the mesh:
ok = macula:join_mesh(#{
    relays => [<<"https://relay-de-berlin.macula.io:4433">>]
}).
That's it. Now ping any other node on the mesh:
pong = net_adm:ping('othernode@otherhost').

%% Everything works:
gen_server:call({my_server, 'othernode@otherhost'}, hello).
pg:join(my_group, self()).
monitor(process, {my_server, 'othernode@otherhost'}).
rpc:call('othernode@otherhost', erlang, node, []).
How It Works
When you call macula:join_mesh/1, three things happen:
	Connect to relay — your node establishes an outbound QUIC
connection to a relay in the mesh (NAT-friendly, firewall-friendly)
	Enable relay distribution — Erlang's distribution protocol is
tunneled through the relay mesh instead of direct TCP
	Advertise — your node registers itself so other nodes can find it

When you net_adm:ping('other@host'), Macula:
	Sends a tunnel request via the relay mesh to other@host
	Both sides create encrypted AES-256-GCM tunnels (key derived from cookie)
	OTP's dist_util handshake flows through the tunnel
	Post-handshake: standard distribution traffic, tick keepalive, everything

The relay sees encrypted bytes — it cannot read your Erlang terms.
[image: Relay Tunnel Architecture]
join_mesh Options
macula:join_mesh(#{
    relays => [<<"https://relay-de-berlin.macula.io:4433">>,
               <<"https://relay-fi-helsinki.macula.io:4433">>],
    realm => <<"io.macula">>,           %% default
    identity => <<"myapp-prod-1">>,     %% default: node name
    tls_verify => none                  %% default: none (dev mode)
}).
	Option	Default	Description
	relays	required	List of relay URLs to connect to
	realm	<<"io.macula">>	Mesh realm (nodes must share a realm)
	identity	node name	How this node identifies itself
	tls_verify	none	none for dev, verify_peer for production

What Nodes Need to Share
	Requirement	Why
	Same cookie	Erlang authentication + tunnel encryption key
	Same realm	Relay mesh routing scope
	Connected to peered relays	Relays must be able to reach each other
	-proto_dist macula	Use Macula as the distribution protocol

That's it. No shared network, no VPN, no port forwarding.
When to Use This
	Scenario	Approach
	Nodes on same LAN	Direct QUIC (-proto_dist macula)
	Nodes behind NATs/firewalls	Relay mesh — macula:join_mesh/1
	Nodes in different datacenters	Relay mesh
	Nodes on different relays	Relay mesh (cross-relay via peering)
	Mnesia replication	Direct QUIC (relay adds latency)

Cross-Relay Distribution
Nodes don't need to be on the same relay. If Node A is on
relay-it-milan (Nuremberg box) and Node B is on relay-se-stockholm
(Helsinki box), the relays forward tunnel traffic through their
peering connections.
Node A → relay-it-milan ──peering──► relay-se-stockholm → Node B
SWIM protocol detects relay health. Bloom filter routing ensures
tunnel topics are forwarded between relays.
Architecture Details
Tunnel Bridge
Each tunnel is managed by a supervised macula_dist_bridge gen_server.
The bridge owns a gen_tcp loopback socket pair — one end goes to
OTP's dist_util, the other is bridged to the relay mesh.
macula_dist_system (one_for_one)
  ├── macula_dist_bridge_sup (simple_one_for_one)
  │     └── macula_dist_bridge (gen_server, per tunnel, temporary)
  │           ├── owns BridgeSock (gen_tcp, {packet, raw})
  │           ├── linked reader process (gen_tcp:recv → encrypt → publish)
  │           ├── handle_info: tunnel_in → decrypt → gen_tcp:send
  │           ├── monitors relay client (reconnects on DOWN)
  │           └── per-tunnel counters (bytes/msgs in/out)
  ├── macula_dist_discovery (DHT node discovery)
  └── macula_cluster_strategy (optional auto-clustering)
Encryption
All tunnel bytes are encrypted with AES-256-GCM. The key is derived
from the Erlang distribution cookie:
Key = SHA-256("macula-dist-tunnel:" ++ cookie)
Each message gets a random 12-byte nonce (prepended to ciphertext).
A wrong cookie produces decrypt_failed warnings.
Relay Reconnection
[image: Relay Failover]
If the relay drops (QUIC disconnect, relay restart), the bridge:
	Detects DOWN monitor signal
	Re-acquires relay client from persistent_term
	Re-subscribes to tunnel topics
	Retries every 2s, up to 15 attempts (30s window)

If reconnection completes within net_ticktime (default: 120s),
the distribution connection survives transparently.
Metrics
macula_dist_relay:get_tunnel_metrics().
%% => [{<<"abc123">>, #{bytes_out => 4096, bytes_in => 2048,
%%                       msgs_out => 12, msgs_in => 8}}]
Limitations
	Latency: Every message goes through the relay (2 extra hops)
	Mnesia: Not recommended over WAN latency
	global module: May have convergence issues over high-latency links
	Throughput: Limited by relay bandwidth and pub/sub overhead

Troubleshooting
ping returns pang
	Verify both nodes started with -proto_dist macula -no_epmd
	Verify both called macula:join_mesh/1 (or the manual setup)
	Verify cookies match (-setcookie)
	Verify relays are peered (check SWIM logs)
	Node names are case-sensitive

Connection drops after handshake
	Increase net_ticktime to 120+ (-kernel net_ticktime 120)
	Check macula_dist_relay:get_tunnel_metrics() for active tunnels

Configuration Reference
	Env Variable	Default	Description
	MACULA_DIST_MODE	(unset)	Set to relay automatically by join_mesh/1

	Module Define	Value	Description
	DIST_TIMEOUT	25000ms	Tunnel negotiation timeout
	BRIDGE_RECV_TIMEOUT	60000ms	Bridge reader/writer timeout
	CONTROLLER_TIMEOUT	30000ms	Kernel controller timeout
	BACKPRESSURE_HWM	64	Relay client queue depth before pause
	RECONNECT_INTERVAL	2000ms	Retry interval when relay client is down
	RECONNECT_MAX_ATTEMPTS	15	Max retries (15 x 2s = 30s window)
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    Macula Clustering Guide

This guide covers Macula's LAN clustering capabilities, including gossip-based discovery, the Cluster API, distribution management, and cookie management.
Note: Clustering via gossip/mDNS is designed for LAN environments (same subnet). For WAN connectivity across networks, use the relay mesh (see the Dist Over Mesh guide).
Overview
The Macula Cluster API (macula_cluster.erl) provides a standardized interface for:
	Cluster Formation - Starting clusters with various discovery strategies
	Distribution Management - Starting and verifying Erlang distribution
	Cookie Management - Resolving, setting, and persisting cluster cookies
	Node Monitoring - Subscribing to node join/leave events

[image: Cluster API Integration]

Cluster Strategies
	Strategy	Discovery	Configuration	Network	Use Case
	gossip	Automatic (UDP multicast)	Zero-config	LAN multicast	Development, same-subnet production
	static	Manual	Node list required	Any	Known node sets, cross-subnet
	mdns	Automatic (mDNS/Bonjour)	Zero-config	LAN mDNS	macOS/Linux local development


Quick Start
Via macula_cluster API (Recommended)
%% Start with gossip strategy (default)
ok = macula_cluster:start_cluster(#{strategy => gossip}).

%% With shared secret for cluster isolation
ok = macula_cluster:start_cluster(#{
    strategy => gossip,
    secret => <<"my_cluster_secret">>
}).

%% With static node list
ok = macula_cluster:start_cluster(#{
    strategy => static,
    nodes => ['node1@host1', 'node2@host2']
}).
Erlang (Direct Gossip)
%% Start with defaults
{ok, _Pid} = macula_cluster_gossip:start_link(#{}).

%% With custom configuration
{ok, _Pid} = macula_cluster_gossip:start_link(#{
    multicast_addr => {230, 1, 1, 251},
    port => 45892,
    broadcast_interval => 1500,
    secret => <<"my_cluster_secret">>
}).
Elixir (Phoenix Application)
def start(_type, _args) do
  :macula_cluster.start_cluster(%{strategy: :gossip})

  children = [
    # ... your supervision tree
  ]

  Supervisor.start_link(children, strategy: :one_for_one)
end

Gossip Clustering
The macula_cluster_gossip module provides automatic cluster discovery using UDP multicast, implemented natively in Erlang.
[image: Gossip Clustering]
How It Works
	Join Multicast Group: Each node joins the UDP multicast group (default: 230.1.1.251:45892)
	Broadcast Heartbeats: Nodes periodically broadcast their Erlang node name
	Discover Peers: When a heartbeat is received from an unknown node, it's added to discovered set
	Connect via Distribution: Newly discovered nodes are connected using net_kernel:connect_node/1
	Full Mesh: All nodes eventually connect to form a full mesh cluster

Configuration Options
	Option	Type	Default	Description
	multicast_addr	{A,B,C,D}	{230,1,1,251}	Multicast group address
	port	integer()	45892	UDP port for gossip
	broadcast_interval	integer()	1500	Milliseconds between heartbeats
	multicast_ttl	integer()	1	Time-to-live (1 = same subnet)
	secret	binary()	undefined	Shared secret for HMAC authentication
	callback	pid() | {M,F}	undefined	Callback for cluster events

HMAC Authentication
When a secret is configured, all gossip packets include an HMAC-SHA256 signature:
MACULA_GOSSIP:node_name|<HMAC-SHA256>
	Without secret: Nodes accept any valid-looking gossip packet
	With secret: Nodes verify HMAC before accepting the packet

Environment Variables
MACULA_GOSSIP_ADDR=230.1.1.251
MACULA_GOSSIP_PORT=45892
MACULA_GOSSIP_SECRET=my_cluster_secret
CLUSTER_STRATEGY=gossip
CLUSTER_SECRET=my_cluster_secret

Gossip Query API
%% Get all discovered nodes (may not be connected yet)
Discovered = macula_cluster_gossip:get_discovered().

%% Get connected nodes
Connected = macula_cluster_gossip:get_connected().

%% Force immediate broadcast (useful for testing)
ok = macula_cluster_gossip:broadcast_now().

Distribution Management
Ensure Distributed Mode
ok = macula:ensure_distributed().
If the node is already distributed, returns ok immediately. Otherwise, starts distribution with a generated node name in the format macula_host@hostname.

Cookie Management
macula:get_cookie/0
Resolves the cookie from sources in priority order:
	Application env: {macula, [{cookie, CookieValue}]}
	Environment variable: MACULA_COOKIE or RELEASE_COOKIE or ERLANG_COOKIE
	Cookie file: ~/.erlang.cookie
	Auto-generated: Creates and persists a new cookie

Cookie = macula:get_cookie().
macula:set_cookie/1
Sets the Erlang cookie for this node and persists it.
ok = macula:set_cookie(my_secret_cookie).
ok = macula:set_cookie(<<"my_secret_cookie">>).
Configuration
%% sys.config
[{macula, [{cookie, 'my_cluster_cookie'}]}].
export MACULA_COOKIE="my_cluster_cookie"
export RELEASE_COOKIE="my_cluster_cookie"


Node Monitoring
Subscribe to Events
ok = macula:monitor_nodes().

receive
    {nodeup, Node} -> io:format("Node joined: ~p~n", [Node]);
    {nodedown, Node} -> io:format("Node left: ~p~n", [Node])
end.
Unsubscribe
ok = macula:unmonitor_nodes().
Gossip-Specific Callbacks
%% Using a PID
{ok, _} = macula_cluster_gossip:start_link(#{callback => self()}).

receive
    {macula_cluster, nodeup, Node} -> handle_join(Node);
    {macula_cluster, nodedown, Node} -> handle_leave(Node)
end.

%% Using module/function callback
{ok, _} = macula_cluster_gossip:start_link(#{
    callback => {my_module, handle_cluster_event}
}).

Integration with bc_gitops
bc_gitops uses an optional dependency pattern to delegate to Macula when available:
%% In bc_gitops_cluster.erl
ensure_distributed() ->
    case macula_exports(ensure_distributed, 0) of
        true -> apply(macula, ensure_distributed, []);
        false -> do_ensure_distributed()
    end.

macula_exports(Function, Arity) ->
    macula_available() andalso
    erlang:function_exported(macula, Function, Arity).

macula_available() ->
    case code:ensure_loaded(macula) of
        {module, macula} -> true;
        {error, _} -> false
    end.
This ensures bc_gitops works standalone (without Macula) and delegates when Macula is present.

Docker Compose Example
services:
  node1:
    image: my-app:latest
    network_mode: host  # Required for UDP multicast
    environment:
      - RELEASE_NODE=node1@localhost
      - RELEASE_COOKIE=my_secret_cookie
      - CLUSTER_STRATEGY=gossip
      - CLUSTER_SECRET=demo_secret

  node2:
    image: my-app:latest
    network_mode: host
    environment:
      - RELEASE_NODE=node2@localhost
      - RELEASE_COOKIE=my_secret_cookie
      - CLUSTER_STRATEGY=gossip
      - CLUSTER_SECRET=demo_secret

Network Requirements
Firewall Rules
# Allow UDP multicast traffic
iptables -A INPUT -p udp --dport 45892 -j ACCEPT
iptables -A OUTPUT -p udp --dport 45892 -j ACCEPT

# For Erlang distribution (EPMD and distribution ports)
iptables -A INPUT -p tcp --dport 4369 -j ACCEPT
iptables -A INPUT -p tcp --dport 9100:9200 -j ACCEPT

Docker Networking
Host Networking (Recommended for development):
network_mode: host
Macvlan (Production):
networks:
  macvlan_net:
    driver: macvlan
    driver_opts:
      parent: eth0
    ipam:
      config:
        - subnet: 192.168.1.0/24

Troubleshooting
Nodes Not Discovering Each Other
	Check multicast support: ping -c 3 230.1.1.251
	Verify UDP port is open: ss -ulnp | grep 45892

	Check Docker networking: Must use host networking for multicast
	Verify cookie matches: erlang:get_cookie().

Authentication Failures
If nodes have mismatched secrets:
[warning] [macula_cluster_gossip] Invalid HMAC from <IP> (authentication failed)
Ensure all nodes use the same CLUSTER_SECRET environment variable.
High CPU Usage
If broadcast_interval is too low, increase it:
{ok, _} = macula_cluster_gossip:start_link(#{broadcast_interval => 5000}).

Security Best Practices
	Always use a secret in production - Prevents unauthorized nodes from joining
	Rotate secrets periodically - Coordinate rotation across all nodes
	Use network segmentation - Limit multicast scope with VLANs
	Set TTL appropriately - multicast_ttl => 1 limits to same subnet


Testing
# Run gossip clustering tests
rebar3 eunit --module=macula_cluster_gossip_tests

# Run cluster API tests
rebar3 eunit --module=macula_cluster_tests

# Run full cluster test suite
rebar3 eunit --dir=test/macula_dist_system


Related Documentation
	Dist Over Mesh Guide - WAN connectivity via relay mesh
	Erlang Distribution Protocol
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    Macula Authorization Guide

This guide provides a comprehensive overview of Macula's authorization system, including decentralized identity, capability-based permissions, self-sovereign certificates, and UCAN-based licensing.
Overview
Macula implements decentralized authorization using industry-standard cryptographic primitives. Unlike traditional client-server authorization where a central authority validates requests, Macula's authorization is:
	Self-sovereign: Identity controlled by the owner's keypair
	Cryptographically verifiable: No network calls needed for validation
	Capability-based: Fine-grained permissions via UCAN tokens
	Offline-capable: All validation happens locally

[image: Authorization Flow]

Core Concepts
Decentralized Identifiers (DIDs)
A DID (Decentralized Identifier) is a globally unique identifier that enables verifiable, decentralized digital identity. DIDs are defined by the W3C DID Core Specification.
[image: DID Structure]
Macula DID Format
did:macula:io.macula.rgfaber
|   |      +------------------ Method-specific identifier (namespace)
|   +-------------------------- Method (macula)
+------------------------------- Scheme (always "did")
Key Properties:
	Property	Description
	Self-sovereign	Controlled by owner's Ed25519 keypair
	Human-readable	Hierarchical namespace format
	Resolvable	Method defines how to obtain public key
	Cryptographically verifiable	Ownership proven via signature

DID Resolution
When a DID is encountered, Macula resolves it to extract:
	Method: macula (defines resolution rules)
	Identity: io.macula.rgfaber (namespace path)
	Parts: ["io", "macula", "rgfaber"] (hierarchy)
	Depth: 3 (hierarchy level)

The macula_did_cache module provides high-performance caching using Erlang's persistent_term:
%% Parse and cache a DID (or retrieve from cache)
{ok, Parsed} = macula_did_cache:get_or_parse(<<"did:macula:io.macula.rgfaber">>).
%% => {ok, #{<<"method">> => <<"macula">>,
%%           <<"identity">> => <<"io.macula.rgfaber">>,
%%           <<"parts">> => [<<"io">>, <<"macula">>, <<"rgfaber">>],
%%           <<"depth">> => 3}}
Performance: persistent_term provides O(1) lookups with zero garbage collection impact, making it ideal for frequently-accessed identity data.
DID to Common Name Conversion
%% DID to CN (reverse the parts)
CN = macula_cert:did_to_cn(<<"did:macula:io.example.org.app.node01">>).
%% Result: <<"app.node01.io.example.org">>

%% CN to DID
DID = macula_cert:cn_to_did(<<"app.node01.io.example.org">>).
%% Result: <<"did:macula:io.example.org.app.node01">>
Further Reading:
	W3C DID Core 1.0
	DID Method Registry


User Controlled Authorization Networks (UCANs)
UCAN (User Controlled Authorization Networks) is a capability-based authorization system built on JWT (JSON Web Tokens). UCANs enable delegation chains where permissions can be granted and re-delegated without involving a central authority.
[image: UCAN Token Structure]
UCAN Token Structure
A UCAN is a JWT with specific claims:
	Claim	Description
	iss	Issuer DID - Who created and signed this token
	aud	Audience DID - Who this token is granted to
	exp	Expiration - Unix timestamp when token expires
	nbf	Not Before - Token valid only after this time
	cap	Capabilities - Array of permission grants
	prf	Proofs - Chain of parent UCANs (for delegation)

Capability Format
Capabilities define what actions are permitted on which resources:
#{
    <<"with">> => <<"io.macula.rgfaber.*">>,   % Resource pattern
    <<"can">> => <<"mesh:call">>               % Operation
}
Supported Operations:
	Operation	Description
	mesh:call	RPC procedure invocation
	mesh:publish	Publish to topic
	mesh:subscribe	Subscribe to topic
	mesh:*	All mesh operations

Wildcards:
	io.macula.rgfaber.* matches any resource in namespace
	mesh:* matches any mesh operation

Delegation Chains
UCANs support attenuated delegation: permissions can be re-delegated but only with equal or narrower scope.
Alice (owns io.macula.alice.*)
  |
  +---> grants Bob: mesh:call on io.macula.alice.api.*
        |
        +---> Bob grants Carol: mesh:call on io.macula.alice.api.read_only
              (valid - narrower scope)

        +---> Bob grants Dave: mesh:call on io.macula.alice.*
              (INVALID - broader than Bob received)
Further Reading:
	UCAN Specification
	Fission UCAN Explainer
	Brooklyn Zelenka's UCAN Paper


Namespace Ownership Model
Macula uses a hierarchical namespace ownership model where DIDs map directly to namespaces they control:
[image: Namespace Hierarchy]
DID to Namespace Mapping
DID                              Owns Namespace
-------------------------------  -----------------------------
did:macula:io.macula             io.macula.* (realm root)
did:macula:io.macula.rgfaber     io.macula.rgfaber.*
did:macula:io.macula.ibm         io.macula.ibm.*
did:macula:io.macula.ibm.watson  io.macula.ibm.watson.*
Hierarchical Access Rules
	Owner access: A DID can always access its own namespace
	Parent access: Parent DIDs can access child namespaces
	Sibling isolation: Siblings cannot access each other's namespaces

%% Examples
did:macula:io.macula.ibm         -> CAN access io.macula.ibm.watson.*
did:macula:io.macula.ibm.watson  -> CANNOT access io.macula.ibm.*
did:macula:io.macula.rgfaber     -> CANNOT access io.macula.ibm.*

Self-Sovereign Certificates
Macula uses Ed25519-based certificates anchored to DIDs, enabling identity without external certificate authorities.
Certificate Hierarchy
Realm Certificate (self-signed)
did:macula:io.customer.org
     |
     +-- Instance Certificate (signed by realm)
     |   did:macula:io.customer.org.app1.node01
     |
     +-- Instance Certificate (signed by realm)
     |   did:macula:io.customer.org.app1.node02
     |
     +-- Instance Certificate (signed by realm)
         did:macula:io.customer.org.app2.node01
Certificate Structure
#{
    subject => #{
        did => <<"did:macula:io.customer.org.app.node01">>,
        common_name => <<"app.node01.io.customer.org">>
    },
    issuer => #{
        did => <<"did:macula:io.customer.org">>,
        common_name => <<"io.customer.org">>
    },
    not_before => 1704067200,
    not_after => 1735689600,
    public_key => <<...>>,   %% Ed25519 (32 bytes)
    signature => <<...>>     %% Ed25519 (64 bytes)
}
Certificate API
Generate Keypair
{PubKey, PrivKey} = macula_cert:generate_keypair().
%% PubKey: 32 bytes, PrivKey: 64 bytes (seed + public key)
Create Realm Certificate (Self-Signed)
RealmDID = <<"did:macula:io.example.org">>,
{PubKey, PrivKey} = macula_cert:generate_keypair(),

{ok, RealmCert} = macula_cert:generate_realm_cert(RealmDID, PubKey, PrivKey).

%% Or with custom validity
{ok, RealmCert} = macula_cert:generate_realm_cert(RealmDID, PubKey, PrivKey, 365).
Create Instance Certificate (Signed by Realm)
InstanceDID = <<"did:macula:io.example.org.app.node01">>,
{InstancePubKey, _} = macula_cert:generate_keypair(),

{ok, InstanceCert} = macula_cert:generate_instance_cert(
    InstanceDID, InstancePubKey, RealmCert, RealmPrivKey
).

%% Or with custom validity (90 days)
{ok, InstanceCert} = macula_cert:generate_instance_cert(
    InstanceDID, InstancePubKey, RealmCert, RealmPrivKey, 90
).
Verify Certificates
ok = macula_cert:verify_self_signed(RealmCert).
ok = macula_cert:verify_cert(InstanceCert, RealmCert).
true = macula_cert:is_valid_now(InstanceCert).
Encode/Decode
{ok, Binary} = macula_cert:encode(Cert).
{ok, Cert} = macula_cert:decode(Binary).
Map = macula_cert:to_map(Cert).
{ok, Cert} = macula_cert:from_map(Map).
Trust Store
The trust store manages trusted realm certificates.
{ok, _Pid} = macula_trust_store:start_link().

%% Add a trusted realm
ok = macula_trust_store:add_trusted_realm(RealmDID, RealmCert).

%% Verify instance cert chains back to a trusted realm
ok = macula_trust_store:verify_instance_cert(InstanceCert).

%% Query trust store
true = macula_trust_store:is_trusted(RealmDID).
{ok, RealmCert} = macula_trust_store:get_realm_cert(RealmDID).
TrustedRealms = macula_trust_store:list_trusted().
Certificate Security Considerations
	Private keys should never leave the generating node
	Instance certificates should have shorter validity (30-90 days)
	Realm certificates can have longer validity (1-5 years)
	Implement automatic renewal before expiration

	Aspect	Self-Sovereign	Traditional PKI
	Trust root	Realm certificate	External CA
	Issuance	Instant, local	Requires CA interaction
	Cost	Free	Often paid
	Privacy	No third party	CA sees all certs
	Revocation	Limited	CRL/OCSP
	Interop	Macula ecosystem	Web browsers, etc.


UCAN-Based Licensing
Macula uses UCAN tokens for software licensing in the marketplace, providing decentralized, capability-based license management.
License Models
	Model	Description	UCAN Configuration
	Free	No restrictions	Auto-granted, no expiration
	Trial	Time-limited evaluation	Short exp (14-30 days)
	Perpetual	One-time purchase	No expiration
	Subscription	Recurring payment	exp set to subscription end
	Per-seat	Limited installations	nb.max_nodes claim

License Token Structure
{
  "iss": "did:macula:io.publisher.org",
  "aud": "did:macula:io.customer.org",
  "exp": 1735689600,
  "nbf": 1704067200,
  "att": [
    {
      "with": "did:macula:io.publisher.org/app/my_app",
      "can": "artifact/run"
    },
    {
      "with": "did:macula:io.publisher.org/app/my_app",
      "can": "artifact/update"
    }
  ],
  "fct": {
    "license_model": "subscription",
    "max_nodes": 5
  }
}
License Capability Types
	Capability	Description
	artifact/run	Permission to run the application
	artifact/update	Permission to update to new versions
	artifact/install	Permission to install the application

License Validation
case bc_gitops_license:validate(LicenseSpec, #{app_name => Name}) of
    ok -> deploy(AppSpec);
    {warning, expiring_soon} -> log_warning("License expiring soon"), deploy(AppSpec);
    {error, expired} -> {error, {license_validation_failed, expired}};
    {error, invalid_signature} -> {error, {license_validation_failed, invalid_signature}};
    {error, node_limit_exceeded} -> {error, {license_validation_failed, node_limit_exceeded}}
end.
License Procurement Flows
Free Applications: User installs, UCAN auto-granted with no expiration.
Trial Applications: User starts trial, UCAN generated with 14-day expiration.
Paid Applications: User installs, payment required, publisher issues UCAN after payment, user retries install.
License Renewal
	User/system requests renewal from publisher
	Payment processed (if subscription)
	Publisher issues new UCAN with extended expiration
	Update app.config with new UCAN
	bc-gitops reconciles with new license


Authorization Flow
When a mesh operation (RPC call, publish, subscribe) is requested, Macula follows this authorization flow:
Step 1: Extract Caller DID
The caller's DID is extracted from:
	TLS Certificate SAN (Subject Alternative Name URI field)
	Message Header (for explicit caller identification)

Step 2: Extract Namespace
The namespace is derived from the topic/procedure:
io.macula.rgfaber.place_order -> io.macula.rgfaber
Step 3: Check Ownership
case macula_authorization:check_namespace_ownership(CallerDID, Namespace) of
    {ok, owner} -> authorized;
    {ok, ancestor} -> authorized;
    {error, not_owner} -> check_ucan()
end.
Step 4: Validate UCAN (if needed)
If the caller doesn't own the namespace, a valid UCAN token is required:
case macula_authorization:validate_ucan_for_operation(UcanToken, CallerDID, Resource, Operation) of
    {ok, authorized} -> proceed;
    {error, Reason} -> deny
end.

Public Topics
Topics containing .public. are world-readable without ownership or UCAN:
io.macula.rgfaber.public.announcements  -> Anyone can subscribe
io.macula.public.news                   -> Anyone can subscribe
Note: Publishing to public topics still requires ownership or a valid UCAN grant.

Revocation
UCANs can be revoked before expiration using the revocation system:
[image: Revocation Flow]
Revocation Process
	Issuer initiates: Only the token issuer can revoke
	Compute CID: SHA-256 hash of the UCAN, base64url encoded
	Sign revocation: Ed25519 signature proves issuer authority
	Broadcast: Published to io.macula.system.ucan_revoked topic
	Cache locally: Each node stores in ETS with TTL

Safeguards
	Safeguard	Implementation
	Issuer-only	Signature validated against issuer's public key
	Rate limiting	Max 10 revocations per issuer per minute
	Auto-expiry	Revocation cached until original UCAN exp time
	Ed25519 required	64-byte signature format enforced

Revocation API
{ok, CID} = macula_ucan_revocation:revoke(IssuerDID, UcanToken, ExpiresAt).
true = macula_ucan_revocation:is_revoked(IssuerDID, CID).

Audit Logging
All authorization decisions are logged via the audit system:
[image: Audit System]
Telemetry Events
	Event	Description
	[macula, authorization, allowed]	Authorization succeeded
	[macula, authorization, denied]	Authorization denied
	[macula, authorization, error]	Authorization check failed

Event Metadata
#{
    operation => call | publish | subscribe | announce,
    caller => <<"did:macula:io.macula.rgfaber">>,
    resource => <<"io.macula.other.service">>,
    timestamp => 1704672000,
    reason => unauthorized | invalid_ucan | expired_ucan | ...
}
ETS Storage (Optional)
macula_authorization_audit:enable().
macula_authorization_audit:disable().
Entries = macula_authorization_audit:get_recent(100).
CallerEntries = macula_authorization_audit:get_by_caller(CallerDID, 50).
Stats = macula_authorization_audit:get_stats().
LRU Eviction
[image: LRU Eviction]
When the log exceeds max_entries, the oldest entries (by timestamp) are evicted, ensuring bounded memory usage while retaining the most recent authorization decisions.
macula_authorization_audit:set_max_entries(5000).
macula_authorization_audit:set_retention(7200).

API Reference
Core Authorization
macula_authorization:check_rpc_call(CallerDID, Procedure, UcanToken, Opts).
macula_authorization:check_publish(CallerDID, Topic, UcanToken, Opts).
macula_authorization:check_subscribe(CallerDID, Topic, Opts).
macula_authorization:check_subscribe(CallerDID, Topic, UcanToken, Opts).
macula_authorization:check_announce(CallerDID, Procedure, Opts).
Namespace Operations
macula_authorization:extract_namespace(<<"io.macula.rgfaber.service">>).
macula_authorization:check_namespace_ownership(CallerDID, Namespace).
macula_authorization:is_public_topic(<<"io.macula.rgfaber.public.news">>).
DID Cache
macula_did_cache:get_or_parse(DID).
macula_did_cache:invalidate(DID).
macula_did_cache:clear().
macula_did_cache:cache_size().
UCAN Revocation
{ok, Pid} = macula_ucan_revocation:start_link().
{ok, CID} = macula_ucan_revocation:revoke(IssuerDID, UcanToken, ExpiresAt).
macula_ucan_revocation:is_revoked(IssuerDID, CID).
macula_ucan_revocation:get_stats().
Audit Logging
{ok, Pid} = macula_authorization_audit:start_link().
macula_authorization_audit:log_authorized(Operation, CallerDID, Resource).
macula_authorization_audit:log_denied(Operation, CallerDID, Resource, Reason).
macula_authorization_audit:get_recent(Limit).
macula_authorization_audit:get_by_caller(CallerDID, Limit).
macula_authorization_audit:get_by_resource(Resource, Limit).
macula_authorization_audit:enable().
macula_authorization_audit:disable().
macula_authorization_audit:set_max_entries(N).
macula_authorization_audit:set_retention(Seconds).

Best Practices
Token Lifetime Guidelines
	Use Case	Recommended Lifetime
	API calls	1-24 hours
	Treatment periods	Days to weeks
	Long-term partnerships	Months (narrow scope)
	Sensitive operations	Always short
	Trial licenses	14-30 days
	Subscription licenses	Match billing period

Security Recommendations
	Use short-lived tokens for sensitive operations
	Narrow capability scope - grant only what's needed
	Monitor audit logs for unusual patterns
	Enable telemetry for real-time observability
	Revoke promptly when relationships end
	Store UCAN tokens securely (encrypted at rest, treat as credentials)
	Always verify Ed25519 signatures on license tokens
	Protect private keys - never leave the generating node

Performance Tips
	DID cache handles repeated lookups efficiently
	Ownership check first - faster than UCAN validation
	ETS audit storage can be disabled in production
	Telemetry handlers should be non-blocking


Glossary
	Term	Definition
	DID	Decentralized Identifier - globally unique, self-sovereign identity
	UCAN	User Controlled Authorization Network - capability-based auth token
	Capability	Permission grant with resource and operation
	Namespace	Hierarchical identifier path (e.g., io.macula.rgfaber)
	CID	Content Identifier - cryptographic hash of content
	LRU	Least Recently Used - cache eviction strategy
	Ed25519	Elliptic curve signature algorithm
	Realm Certificate	Self-signed root certificate for a Macula realm
	Instance Certificate	Certificate signed by a realm certificate for a specific node
	Trust Store	Local store of trusted realm certificates
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    Macula Protocol and Gatekeeper Guide

This guide covers the macula_protocol behaviour and macula_gatekeeper module, which together ensure that only properly implemented applications can participate in the Macula mesh network.
Overview
The Macula mesh uses a gatekeeper pattern to validate applications before allowing them to join:
	macula_protocol - A behaviour that defines the contract mesh-worthy apps must implement
	macula_gatekeeper - A module that validates applications implement the protocol correctly

[image: Gatekeeper Security Model]
Why Gatekeeping?
Without gatekeeping, any application could join the mesh and potentially:
	Consume resources without providing value
	Send malformed messages that break other nodes
	Claim capabilities they don't actually implement
	Impersonate other applications

The gatekeeper ensures applications:
	Implement all required callbacks
	Present valid certificates
	Declare capabilities truthfully
	Can handle mesh operations correctly

The macula_protocol Behaviour
Required Callbacks
Every mesh application must implement these 8 callbacks:
[image: Protocol Callbacks]
Identity and Configuration
%% Returns the application's unique mesh identity
-callback mesh_identity() -> identity().
%% Example: <<"io.macula.alice.weather-app">>

%% Returns the list of capabilities this app requires
-callback mesh_capabilities() -> [capability()].
%% Example: [publish, subscribe, call]

%% Returns the API specification (topics, procedures, content types)
-callback mesh_api() -> api_spec().
%% Example: #{
%%     topics => [<<"weather.updates">>, <<"weather.alerts">>],
%%     procedures => [<<"weather.getForecast">>],
%%     content_types => []
%% }
Message Handlers
%% Handles incoming pub/sub events
-callback handle_mesh_event(Topic :: binary(), Payload :: term()) ->
    ok | {error, term()}.

%% Handles incoming RPC calls
-callback handle_rpc_call(Procedure :: binary(), Args :: list()) ->
    {ok, term()} | {error, term()}.
Content Transfer
%% Provides content when requested by MCID (Macula Content ID)
-callback provide_content(ContentId :: binary()) ->
    {ok, binary()} | {error, term()}.

%% Handles received content
-callback content_received(ContentId :: binary(), Content :: binary()) ->
    ok | {error, term()}.
Health
%% Returns health status (called periodically by gatekeeper)
-callback mesh_health() -> ok | {error, term()}.
Valid Capabilities
Applications must declare which capabilities they need:
	Capability	Description
	publish	Can publish to topics
	subscribe	Can subscribe to topics
	call	Can invoke RPC procedures
	register	Can register RPC procedures
	provide_content	Can serve content via MCID
	consume_content	Can request content via MCID

Example Implementation
-module(my_weather_app).
-behaviour(macula_protocol).

%% Protocol callbacks
-export([
    mesh_identity/0,
    mesh_capabilities/0,
    mesh_api/0,
    handle_mesh_event/2,
    handle_rpc_call/2,
    provide_content/1,
    content_received/2,
    mesh_health/0
]).

%%====================================================================
%% Identity & Configuration
%%====================================================================

mesh_identity() ->
    <<"io.macula.alice.weather-app">>.

mesh_capabilities() ->
    [publish, subscribe, call, register].

mesh_api() ->
    #{
        topics => [<<"weather.updates">>, <<"weather.alerts">>],
        procedures => [<<"weather.getForecast">>, <<"weather.getHistory">>],
        content_types => []
    }.

%%====================================================================
%% Event Handlers
%%====================================================================

handle_mesh_event(<<"weather.alerts">>, #{<<"severity">> := Sev} = Payload) ->
    logger:info("Weather alert received: severity=~p", [Sev]),
    process_alert(Payload),
    ok;
handle_mesh_event(Topic, _Payload) ->
    logger:debug("Ignoring event on ~s", [Topic]),
    ok.

handle_rpc_call(<<"weather.getForecast">>, [Location]) ->
    case fetch_forecast(Location) of
        {ok, Forecast} -> {ok, Forecast};
        {error, Reason} -> {error, Reason}
    end;
handle_rpc_call(<<"weather.getHistory">>, [Location, Days]) ->
    case fetch_history(Location, Days) of
        {ok, History} -> {ok, History};
        {error, Reason} -> {error, Reason}
    end;
handle_rpc_call(Procedure, _Args) ->
    {error, {unknown_procedure, Procedure}}.

%%====================================================================
%% Content Transfer
%%====================================================================

provide_content(_ContentId) ->
    %% This app doesn't provide content
    {error, not_implemented}.

content_received(_ContentId, _Content) ->
    %% This app doesn't consume content
    ok.

%%====================================================================
%% Health
%%====================================================================

mesh_health() ->
    %% Check internal state is healthy
    case check_database_connection() of
        ok -> ok;
        {error, Reason} -> {error, {database_unavailable, Reason}}
    end.

%%====================================================================
%% Internal Functions
%%====================================================================

process_alert(Payload) ->
    %% Handle alert...
    ok.

fetch_forecast(Location) ->
    %% Fetch forecast from database...
    {ok, #{<<"temperature">> => 22, <<"conditions">> => <<"sunny">>}}.

fetch_history(Location, Days) ->
    %% Fetch history from database...
    {ok, []}.

check_database_connection() ->
    ok.
The macula_gatekeeper Module
The gatekeeper validates applications using a pipeline pattern where each step must pass before proceeding to the next.
Verification Pipeline
[image: Gatekeeper Flow]
	Protocol Loaded - Ensure macula_protocol module is available on the target node
	Behaviour Check - Verify all 8 callbacks are exported
	Identity + Certificate - Validate certificate and extract fingerprint
	Capabilities + API - Validate declared capabilities and API spec
	Health Check - Call mesh_health/0 to verify app is functioning

API
verify_beam_app/2,3
Validates a BEAM (Erlang/Elixir) application:
%% Verify on local node
{ok, Manifest} = macula_gatekeeper:verify_beam_app(my_weather_app, CertPem).

%% Verify on remote node
{ok, Manifest} = macula_gatekeeper:verify_beam_app(my_weather_app, CertPem, 'node@host').
Returns {ok, app_manifest()} on success:
#{
    identity => <<"io.macula.alice.weather-app">>,
    capabilities => [publish, subscribe, call, register],
    api => #{topics => [...], procedures => [...], content_types => []},
    certificate_fingerprint => <<"A1B2C3D4...">>,
    verified_at => {{2026,1,23},{12,0,0}}
}
Or {error, Reason} on failure:
	Error	Cause
	no_macula_sdk	macula_protocol not available
	{module_not_found, Module}	Application module not loaded
	{missing_callbacks, [...]}	Not all callbacks exported
	{certificate_invalid, Reason}	Certificate parsing failed
	invalid_capability	Unknown capability declared
	{rpc_failed, Reason}	Remote node communication failed

verify_certificate/2
Validates a certificate independently (used for non-BEAM apps):
case macula_gatekeeper:verify_certificate(CertPem, ExpectedIdentity) of
    {ok, Fingerprint} ->
        %% Fingerprint is 64-char hex SHA-256
        logger:info("Certificate valid, fingerprint: ~s", [Fingerprint]);
    {error, {certificate_invalid, Reason}} ->
        logger:error("Invalid certificate: ~p", [Reason])
end.
validate_operation/3
Checks if an app can perform a specific operation (called per-operation):
Manifest = #{capabilities => [publish, subscribe]},

%% Allowed
ok = macula_gatekeeper:validate_operation(Manifest, publish, <<"topic">>),
ok = macula_gatekeeper:validate_operation(Manifest, subscribe, <<"topic">>),

%% Denied
{error, {capability_not_declared, call}} =
    macula_gatekeeper:validate_operation(Manifest, call, <<"procedure">>).
check_health/1
Performs health check on verified app:
ok = macula_gatekeeper:check_health(Manifest).
Integration with Console
The MaculaCluster.Mesh.AppConnector uses the gatekeeper to validate apps before registering them on the mesh:
# In AppConnector
defp validate_and_register(identity, cert_pem) do
  case :macula_gatekeeper.verify_certificate(cert_pem, identity) do
    {:ok, fingerprint} ->
      Logger.info("Certificate validated, fingerprint: #{fingerprint}")
      register_app_on_mesh(identity)

    {:error, reason} ->
      Logger.warning("Certificate validation failed: #{inspect(reason)}")
      {:error, {:certificate_validation_failed, reason}}
  end
end
Security Model
Hierarchical PKI
Portal (Root CA)
    │
    ├── Console A (Intermediate CA / Street Node)
    │       ├── App 1 (End Entity)
    │       └── App 2 (End Entity)
    │
    └── Console B (Intermediate CA / Street Node)
            ├── App 3 (End Entity)
            └── App 4 (End Entity)
Each Console acts as an intermediate CA for its apps. The gatekeeper validates:
	Certificate chain is valid
	Certificate is not expired
	Certificate fingerprint is recorded for audit

Per-Operation Enforcement
Even after admission, each operation is checked:
%% Before publishing
case macula_gatekeeper:validate_operation(AppManifest, publish, Topic) of
    ok -> proceed_with_publish();
    {error, {capability_not_declared, publish}} -> deny_publish()
end.
This prevents privilege escalation - an app that declared only subscribe cannot later publish.
Utility Functions
The macula_protocol module also exports validation helpers:
%% Validate identity format (reverse domain, 3+ segments)
ok = macula_protocol:validate_identity(<<"io.macula.alice.myapp">>),
{error, insufficient_segments} = macula_protocol:validate_identity(<<"io.macula">>).

%% Check if capability is valid
true = macula_protocol:is_valid_capability(publish),
false = macula_protocol:is_valid_capability(invalid).

%% Validate capability list
ok = macula_protocol:validate_capabilities([publish, subscribe]),
{error, invalid_capability} = macula_protocol:validate_capabilities([publish, invalid]).

%% Validate API spec
ok = macula_protocol:validate_api_spec(#{topics => [<<"t">>], procedures => []}),
{error, invalid_api_entries} = macula_protocol:validate_api_spec(#{topics => ["not binary"]}).
Test Coverage
	Module	Tests	Coverage
	macula_protocol	35	Identity, capabilities, API validation
	macula_gatekeeper	20	Certificate, operations, callbacks

Run tests:
rebar3 eunit --module=macula_protocol_tests
rebar3 eunit --module=macula_gatekeeper_tests

See Also
	Authorization Guide - UCAN-based authorization
	MRI Guide - Resource identifiers
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    Macula Resource Identifiers (MRI)

Typed, hierarchical, queryable identifiers for all resources in the Macula ecosystem.
[image: MRI Architecture]
Overview
MRI provides a unified identification scheme that is:
	Typed - Resource type embedded in identifier, no external lookup needed
	Hierarchical - Natural parent-child relationships via path structure
	Queryable - Efficient tree and graph queries
	Extensible - New types and relationships without code changes
	Decentralized - No central authority required for creation
	BEAM-native - Efficient binary representation, pattern matching friendly

Format
mri:{type}:{realm}/{path}
	Component	Description	Rules
	mri	Literal prefix	Always mri
	type	Resource type	Lowercase, from registry
	realm	Mesh domain	Reverse-domain notation
	path	Hierarchical path	Slash-separated segments

Path Segment Rules
segment = 1-63 characters
        = lowercase alphanumeric, hyphen, underscore
        = no leading/trailing hyphen
        = DNS-compatible

path    = segment *("/" segment)
        = max 10 levels deep
Examples
%% Realms and organizations
<<"mri:realm:io.macula">>
<<"mri:org:io.macula/acme">>

%% Users and apps
<<"mri:user:io.macula/acme/alice">>
<<"mri:app:io.macula/acme/counter">>
<<"mri:service:io.macula/acme/counter/api">>

%% Physical infrastructure
<<"mri:device:io.macula/citypower/cabinet-ams-42">>
<<"mri:location:io.macula/citypower/nl/amsterdam/centrum">>
<<"mri:cluster:io.macula/citypower/amsterdam-grid">>

%% Artifacts and security
<<"mri:artifact:io.macula/acme/counter-v1.2.0">>
<<"mri:license:io.macula/acme/counter/lic-001">>
<<"mri:cert:io.macula/acme/cert-2026-001">>

%% Messaging
<<"mri:topic:io.macula/acme/events.orders.created">>
<<"mri:proc:io.macula/acme/api.users.get">>

%% Taxonomy
<<"mri:class:io.macula/device/edge-device/street-cabinet">>
Type Registry
Logical Resources
	Type	Path Schema	Example
	realm	(none)	mri:realm:io.macula
	org	{org}	mri:org:io.macula/acme
	user	{org}/{user}	mri:user:io.macula/acme/alice
	app	{org}/{app}	mri:app:io.macula/acme/counter
	service	{org}/{app}/{svc}	mri:service:io.macula/acme/counter/api

Artifacts & Security
	Type	Path Schema	Example
	artifact	{org}/{id}	mri:artifact:io.macula/acme/counter-v1.2.0
	license	{org}/{app}/{id}	mri:license:io.macula/acme/counter/lic-001
	cert	{org}/{id}	mri:cert:io.macula/acme/cert-2026-001
	key	{org}/{id}	mri:key:io.macula/acme/signing-key-001

Messaging
	Type	Path Schema	Example
	topic	{org}/{path}	mri:topic:io.macula/acme/events.orders
	proc	{org}/{path}	mri:proc:io.macula/acme/api.users.get
	content	{mcid}	mri:content:io.macula/Qm...abc

Physical Infrastructure
	Type	Path Schema	Example
	device	{org}/{id}	mri:device:io.macula/citypower/cabinet-001
	cluster	{org}/{name}	mri:cluster:io.macula/citypower/amsterdam-grid
	location	{org}/{path}	mri:location:io.macula/citypower/nl/amsterdam
	zone	{org}/{name}	mri:zone:io.macula/citypower/production-dmz
	network	{org}/{name}	mri:network:io.macula/citypower/subnet-10.0.1.0

AI/ML
	Type	Path Schema	Example
	model	{org}/{name}	mri:model:io.macula/acme/classifier-v2
	dataset	{org}/{name}	mri:dataset:io.macula/acme/training-2026-01
	config	{org}/{path}	mri:config:io.macula/acme/app.settings

Taxonomy
	Type	Path Schema	Example
	class	{path}	mri:class:io.macula/edge-device/street-cabinet
	taxonomy	{org}/{name}	mri:taxonomy:io.macula/acme/device-classification

Self-Rooted Identifiers
Stations carry their own root of trust (their Ed25519 pubkey). They have no
reverse-domain realm and no path; the realm field of the MRI carries the pubkey
directly, z-base-32 encoded (32 bytes → 52 chars; the canonical PKARR encoding).
	Type	Path Schema	Example
	station	(none; realm = z32 pubkey)	mri:station:n9h...xyz (52-char z32)

Construct via macula_mri:new(station, Z32Pubkey, []). Validation routes through
macula_z32:decode/1 rather than the reverse-domain regex; rejects non-empty
paths, malformed encoding, wrong-length payloads, and uppercase characters
(z-base-32 is lowercase only).
Core API
Parsing
%% Parse MRI into components
{ok, #{type := app,
       realm := <<"io.macula">>,
       path := [<<"acme">>, <<"counter">>]}} =
    macula_mri:parse(<<"mri:app:io.macula/acme/counter">>).

%% Validation
ok = macula_mri:validate(<<"mri:app:io.macula/acme/counter">>).
{error, invalid_type} = macula_mri:validate(<<"mri:unknown:io.macula/x">>).
Component Access
MRI = <<"mri:service:io.macula/acme/counter/api">>,

app = macula_mri:type(MRI),
<<"io.macula">> = macula_mri:realm(MRI),
[<<"acme">>, <<"counter">>, <<"api">>] = macula_mri:path(MRI).
Hierarchy
%% Parent resolution
<<"mri:app:io.macula/acme/counter">> =
    macula_mri:parent(<<"mri:service:io.macula/acme/counter/api">>).

<<"mri:org:io.macula/acme">> =
    macula_mri:parent(<<"mri:app:io.macula/acme/counter">>).

undefined = macula_mri:parent(<<"mri:realm:io.macula">>).

%% Ancestry check
true = macula_mri:is_ancestor(
    <<"mri:org:io.macula/acme">>,
    <<"mri:service:io.macula/acme/counter/api">>
).
Construction
%% Type-specific constructors
<<"mri:realm:io.macula">> = macula_mri:new_realm(<<"io.macula">>).

<<"mri:org:io.macula/acme">> =
    macula_mri:new_org(<<"io.macula">>, <<"acme">>).

<<"mri:app:io.macula/acme/counter">> =
    macula_mri:new_app(<<"io.macula">>, <<"acme">>, <<"counter">>).

%% Generic constructor
<<"mri:device:io.macula/citypower/cabinet-001">> =
    macula_mri:new(device, #{
        realm => <<"io.macula">>,
        path => [<<"citypower">>, <<"cabinet-001">>]
    }).
Hierarchical Relationships
MRIs encode ownership through path structure:
mri:realm:io.macula
├── mri:org:io.macula/acme
│   ├── mri:user:io.macula/acme/alice
│   ├── mri:user:io.macula/acme/bob
│   └── mri:app:io.macula/acme/counter
│       ├── mri:service:io.macula/acme/counter/api
│       ├── mri:license:io.macula/acme/counter/lic-001
│       └── mri:artifact:io.macula/acme/counter-v1.0.0
└── mri:org:io.macula/citypower
    ├── mri:device:io.macula/citypower/cabinet-001
    └── mri:location:io.macula/citypower/nl/amsterdam
Graph Relationships
Beyond hierarchy, MRIs support cross-cutting relationships:
Relationship Types
Spatial:
	located_at / contains
	adjacent_to

Organizational:
	member_of / has_member
	manages / managed_by
	owns / owned_by

Technical:
	depends_on / depended_on_by
	provides / provided_by
	consumes / consumed_by
	connects_to

Data:
	trained_on / used_to_train
	derived_from / source_of
	version_of

Taxonomic:
	instance_of / has_instance
	subclass_of / superclass_of
	categorized_as / categorizes

Custom Relationships
%% Built-in predicates are atoms
{depends_on, <<"mri:app:...">>}

%% Custom predicates use tagged tuple
{{custom, <<"powered_by">>}, <<"mri:device:...">>}
Storage Behaviours
The core library defines behaviours; storage is pluggable.
macula_mri_store Behaviour
-callback register(mri(), metadata()) -> ok | {error, term()}.
-callback lookup(mri()) -> {ok, metadata()} | {error, not_found}.
-callback update(mri(), metadata()) -> ok | {error, term()}.
-callback delete(mri()) -> ok | {error, term()}.
-callback exists(mri()) -> boolean().
-callback list_children(mri()) -> [mri()].
-callback list_descendants(mri()) -> [mri()].
-callback list_by_type(mri_type(), realm()) -> [mri()].
macula_mri_graph Behaviour
-callback create_relationship(mri(), predicate(), mri()) -> ok | {error, term()}.
-callback delete_relationship(mri(), predicate(), mri()) -> ok | {error, term()}.
-callback related_to(mri(), predicate()) -> [mri()].
-callback related_from(mri(), predicate()) -> [mri()].
-callback traverse_transitive(mri(), predicate(), direction()) -> [mri()].
Available Adapters
	Adapter	Package	Use Case
	macula_mri_ets	macula/ (bundled)	Development, testing
	macula_mri_khepri	macula_mri_khepri	Production (distributed Raft)
	Custom	Your package	Implement behaviours

Configuration
%% In application config
{macula, [
    {mri_store_adapter, macula_mri_khepri_store},
    {mri_graph_adapter, macula_mri_khepri_graph}
]}.
Extensibility
Runtime Type Registration
%% Register custom type without code changes
macula_mri_registry:register_type(<<"streetlight">>, #{
    description => <<"Street lighting fixture">>,
    path_schema => [org, device_id],
    parent_type => device
}).

%% Now valid:
<<"mri:streetlight:io.macula/citypower/light-001">>
Namespace Isolation
%% Realm-specific types
macula_mri_registry:register_type(<<"turbine">>, #{
    realm => <<"io.windpower">>,
    path_schema => [org, farm, turbine_id]
}).

%% Valid in io.windpower realm only
<<"mri:turbine:io.windpower/acme/north-farm/turbine-001">>
Best Practices
MRI Design
	Meaningful segments - /acme/counter not /a/c
	Shallow paths - Aim for 2-4 segments, max 10
	Lowercase only - All segments lowercase
	DNS-compatible - Alphanumeric, hyphen, underscore
	No PII - Use IDs, not email addresses

Type Selection
	Use existing types when they fit
	Check parent type for inheritance
	Consider queryability - type affects indexes
	Document custom types in your realm

Relationships
	Prefer standard predicates over custom
	Add metadata for context (version, timestamp)
	Consider both directions - forward and reverse queries
	Use taxonomy for classification

Related
	Storage: macula_mri_khepri
	Design Document (archived with the deprecated macula-console repo)
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    Development Guide

This guide covers setting up a development environment for contributing to Macula.
Prerequisites
	Erlang/OTP 26+ - Installation Guide
	Rebar3 - Erlang build tool (Installation)
	Git - Version control
	Docker (optional) - For multi-node testing

Quick Setup
# Clone the repository
git clone https://codeberg.org/macula-io/macula.git
cd macula

# Fetch dependencies
rebar3 get-deps

# Compile
rebar3 compile

# Run tests
rebar3 eunit

# Start a shell with Macula loaded
rebar3 shell

Project Structure
Macula SDK is organized as a single Erlang/OTP library with 48 modules:
macula/
├── src/                          # Source code (48 .erl files)
│   ├── macula.erl               # Public facade (connect, subscribe, publish, call, advertise)
│   ├── macula_relay_client.erl  # QUIC relay connection
│   ├── macula_multi_relay.erl   # Multi-homed connections
│   ├── macula_quic.erl          # QUIC transport abstraction
│   ├── macula_protocol_*.erl    # Wire protocol encoding/decoding
│   ├── macula_crypto_nif.erl    # Ed25519, BLAKE3, SHA-256 (Rust NIF + Erlang fallback)
│   ├── macula_ucan_nif.erl      # UCAN token operations (Rust NIF + Erlang fallback)
│   ├── macula_did_nif.erl       # DID document operations (Rust NIF + Erlang fallback)
│   ├── macula_mri.erl           # Resource identifiers (parse, format, hierarchy, trie index)
│   ├── macula_cert_system/      # Ed25519 keypairs, cert generation, trust store
│   ├── macula_dist_system/      # Erlang distribution over relay mesh
│   └── macula_*.erl             # Utilities (id, names, node, realm, time, uri, cache)
├── native/                       # Rust NIF source (Quinn QUIC + crypto/UCAN/DID/MRI)
├── test/                         # EUnit tests
├── include/                      # Header files (.hrl)
├── docs/                         # SDK guides
├── priv/                         # Build scripts, precompiled NIFs
└── rebar.config                  # Build configuration
Server modules (gateway, DHT routing, RPC/PubSub routing, SWIM, peering, etc.) live in macula-station.
Running Tests
All Tests
rebar3 eunit

Specific Module Tests
rebar3 eunit --module=macula_mri_tests
rebar3 eunit --module=macula_crypto_nif_tests

Test Coverage
rebar3 do eunit, cover

Multi-Node Integration Tests
cd docker
docker compose -f docker-compose.multi-node-test.yml build --no-cache
docker compose -f docker-compose.multi-node-test.yml up

Code Quality Standards
Macula follows Idiomatic Erlang principles:
Core Principles
	✅ Pattern matching on function heads - Avoid if and cond
	✅ Guards instead of case - Use guards for simple conditions
	✅ Shallow nesting - Keep nesting to 1-2 levels maximum
	✅ Let it crash - Don't catch errors unless you can handle them meaningfully
	✅ OTP behaviors - Use gen_server, gen_statem, supervisor where appropriate

Example: Good vs. Bad
❌ Bad:
process_message(Msg, State) ->
    if
        is_binary(Msg) ->
            case decode_message(Msg) of
                {ok, Data} ->
                    if
                        Data#data.type == request ->
                            handle_request(Data, State);
                        Data#data.type == response ->
                            handle_response(Data, State)
                    end
            end
    end.
✅ Good:
%% Guard ensures binary input
process_message(Msg, State) when is_binary(Msg) ->
    case decode_message(Msg) of
        {ok, Data} -> handle_decoded_message(Data, State);
        {error, Reason} -> {error, Reason}
    end;
process_message(_Msg, _State) ->
    {error, invalid_message}.

%% Pattern match on data type
handle_decoded_message(#data{type = request} = Data, State) ->
    handle_request(Data, State);
handle_decoded_message(#data{type = response} = Data, State) ->
    handle_response(Data, State).
See CLAUDE.md (at repository root) for complete coding guidelines.
Building Documentation
Macula uses ex_doc for documentation generation:
rebar3 ex_doc

Generated docs appear in doc/ directory. Open doc/index.html in a browser.
Rust NIFs
The SDK includes Rust NIFs for performance-critical operations. They build automatically via priv/build-nifs.sh during rebar3 compile. Requires a Rust toolchain (cargo). If Rust is not available, pure Erlang fallbacks are used.
	NIF Crate	Provides
	native/macula_quic/	Quinn QUIC transport (precompiled download available)
	native/macula_crypto_nif/	Ed25519, BLAKE3, SHA-256
	native/macula_ucan_nif/	UCAN token create/verify
	native/macula_did_nif/	DID document operations
	native/macula_mri_nif/	MRI parsing, trie index

Contributing Workflow
	Read the documentation
	README.md (at repository root) - Project overview
	CLAUDE.md (at repository root) - Coding guidelines


	Create a feature branch
git checkout -b feature/your-feature-name


	Write tests first (TDD approach preferred)
# Create test file
touch test/macula_your_module_tests.erl

# Write failing tests
# Implement functionality
# Verify tests pass
rebar3 eunit --module=macula_your_module_tests


	Follow code quality standards
	Pattern matching over conditionals
	Guards instead of case where possible
	Maximum 1-2 levels of nesting
	Comprehensive tests for new functionality


	Commit and push
git add .
git commit -m "Add feature: your feature description"
git push origin feature/your-feature-name


	Create pull request
	Describe what the PR does
	Reference any related issues
	Ensure all tests pass
	Follow PR template guidelines



Getting Help
	Issues: GitHub Issues
	Documentation: See architecture/ directory for detailed architecture docs


← Back to Documentation
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    Migration — V1 to V2 Pub/Sub

Status (4.0.0): V1 is gone. The V1 single-connection client
(macula_mesh_client) and multi-relay wrapper (macula_multi_relay)
were removed in 4.0.0 alongside every V1 facade entry point. Code
that still calls the V1 surface will not compile against 4.x.
This guide documents the V1→V2 shape changes for anyone migrating
across the boundary. If you are starting fresh on 4.0+, read
CONNECTING_GUIDE.md and
PUBSUB_GUIDE.md instead.

Why V2
The V1 SDK exposed a single-connection client through the
macula facade. One process held one QUIC link to one relay. If
that link died you reconnected; if you wanted resilience you wrote
your own multi-link orchestration; if you wanted realm-per-call
semantics you re-encoded them on top of a connect-time realm option.
V2 makes the resilience model explicit:
	The default handle is a pool of N links, not a single link.
	The pool owns failover, replication, and inbound-event dedup.
	Realm is per call, not connect-time. One pool serves any
number of realms.


What was removed at 4.0.0
Every V1 facade entry point that took a V1 client pid as its first
argument is gone:
	disconnect
	the client-pid forms of subscribe, publish, unsubscribe,
call, advertise, unadvertise
	the V1 REMOTE forms of call_stream and advertise_stream
(LOCAL forms preserved at call_stream/2,3,
open_stream/3,4, advertise_stream/2,3)
	the entire directed-RPC block (call_node, resolve,
list_nodes)
	the client-pid forms of the DHT entries (put_record,
find_record, find_records_by_type, subscribe_records,
unsubscribe_records) — replaced with V2-shaped pool entries
under the same names (first argument is now a pool).

Plus the underlying V1 modules macula_mesh_client and
macula_multi_relay, plus the V1 carrier branch in
macula_stream ({remote, _, _} peer shape and attach_remote/3).

Migration path
Connect
%% V1
{ok, Client} = macula:connect([Url], #{realm => <<"my-realm">>}).

%% V2
RealmTag = my_realm:tag_for(<<"my-realm">>),  %% 32-byte binary
{ok, Pool} = macula:connect([Url], #{}).
The realm is no longer a connect-time option. Derive a 32-byte
realm tag and pass it on every operation.
Subscribe
%% V1
{ok, Sub} = macula:subscribe(Client, Topic, fun(Msg) ->
    handle(Msg)
end).

%% V2 — subscriber pid receives messages
{ok, Sub} = macula:subscribe(Pool, RealmTag, Topic, self()).

%% Then in handle_info/2 (or a receive block):
receive
    {macula_event, Sub, Topic, Payload, _Meta} -> handle(Topic, Payload)
end.
V2 delivers events as Erlang messages — {macula_event, SubRef, Topic, Payload, Meta} — to a subscriber pid rather than
invoking a callback. If your V1 code used the callback-fun form,
wrap your handler in a small gen_server and pass self().
Publish
%% V1
ok = macula:publish(Client, Topic, #{order_id => Id, total => 4999}).
%% Or with opts:
ok = macula:publish(Client, Topic, Payload, #{}).

%% V2
ok = macula:publish(Pool, RealmTag, Topic,
                    #{order_id => Id, total => 4999}).
%% Or with opts:
ok = macula:publish(Pool, RealmTag, Topic, Payload, #{}).
The realm sits between Client and Topic. Mind the position when
porting — the compiler accepts both shapes silently for publish/4
because the arities match, but the runtime will reject the V1 shape
because the second argument must be a 32-byte binary.
Unsubscribe
%% V1
ok = macula:unsubscribe(Client, Sub).

%% V2 — same shape, routes to the pool
ok = macula:unsubscribe(Pool, Sub).
The function shape is identical; the first argument is now a pool
rather than a V1 client.
Close
%% V1 (the function `close/1' meant "close a stream")
ok = macula:close(Stream).

%% V2 — `close/1` now means "close a pool". Stream-close is renamed.
ok = macula:close(Pool).               %% Close the pool
ok = macula:close_stream(Stream).      %% Close a V1 stream
ok = macula:close_send(Stream).        %% Half-close write side (unchanged)
Every callsite of macula:close/1 against a stream pid must be
renamed to macula:close_stream/1. The compiler does not catch
this — the arity is the same; the runtime will mis-route.
If you have a project-wide V1 stream client, a single sed pass
covers most of it:
grep -rn 'macula:close(' apps/ src/ test/
# Audit each hit. If the argument is a stream() pid, rename to close_stream/1.
# If the argument is a pool() pid, leave it alone — it's V2.


Behaviour changes
A few semantic differences apply regardless of which migration path
you take.
Realm shape
V1 used a human-readable realm string passed as #{realm => Bin} at
connect. V2 uses a 32-byte tag passed per call.
%% V1 — realm was opaque to the client; the relay tagged it
ConnectOpts = #{realm => <<"my-realm">>}.

%% V2 — realm is a fixed 32 bytes
RealmTag = macula_realm:id(<<"my-realm">>).
%% (SHA-256 of the realm name; or use your application's own derivation)
If you operate your own realm registry, derive 32-byte tags there.
For the standard registry, use macula_realm:id/1 (SHA-256 of the
realm name) or the equivalent in your realm domain.
Subscriber message format
V1 callbacks received a single argument — the payload. V2
subscribers receive a 5-tuple:
{macula_event, SubRef, Topic, Payload, Meta}
The extra fields are useful: Meta carries realm, publisher,
seq, and delivered_via. Many V1 callsites that ignored topic /
metadata can keep doing so by pattern-matching only on Payload.
Termination message
V2 subscribers receive exactly one terminal message when the
subscription ends:
{macula_event_gone, SubRef, Reason}
V1 had no equivalent. Handle it in your subscriber's handle_info/2
to clean up, restart, or stop. Common reasons: pool_closed (the
pool was explicitly closed), {disconnected, _} (a link backing
this sub was torn down — the pool will respawn and replay, but
existing subscribers see a gone event for the old link's ref).
Replication
V1 had no concept of replication — one client, one link. V2's
replication_factor defaults to 1 (one link accepts each
PUBLISH). Migrating callers don't need to change anything; this
default reproduces V1 behaviour. Up the value when you want
multi-link redundancy:
{ok, Pool} = macula:connect(Seeds, #{replication_factor => 2}).
Dedup
V2 dedupes inbound EVENTs by (Realm, Publisher, Seq) over a
configurable window. V1 had no dedup — the application was
expected to handle replays itself. If your V1 code had idempotency
guards on the receive path, leave them: they remain useful as
a defence in depth.
Failover
V1 reconnected after disconnect. V2's pool monitors each link;
when one dies it respawns after 1s and replays subscriptions. The
application sees a continuous event stream as long as any link
in the pool is up.

What to test after migrating
	Connect. macula:connect/2 returns a pid; the pool boots.
	Subscribe. subscribe/4 returns {ok, SubRef}; subscriber
receives {macula_event, SubRef, _, _, _} for matching publishes.
	Publish. publish/4 returns ok; another subscriber on the
same (Realm, Topic) sees the payload.
	Realm isolation. A subscriber on RealmA does not see events
published to RealmB, even if Topic is identical.
	Pool close. close/1 triggers exactly one event_gone per
live subscription with reason pool_closed.
	Subscriber death. Killing the subscriber pid cleans up the
sub spec automatically (no event_gone is delivered to a dead
pid; the pool drops the spec on 'DOWN').
	Stream close rename (if your app uses streams). Every
macula:close/1 callsite against a stream pid is now
macula:close_stream/1.

A working gen_server test fixture lives in
test/macula_facade_tests.erl for reference.

Removed test files (V1 facade fixtures)
If your project pinned to specific test files inside the SDK, three
were removed in 3.11.0 because the V2 surface superseded them:
	test/macula_client_SUITE.erl
	test/macula_client_integration_SUITE.erl
	test/macula_client_pubsub_tests.erl

V1 still has direct-module test coverage in
macula_mesh_client_validate_tests.erl and
macula_multi_relay_tests.erl. If you depended on the deleted
files, switch to those.

Cheatsheet
	Action	V1	V2
	Connect	{ok, C} = macula:connect([U], #{realm => R})	{ok, P} = macula:connect([U], #{})
	Subscribe (callback fun)	macula:subscribe(C, T, fun(M) -> ... end)	wrap fun in a gen_server, then subscribe(P, R, T, self())
	Subscribe (pid)	macula:subscribe(C, T, self())	macula:subscribe(P, R, T, self())
	Publish	macula:publish(C, T, Payload)	macula:publish(P, R, T, Payload)
	Publish w/ opts	macula:publish(C, T, Payload, Opts)	macula:publish(P, R, T, Payload, Opts)
	Unsubscribe	macula:unsubscribe(C, Sub)	macula:unsubscribe(P, Sub)
	Disconnect	macula:disconnect(C)	macula:close(P)
	Close stream	macula:close(Stream)	macula:close_stream(Stream)

Where C = V1 client, P = V2 pool, R = 32-byte realm tag,
T = topic.

Phase 2 outlook
The 3.11.0 release is Phase 1 of PLAN_V2_PARITY. Phase 2
adds:
	macula_auth — UCAN/DID minting, delegation, verification, proof
carrying. Hard gate item; not optional.
	Plumtree gossip across stations so daemons connected to different
stations see each other's events without tight DHT coupling.
	Tighter wire-level UNSUBSCRIBE on last-consumer leave.
	Subscription replay with server-side seq checkpointing
(at_least_once opt-in).

These are additive — V2 callers won't break crossing 3.12+ unless we
ship a major.

See also
	Connecting Guide — pool model
	Pub/Sub Guide — V2 surface in detail
	macula facade — every
function (V1 and V2)
	macula_mesh_client
— V1 single-connection client (still in the tree)
	macula_client —
V2 pool
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    Roadmap

⚠️ OUTDATED (2026-04-20): References archived repos
(macula-neurolab, macula-tweann, macula-os, macula-os-nix,
macula-nifs, macula-neuroevolution-{esdb,evoq}, macula-console,
macula-arcade, macula-marketplace, macula-gitops).
See current repos at rgfaber/faber- and hecate-social/hecate-.
Kept for historical reference only.

Macula SDK Roadmap
Last Updated: 2026-04-09
Current Version: v1.0.0
Status: SDK/Relay split complete. 48-module client SDK published to hex.pm.


v1.0.0 (Current) -- SDK/Relay Separation
	[x] Split macula into lean SDK (48 modules) + macula-relay (119 modules)
	[x] Absorb macula-nifs (crypto, UCAN, DID, MRI Rust NIFs) into SDK
	[x] Consolidate MRI into single canonical definition with NIF-accelerated trie index
	[x] Publish to hex.pm, archive macula-nifs and macula-ex
	[x] Update all consumers (hecate-daemon, hecate-stub, hecate-app-weather)

v1.1.0 -- SDK Polish
	[ ] Precompiled NIF binaries for crypto/UCAN/DID/MRI (like Quinn QUIC NIF)
	[ ] Improve SDK documentation with more examples
	[ ] Connection health monitoring API
	[ ] Subscription persistence across reconnects

v1.2.0 -- Multi-Relay Resilience
	[ ] Automatic failover to nearest relay on disconnect
	[ ] Multi-homed connections (connect to N relays simultaneously)
	[ ] RTT-based relay selection with periodic re-evaluation
	[ ] Connection quality metrics API

Future
	[ ] Language-specific SDKs (Go, Rust, Python) via macula wire protocol
	[ ] WebSocket transport option (browser clients)
	[ ] End-to-end encryption (relay cannot read payload)


For relay server roadmap (DHT improvements, peering, SWIM, content transfer),
see macula-station.
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macula 
    



      
Macula SDK — Public API for mesh applications.
This is the main entry point for applications using the Macula SDK.
Apps connect via connect/2, which returns a macula_client pool that internally wraps N peering links to N stations. publish/4,5, subscribe/4,5, unsubscribe/2, call/5, advertise/5, unadvertise/3, call_stream/5, advertise_stream/5, and unadvertise_stream/3 route through the pool with realm-per-call semantics. See macula_pubsub for the slice module of the publish/subscribe surface.
LOCAL streaming (call_stream/2,3, open_stream/3,4, advertise_stream/2,3, unadvertise_stream/1) dispatches in-process via macula_stream_local — for unit tests and same-BEAM pairs.
Erlang distribution over the mesh ships via join_mesh/1 (V2 pool carrier) or join_dist_relay/1 (dedicated dist relay). See macula_dist_relay / macula_dist_system.

      


      
        Summary


  
    Types
  


    
      
        mcid/0

      


    


    
      
        pool/0

      


    


    
      
        procedure/0

      


    


    
      
        realm/0

      


        32-byte realm tag.



    


    
      
        record/0

      


    


    
      
        record_key/0

      


        DHT storage key — macula_record:storage_key/1 output.



    


    
      
        record_type/0

      


    


    
      
        stream/0

      


    


    
      
        stream_handler/0

      


    


    
      
        stream_mode/0

      


    


    
      
        topic/0

      


    





  
    Functions
  


    
      
        abort(Stream, Code, Message)

      


        Abort the stream with an error frame.



    


    
      
        advertise(Pool, Realm, Procedure, Handler, Opts)

      


        Advertise a procedure handler on a V2 pool. Fans out to every healthy link and stores in pool state for replay on link respawn. See macula_client:advertise/4.



    


    
      
        advertise_stream(Procedure, Handler)

      


        Advertise a LOCAL in-process streaming procedure (default: server_stream).



    


    
      
        advertise_stream(Procedure, Mode, Handler)

      


        Advertise a LOCAL in-process streaming procedure with mode.



    


    
      
        advertise_stream(Pool, Realm, Procedure, Mode, Handler)

      


        Advertise a streaming procedure on a V2 pool. Fans out to every healthy link and stores in pool state for replay on link respawn. See macula_client:advertise_stream/5.



    


    
      
        await_reply(Stream)

      


        Wait for the terminal reply (client-stream / bidi).



    


    
      
        await_reply(Stream, Timeout)

      


    


    
      
        call(Pool, Realm, Procedure, Payload, TimeoutMs)

      


        Issue a CALL frame against a V2 pool. First-success across the pool's healthy links. See macula_client:call/5.



    


    
      
        call_stream(Procedure, Args)

      


        Open a LOCAL in-process server-stream call. Used for unit tests and same-BEAM dispatch via macula_stream_local.



    


    
      
        call_stream(Procedure, Args, Opts)

      


        Open a LOCAL in-process server-stream call with options.



    


    
      
        call_stream(Pool, Realm, Procedure, Args, Opts)

      


        Open a streaming RPC against a V2 pool. Picks the first currently-healthy link and opens the stream there; the returned stream is sticky-to-link (errors with peer_down if the link dies; caller re-opens). See macula_client:call_stream/5.



    


    
      
        child_spec(Id, Seeds, Opts)

      


        OTP child spec to drop a V2 pool into a caller's supervision tree.



    


    
      
        close(Pool)

      


        Stop a V2 pool. Every subscriber receives a final {macula_event_gone, SubRef, pool_closed} message.



    


    
      
        close_send(Stream)

      


        Half-close the write side; recv still drains.



    


    
      
        close_stream(Stream)

      


        Close a V1 stream (both sides). Renamed from close/1 in 3.11.0 because close/1 now refers to the V2 pool surface.



    


    
      
        connect(Seeds, Opts)

      


        Connect to the Macula relay mesh and return a pool handle.



    


    
      
        ensure_distributed()

      


        Ensure this node is running in distributed mode.



    


    
      
        find_record(Pool, Key)

      


        Fetch a record from the mesh DHT by its macula_record:storage_key/1.



    


    
      
        find_records_by_type(Pool, Type)

      


        Return every record of a given type currently visible from the pool's connected stations.



    


    
      
        get_content(Pool, MCID)

      


        Fetch the bytes for a previously-stored MCID. Returns {error, not_found} if no provider in the pool's reach holds a copy. The returned binary is BLAKE3-verified by the relay before it leaves the store, so the caller does not need to re-verify.



    


    
      
        get_cookie()

      


        Get the Erlang cluster cookie.



    


    
      
        join_dist_relay(Opts)

      


        Enable Erlang distribution over a dedicated dist relay (macula-io/macula-dist-relay).



    


    
      
        join_mesh(Opts)

      


        Join the Macula relay mesh with Erlang distribution.



    


    
      
        links(Pool)

      


        Per-link snapshot of a V2 pool — one entry per spawned link with its peer station node_id (pubkey), dial host, pid, and connected flag. Use this to resolve a specific station (by pubkey or hostname) to its link for targeted, per-station operations. See macula_client:links/1 for the link_info() shape.



    


    
      
        monitor_nodes()

      


        Subscribe to node up/down events.



    


    
      
        open_stream(Procedure, Args, Opts)

      


        Open a LOCAL in-process client-stream or bidi call. Used for unit tests and same-BEAM dispatch via macula_stream_local.



    


    
      
        open_stream(Procedure, Args, Opts, Mode)

      


        Open a LOCAL in-process stream with explicit mode.



    


    
      
        publish(Pool, Realm, Topic, Payload)

      


        Publish to (Realm, Topic) on Pool. Equivalent to publish/5 with empty opts.



    


    
      
        publish(Pool, Realm, Topic, Payload, Opts)

      


        Publish to (Realm, Topic) on Pool with options. See macula_pubsub:publish/5 for honored opts.



    


    
      
        put_content(Pool, Bytes)

      


        Store Bytes in the relay's content store and return its MCID (Macula Content ID — 34 bytes: codec, algo (BLAKE3 = 16#55), then the 32-byte BLAKE3 hash). The blob is sent as a single block; on receipt the relay verifies the payload's BLAKE3 matches the MCID before accepting.



    


    
      
        put_record(Pool, Record)

      


        Store a signed record in the mesh DHT via a V2 pool.



    


    
      
        recv(Stream)

      


        Receive the next chunk (blocks).



    


    
      
        recv(Stream, Timeout)

      


    


    
      
        send(Stream, Bin)

      


        Send a binary chunk on the stream.



    


    
      
        send(Stream, Body, Encoding)

      


        Send a chunk with explicit encoding.



    


    
      
        set_cookie(Cookie)

      


        Set the Erlang cluster cookie.



    


    
      
        set_reply(Stream, Result)

      


        Server-side: emit the terminal reply value.



    


    
      
        status(Pool)

      


        Aggregate health snapshot of a V2 pool. Suitable for /health or /status endpoints; not for hot-loop polling. See macula_client:status/1 for the full shape.



    


    
      
        subscribe(Pool, Realm, Topic, Subscriber)

      


        Subscribe Subscriber to (Realm, Topic) on Pool. Equivalent to subscribe/5 with empty opts.



    


    
      
        subscribe(Pool, Realm, Topic, Subscriber, Opts)

      


        Subscribe Subscriber to (Realm, Topic) on Pool with options. See macula_pubsub:subscribe/5.



    


    
      
        subscribe_callback(Pool, Realm, Topic, Callback)

      


        Subscribe with a callback function. The SDK spawns a small receiver process internally and invokes the callback once per inbound event. See macula_pubsub:subscribe_callback/4.



    


    
      
        subscribe_records(Pool, Type, Callback)

      


        Subscribe to live record-stored events filtered by type.



    


    
      
        unadvertise(Pool, Realm, Procedure)

      


        Stop advertising a procedure on a V2 pool.



    


    
      
        unadvertise_stream(Procedure)

      


        Stop advertising a LOCAL streaming procedure.



    


    
      
        unadvertise_stream(Pool, Realm, Procedure)

      


        Stop advertising a streaming procedure on a V2 pool.



    


    
      
        unmonitor_nodes()

      


        Unsubscribe from node up/down events.



    


    
      
        unsubscribe(Pool, SubRef)

      


        Drop a pool subscription. Idempotent.



    


    
      
        unsubscribe_records(Pool, Ref)

      


        Cancel a subscribe_records/3 subscription.
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      mcid/0



        
          
        

    

  


  

      

          -type mcid() :: 
  
    
    macula_address - macula v5.2.2
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macula-net address derivation: pubkey -> IPv6.
Per the macula-net spec (PLAN_MACULA_NET.md §3.1):
     addr = 0xfd | blake3(realm_master_pubkey)[0:40 bits]
                 | blake3(identity_pubkey)[0:80 bits]
   
Uses macula_blake3_nif:hash/1 for the BLAKE3 primitive — no new NIF; reuses the SDK's existing crypto layer.
[bookmark: Realm-scoped_identity]Realm-scoped identity
An "identity" here is a realm-scoped Ed25519 keypair. A user/daemon in N realms holds N realm-scoped keypairs and gets N addresses (one per realm, all unlinkable at L3). See spec §3.6 for the full model.

      


      
        Summary


  
    Types
  


    
      
        ipv6_address/0

      


        16-byte IPv6



    


    
      
        ipv6_text/0

      


        RFC 5952 lowercase



    


    
      
        pubkey/0

      


        32-byte Ed25519 pubkey



    





  
    Functions
  


    
      
        derive(RealmMasterPubkey, IdentityPubkey)

      


        Derive a macula-net IPv6 address from a realm + identity keypair.



    


    
      
        derive_and_format(RealmMasterPubkey, IdentityPubkey)

      


        Convenience: derive + format in one call.



    


    
      
        format(_)

      


        Render a 16-byte IPv6 binary as RFC 5952 lowercase text.



    





      


      
        Types


        


  
    
      
    
    
      ipv6_address/0



        
          
        

    

  


  

      

          -type ipv6_address() :: 
  
    
    macula_advertise_station - macula v5.2.2
    
    

    


  
  

    
macula_advertise_station 
    



      
Periodic DHT advertisement of a macula-net station.
Mirrors the shape of macula_dist_discovery: build a signed record once, publish it via a caller-supplied put_fn, refresh on a timer at well below the record's TTL.
Phase 2 publishes two record kinds per call:
	One macula_record:station_endpoint/3 — keyed under sha256("station_endpoint" || pubkey) — telling resolvers how to reach the station's QUIC port.
	One macula_record:address_pubkey_map/3 per macula-net address the station hosts — keyed under sha256("address_pubkey_map" || addr) — letting resolvers turn a bare IPv6 into a station pubkey.

The put_fn decoupling lets the same code drive co-located deployments (where the relay's internal API is reachable) and client-only deployments (where a V2 macula_client:pool() is the right primitive). PLAN_MACULA_NET_PHASE2.md §4.1 / §5.

      


      
        Summary


  
    Types
  


    
      
        config/0

      


    


    
      
        put_fn/0

      


    





  
    Functions
  


    
      
        code_change(OldVsn, State, Extra)

      


    


    
      
        current_records()

      


        Return the most recently published record set.



    


    
      
        handle_call(Other, From, State)

      


    


    
      
        handle_cast(Msg, State)

      


    


    
      
        handle_info(Other, State)

      


    


    
      
        init(Config)

      


    


    
      
        refresh_now()

      


        Force an immediate re-advertise. Useful from tests.



    


    
      
        start_link(Config)

      


    


    
      
        stop()

      


    


    
      
        terminate(Reason, State)
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      config/0



        
          
        

    

  


  

      

          -type config() ::
          #{realm_pubkey := 
  
    
    macula_app - macula v5.2.2
    
    

    


  
  

    
macula_app 
    



      
macula public API

      


      
        Summary


  
    Functions
  


    
      
        start(StartType, StartArgs)

      


    


    
      
        stop(State)

      


    





      


      
        Functions


        


  
    
      
    
    
      start(StartType, StartArgs)



        
          
        

    

  


  


  



  
    
      
    
    
      stop(State)
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Daemon-side attachment to a host station.
PLAN_MACULA_NET_PHASE3.md §6.2. The daemon dials its host, sends a signed attach-request frame on a bidi stream, and from then on sends/receives macula-net envelopes through that same stream.
The handshake reuses the existing macula_net_transport_quic pipe — daemons share the transport's framing logic with stations even though they don't accept inbound connections themselves. The handshake frame and subsequent envelopes are length-prefixed CBOR maps.
Phase 3 MVP: no heartbeat (QUIC keepalive holds the connection), no automatic reconnect (Phase 4). Detach is explicit.

      


      
        Summary


  
    Types
  


    
      
        config/0

      


    


    
      
        handle/0

      


    


    
      
        host_endpoint/0

      


    


    
      
        inbound_handler/0

      


    





  
    Functions
  


    
      
        attach(HostEndpoint, RealmPubkey, KeyPair, Opts)

      


        Attach to a host station. Performs the handshake and returns an opaque handle on success. The caller may then push envelopes via send/2 and register an inbound handler via set_inbound_handler/2.



    


    
      
        code_change(OldVsn, State, Extra)

      


    


    
      
        daemon_address(Handle)

      


    


    
      
        detach(Handle)

      


    


    
      
        handle_call(Other, From, State)

      


    


    
      
        handle_cast(Msg, State)

      


    


    
      
        handle_info(Msg, State)

      


    


    
      
        init(Config)

      


    


    
      
        send(Handle, Envelope)

      


        Send a macula-net envelope over the attach stream.



    


    
      
        set_inbound_handler(Handle, Fun)

      


    


    
      
        terminate(Reason, State)

      


    





      


      
        Types


        


  
    
      
    
    
      config/0



        
          
        

    

  


  

      

          -type config() ::
          #{host_endpoint := host_endpoint(),
            realm_pubkey := 
  
    
    macula_blake3_nif - macula v5.2.2
    
    

    


  
  

    
macula_blake3_nif 
    



      
BLAKE3 hashing with NIF acceleration and Erlang fallback.
This module provides BLAKE3 cryptographic hashing with automatic fallback to a pure Erlang implementation when NIFs are not available.
BLAKE3 is the primary hash algorithm for Macula content-addressed storage due to its speed (faster than SHA-256) and security.
[bookmark: Performance]Performance
The NIF implementation (via Rust blake3 crate) is approximately 10-20x faster than the pure Erlang fallback, especially for large inputs.
[bookmark: Usage]Usage
   %% Hash binary data
   Hash = macula_blake3_nif:hash(Data).
  
   %% Hash multiple chunks (streaming)
   Hash = macula_blake3_nif:hash_streaming([Chunk1, Chunk2, Chunk3]).
  
   %% Verify a hash
   true = macula_blake3_nif:verify(Data, ExpectedHash).
  
   %% Get hex-encoded hash
   HexHash = macula_blake3_nif:hash_hex(Data).

      


      
        Summary


  
    Functions
  


    
      
        hash(Data)

      


        Hash binary data using BLAKE3. Returns a 32-byte hash.



    


    
      
        hash_hex(Data)

      


        Hash binary data and return hex-encoded string.



    


    
      
        hash_streaming(Chunks)

      


        Hash multiple chunks using BLAKE3. Streaming hash - processes chunks without concatenating them.



    


    
      
        is_nif_loaded()

      


        Check if NIF is loaded. Note: returns the LAST observed state — a false here may mean the NIF hasn't been triggered to load yet (its -on_load fires only on first module reference). Callers that NEED the NIF status to be definitive should use ensure_crypto_nif_loaded/0 which forces module-load first.



    


    
      
        verify(Data, ExpectedHash)

      


        Verify that data matches an expected BLAKE3 hash.



    





      


      
        Functions


        


  
    
      
    
    
      hash(Data)



        
          
        

    

  


  

      

          -spec hash(binary()) -> binary().


      


Hash binary data using BLAKE3. Returns a 32-byte hash.

  



  
    
      
    
    
      hash_hex(Data)



        
          
        

    

  


  

      

          -spec hash_hex(binary()) -> binary().


      


Hash binary data and return hex-encoded string.

  



  
    
      
    
    
      hash_streaming(Chunks)



        
          
        

    

  


  

      

          -spec hash_streaming([binary()]) -> binary().


      


Hash multiple chunks using BLAKE3. Streaming hash - processes chunks without concatenating them.

  



  
    
      
    
    
      is_nif_loaded()



        
          
        

    

  


  

      

          -spec is_nif_loaded() -> boolean().


      


Check if NIF is loaded. Note: returns the LAST observed state — a false here may mean the NIF hasn't been triggered to load yet (its -on_load fires only on first module reference). Callers that NEED the NIF status to be definitive should use ensure_crypto_nif_loaded/0 which forces module-load first.

  



  
    
      
    
    
      verify(Data, ExpectedHash)



        
          
        

    

  


  

      

          -spec verify(binary(), binary()) -> boolean().


      


Verify that data matches an expected BLAKE3 hash.
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BOLT#4-style error taxonomy for CALL failures (Part 4 §6.1).
Adapted from Lightning Network's BOLT#4 onion-failure codes, which have proven in adversarial conditions that a small, specific taxonomy prevents retry loops and enables post-mortem. Every CALL ERROR frame carries one of these 16 codes plus the reporting station's signature so downstream hops cannot forge "not my fault".
The retry policy column is advisory — the caller's CALL state machine (Phase 4 §6.2 / §6.4) is the actual decision point. Codes are stable across V2 minor versions; new codes append at the next free integer.
Reference: plans/PLAN_MACULA_V2_PART4_LIFECYCLE.md §6.1; plans/PLAN_MACULA_V2_PART6_PROTOCOL.md §13.
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        code/0

      


    


    
      
        info/0

      


    


    
      
        name/0

      


    


    
      
        retry_policy/0

      


    





  
    Functions
  


    
      
        code(Name)

      


        Resolve a name to its integer code.



    


    
      
        info(NameOrCode)

      


        Full info entry for a given name or code.



    


    
      
        is_retryable(NameOrCode)

      


        Whether the spec's recommended retry policy permits a retry at all. none (success), application (handler-level remedy), and crypto_drop (security-critical) are all non-retryable.



    


    
      
        name(Code)

      


        Resolve an integer code to its symbolic name.



    


    
      
        table()

      


        The complete 16-entry table. Order is by code.



    





      


      
        Types


        


  
    
      
    
    
      code/0



        
          
        

    

  


  

      

          -type code() :: 0..15.


      



  



  
    
      
    
    
      info/0



        
          
        

    

  


  

      

          -type info() :: #{code := code(), name := name(), retry := retry_policy()}.


      



  



  
    
      
    
    
      name/0



        
          
        

    

  


  

      

          -type name() ::
          ok | unknown_next_peer | temporary_relay_failure | relay_disabled |
          node_not_found_at_target_relay | target_realm_refused | loop_detected | expiry_too_soon |
          upstream_congestion | invalid_path_header | crypto_puzzle_invalid |
          realm_not_authoritative_here | tombstoned | payload_too_large | signature_invalid |
          unknown_error.


      



  



  
    
      
    
    
      retry_policy/0



        
          
        

    

  


  

      

          -type retry_policy() ::
          none | different_path | same_path_after_backoff | application | crypto_drop |
          caller_recompute | caller_recompute_with_lookup | caller_extends_deadline |
          exponential_backoff | log_and_caution.


      



  


        

      

      
        Functions


        


  
    
      
    
    
      code(Name)



        
          
        

    

  


  

      

          -spec code(name()) -> code().


      


Resolve a name to its integer code.

  



  
    
      
    
    
      info(NameOrCode)



        
          
        

    

  


  

      

          -spec info(name() | code()) -> info().


      


Full info entry for a given name or code.

  



  
    
      
    
    
      is_retryable(NameOrCode)



        
          
        

    

  


  

      

          -spec is_retryable(name() | code()) -> boolean().


      


Whether the spec's recommended retry policy permits a retry at all. none (success), application (handler-level remedy), and crypto_drop (security-critical) are all non-retryable.

  



  
    
      
    
    
      name(Code)



        
          
        

    

  


  

      

          -spec name(code()) -> name().


      


Resolve an integer code to its symbolic name.

  



  
    
      
    
    
      table()



        
          
        

    

  


  

      

          -spec table() -> [info()].


      


The complete 16-entry table. Order is by code.
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Generic LRU cache implementation. Provides least-recently-used eviction with configurable max size.

      


      
        Summary


  
    Types
  


    
      
        cache/0

      


    


    
      
        entry/0

      


    


    
      
        key/0

      


    


    
      
        timestamp/0

      


    


    
      
        value/0

      


    





  
    Functions
  


    
      
        clear(Cache)

      


        Clear all entries.



    


    
      
        get(Cache, Key)

      


        Get entry from cache. Returns {ok, Value, UpdatedCache} or not_found. The updated cache has the entry moved to front (LRU).



    


    
      
        keys(_)

      


        Get all keys in cache (most recent first).



    


    
      
        max_size(_)

      


        Get max size.



    


    
      
        new(MaxSize)

      


        Create new cache with max size.



    


    
      
        put(Cache, Key, Value)

      


        Put entry in cache with current timestamp.



    


    
      
        put(Cache, Key, Value, Timestamp)

      


        Put entry in cache with custom timestamp (for testing).



    


    
      
        remove(Cache, Key)

      


        Remove entry from cache.



    


    
      
        size(_)

      


        Get number of entries.



    





      


      
        Types


        


  
    
      
    
    
      cache/0



        
          
        

    

  


  

      

          -type cache() :: #{entries := [entry()], max_size := pos_integer()}.


      



  



  
    
      
    
    
      entry/0



        
          
        

    

  


  

      

          -type entry() :: #{key := key(), value := value(), timestamp := timestamp()}.


      



  



  
    
      
    
    
      key/0



        
          
        

    

  


  

      

          -type key() :: term().


      



  



  
    
      
    
    
      timestamp/0



        
          
        

    

  


  

      

          -type timestamp() :: integer().


      



  



  
    
      
    
    
      value/0



        
          
        

    

  


  

      

          -type value() :: term().


      



  


        

      

      
        Functions


        


  
    
      
    
    
      clear(Cache)



        
          
        

    

  


  

      

          -spec clear(cache()) -> cache().


      


Clear all entries.

  



  
    
      
    
    
      get(Cache, Key)



        
          
        

    

  


  

      

          -spec get(cache(), key()) -> {ok, value(), cache()} | not_found.


      


Get entry from cache. Returns {ok, Value, UpdatedCache} or not_found. The updated cache has the entry moved to front (LRU).

  



  
    
      
    
    
      keys(_)



        
          
        

    

  


  

      

          -spec keys(cache()) -> [key()].


      


Get all keys in cache (most recent first).

  



  
    
      
    
    
      max_size(_)



        
          
        

    

  


  

      

          -spec max_size(cache()) -> pos_integer().


      


Get max size.

  



  
    
      
    
    
      new(MaxSize)



        
          
        

    

  


  

      

          -spec new(pos_integer()) -> cache().


      


Create new cache with max size.

  



  
    
      
    
    
      put(Cache, Key, Value)



        
          
        

    

  


  

      

          -spec put(cache(), key(), value()) -> cache().


      


Put entry in cache with current timestamp.

  



  
    
      
    
    
      put(Cache, Key, Value, Timestamp)



        
          
        

    

  


  

      

          -spec put(cache(), key(), value(), timestamp()) -> cache().


      


Put entry in cache with custom timestamp (for testing).

  



  
    
      
    
    
      remove(Cache, Key)



        
          
        

    

  


  

      

          -spec remove(cache(), key()) -> cache().


      


Remove entry from cache.

  



  
    
      
    
    
      size(_)



        
          
        

    

  


  

      

          -spec size(cache()) -> non_neg_integer().


      


Get number of entries.
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macula_cache_route 
    



      
TTL-bounded route cache for macula-net.
Phase 2 (PLAN_MACULA_NET_PHASE2.md §4.3). Replaces Phase 1's static station table in macula_route_packet: route_packet consults this cache first, falls back to macula_resolve_address on miss, and inserts the result.
Lookups are O(1) on an ETS set keyed by macula-net IPv6 address. A periodic sweep (gen_server timer) evicts entries whose expires_at has passed; lookups also expire-on-read so a stale entry never escapes.

      


      
        Summary


  
    Types
  


    
      
        lookup_result/0

      


    


    
      
        route_entry/0

      


    





  
    Functions
  


    
      
        code_change(OldVsn, State, Extra)

      


    


    
      
        handle_call(Other, From, State)

      


    


    
      
        handle_cast(Msg, State)

      


    


    
      
        handle_info(Other, State)

      


    


    
      
        init(Opts)

      


    


    
      
        insert(Addr, Entry)

      


    


    
      
        invalidate(Addr)

      


    


    
      
        lookup(Addr)

      


        Look up a route. Returns {ok, Entry} for a live cache hit, expired if the entry was found but past its TTL (also evicted), or miss if no entry was present.



    


    
      
        size()

      


    


    
      
        start_link()

      


    


    
      
        start_link(Opts)

      


    


    
      
        stop()

      


    


    
      
        sweep()

      


        Force a sweep right now. Useful for tests.



    


    
      
        terminate(Reason, State)

      


    





      


      
        Types


        


  
    
      
    
    
      lookup_result/0



        
          
        

    

  


  

      

          -type lookup_result() :: {ok, route_entry()} | miss | expired.


      



  



  
    
      
    
    
      route_entry/0



        
          
        

    

  


  

      

          -type route_entry() ::
          #{station_pubkey := 
  
    
    macula_cbor_nif - macula v5.2.2
    
    

    


  
  

    
macula_cbor_nif 
    



      
CBOR (RFC 8949) pack/unpack for the Macula mesh wire protocol.
Replaces the pure-Erlang msgpack hex package as the per-frame serialization layer. CBOR was chosen because it composes with UCAN, DID, COSE, and IPLD (all of which the platform already uses for identity and auth), has deterministic encoding rules in the spec (RFC 8949 §4.2.1), and is an IETF standard.
Implementation: thin wrapper over the macula_cbor_nif Rust NIF backed by the ciborium crate. There is NO Erlang fallback — the protocol layer is in the same critical path as macula_quic, which also has no Erlang fallback. Failing fast at NIF-load time is the right behavior; a slow Erlang fallback would silently halve throughput.
Type mapping (Erlang -> CBOR):
atom (true, false) -> bool atom (nil, undefined) -> null atom (other) -> text string (LOSSY — decoder returns binary) binary -> byte string (round-trips as binary) integer -> uint / negative int float -> float list -> array tuple -> array (LOSSY — decoder returns list) map -> map
Atoms and tuples lose their type information across the wire — same constraint as the previous msgpack-era protocol.

      


      
        Summary


  
    Functions
  


    
      
        is_nif_loaded()

      


    


    
      
        nif_pack(Term)

      


    


    
      
        nif_unpack(Bytes)

      


    


    
      
        pack(Term)

      


        Encode an Erlang term to CBOR bytes. Crashes ({nif_error, ...}) if the NIF failed to load — intentional, see module-level note on no-fallback.



    


    
      
        unpack(Bytes)

      


        Decode CBOR bytes to an Erlang term. Returns an ok-tuple on success or an error-tuple on malformed input.



    





      


      
        Functions


        


  
    
      
    
    
      is_nif_loaded()



        
          
        

    

  


  

      

          -spec is_nif_loaded() -> boolean().


      



  



  
    
      
    
    
      nif_pack(Term)



        
          
        

    

  


  


  



  
    
      
    
    
      nif_unpack(Bytes)



        
          
        

    

  


  


  



  
    
      
    
    
      pack(Term)



        
          
        

    

  


  

      

          -spec pack(term()) -> binary().


      


Encode an Erlang term to CBOR bytes. Crashes ({nif_error, ...}) if the NIF failed to load — intentional, see module-level note on no-fallback.

  



  
    
      
    
    
      unpack(Bytes)



        
          
        

    

  


  

      

          -spec unpack(binary()) -> {ok, term()} | {error, term()}.


      


Decode CBOR bytes to an Erlang term. Returns an ok-tuple on success or an error-tuple on malformed input.
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macula_cert 
    



      
Macula Self-Sovereign Certificate System
Provides Ed25519 DID-anchored certificate generation and verification. Unlike traditional PKI, these certificates do not require external CAs.
Certificate hierarchy: - Realm certificates are self-signed (root of trust for a namespace) - Instance certificates are signed by the realm certificate
Example usage:
Generate realm keypair and certificate: {PubKey, PrivKey} = macula_cert:generate_keypair(), {ok, RealmCert} = macula_cert:generate_realm_cert(DID, PubKey, PrivKey).
Generate instance certificate signed by realm: {InstPub, InstPriv} = macula_cert:generate_keypair(), {ok, InstCert} = macula_cert:generate_instance_cert(InstanceDID, InstPub, RealmCert, PrivKey).
Verify certificate chain: ok = macula_cert:verify_cert(InstCert, RealmCert).

      


      
        Summary


  
    Types
  


    
      
        macula_cert/0

      


    


    
      
        macula_cert_request/0

      


    





  
    Functions
  


    
      
        canonical_form(Cert)

      


        Generate canonical form for signing/verification The canonical form excludes the signature field and is deterministic.



    


    
      
        cn_to_did(CN)

      


        Convert common name to DID format Example: "app.io.example" becomes "did:macula:io.example.app"



    


    
      
        decode(Binary)

      


        Decode certificate from binary format



    


    
      
        did_to_cn(DID)

      


        Convert DID to common name format Example: "did:macula:io.example.app" becomes "app.io.example"



    


    
      
        encode(Cert)

      


        Encode certificate to binary format Uses term_to_binary for now; can switch to CBOR/JSON for interop.



    


    
      
        extract_realm_did(InstanceDID)

      


        Extract realm DID from an instance DID Example: "did:macula:io.example.app.node01" becomes "did:macula:io.example"



    


    
      
        from_map(Map)

      


        Convert map to certificate record



    


    
      
        generate_instance_cert(InstanceDID, InstancePubKey, RealmCert, RealmPrivKey)

      


        Generate an instance certificate signed by a realm certificate The instance DID must be under the realm's namespace.



    


    
      
        generate_instance_cert(InstanceDID, InstancePubKey, RealmCert, RealmPrivKey, ValidityDays)

      


        Generate an instance certificate with custom validity



    


    
      
        generate_keypair()

      


        Generate a new Ed25519 keypair Returns {PublicKey, PrivateKey} as raw binaries.



    


    
      
        generate_realm_cert(RealmDID, PublicKey, PrivateKey)

      


        Generate a self-signed realm certificate Realm certificates are the root of trust for a namespace.



    


    
      
        generate_realm_cert(RealmDID, PublicKey, PrivateKey, ValidityDays)

      


        Generate a self-signed realm certificate with custom validity



    


    
      
        generate_serial()

      


        Generate a random certificate serial number



    


    
      
        is_expired(Cert)

      


        Check if a certificate is expired



    


    
      
        is_valid_now(Cert)

      


        Check if a certificate is currently valid (within validity period)



    


    
      
        sign_cert_request(Request, RealmCert, RealmPrivKey)

      


        Sign a certificate request Used when processing CSRs from remote instances.



    


    
      
        to_map(Cert)

      


        Convert certificate record to map



    


    
      
        verify_cert(InstanceCert, IssuerCert)

      


        Verify an instance certificate against its issuer (realm) certificate



    


    
      
        verify_self_signed(Cert)

      


        Verify a self-signed (realm) certificate



    





      


      
        Types


        


  
    
      
    
    
      macula_cert/0



        
          
        

    

  


  

      

          -type macula_cert() ::
          #macula_cert{subject_did :: binary(),
                       subject_cn :: binary(),
                       issuer_did :: binary(),
                       issuer_cn :: binary(),
                       not_before :: non_neg_integer(),
                       not_after :: non_neg_integer(),
                       public_key :: binary(),
                       signature :: binary(),
                       serial :: binary(),
                       version :: pos_integer(),
                       extensions :: map()}.


      



  



  
    
      
    
    
      macula_cert_request/0



        
          
        

    

  


  

      

          -type macula_cert_request() ::
          #macula_cert_request{subject_did :: binary(),
                               subject_cn :: binary(),
                               public_key :: binary(),
                               validity_days :: pos_integer()}.


      



  


        

      

      
        Functions


        


  
    
      
    
    
      canonical_form(Cert)



        
          
        

    

  


  

      

          -spec canonical_form(Cert :: macula_cert()) -> binary().


      


Generate canonical form for signing/verification The canonical form excludes the signature field and is deterministic.

  



  
    
      
    
    
      cn_to_did(CN)



        
          
        

    

  


  

      

          -spec cn_to_did(CN :: binary()) -> binary().


      


Convert common name to DID format Example: "app.io.example" becomes "did:macula:io.example.app"

  



  
    
      
    
    
      decode(Binary)



        
          
        

    

  


  

      

          -spec decode(Binary :: binary()) -> {ok, macula_cert()} | {error, term()}.


      


Decode certificate from binary format

  



  
    
      
    
    
      did_to_cn(DID)



        
          
        

    

  


  

      

          -spec did_to_cn(DID :: binary()) -> binary().


      


Convert DID to common name format Example: "did:macula:io.example.app" becomes "app.io.example"

  



  
    
      
    
    
      encode(Cert)



        
          
        

    

  


  

      

          -spec encode(Cert :: macula_cert()) -> binary().


      


Encode certificate to binary format Uses term_to_binary for now; can switch to CBOR/JSON for interop.

  



  
    
      
    
    
      extract_realm_did(InstanceDID)



        
          
        

    

  


  

      

          -spec extract_realm_did(InstanceDID :: binary()) -> binary().


      


Extract realm DID from an instance DID Example: "did:macula:io.example.app.node01" becomes "did:macula:io.example"

  



  
    
      
    
    
      from_map(Map)



        
          
        

    

  


  

      

          -spec from_map(Map :: map()) -> {ok, macula_cert()} | {error, term()}.


      


Convert map to certificate record

  



  
    
      
    
    
      generate_instance_cert(InstanceDID, InstancePubKey, RealmCert, RealmPrivKey)



        
          
        

    

  


  

      

          -spec generate_instance_cert(InstanceDID :: binary(),
                             InstancePubKey :: binary(),
                             RealmCert :: macula_cert(),
                             RealmPrivKey :: binary()) ->
                                {ok, macula_cert()} | {error, term()}.


      


Generate an instance certificate signed by a realm certificate The instance DID must be under the realm's namespace.

  



  
    
      
    
    
      generate_instance_cert(InstanceDID, InstancePubKey, RealmCert, RealmPrivKey, ValidityDays)



        
          
        

    

  


  

      

          -spec generate_instance_cert(InstanceDID :: binary(),
                             InstancePubKey :: binary(),
                             RealmCert :: macula_cert(),
                             RealmPrivKey :: binary(),
                             ValidityDays :: pos_integer()) ->
                                {ok, macula_cert()} | {error, term()}.


      


Generate an instance certificate with custom validity

  



  
    
      
    
    
      generate_keypair()



        
          
        

    

  


  

      

          -spec generate_keypair() -> {PublicKey :: binary(), PrivateKey :: binary()}.


      


Generate a new Ed25519 keypair Returns {PublicKey, PrivateKey} as raw binaries.

  



  
    
      
    
    
      generate_realm_cert(RealmDID, PublicKey, PrivateKey)



        
          
        

    

  


  

      

          -spec generate_realm_cert(RealmDID :: binary(), PublicKey :: binary(), PrivateKey :: binary()) ->
                             {ok, macula_cert()} | {error, term()}.


      


Generate a self-signed realm certificate Realm certificates are the root of trust for a namespace.

  



  
    
      
    
    
      generate_realm_cert(RealmDID, PublicKey, PrivateKey, ValidityDays)



        
          
        

    

  


  

      

          -spec generate_realm_cert(RealmDID :: binary(),
                          PublicKey :: binary(),
                          PrivateKey :: binary(),
                          ValidityDays :: pos_integer()) ->
                             {ok, macula_cert()} | {error, term()}.


      


Generate a self-signed realm certificate with custom validity

  



  
    
      
    
    
      generate_serial()



        
          
        

    

  


  

      

          -spec generate_serial() -> binary().


      


Generate a random certificate serial number

  



  
    
      
    
    
      is_expired(Cert)



        
          
        

    

  


  

      

          -spec is_expired(Cert :: macula_cert()) -> boolean().


      


Check if a certificate is expired

  



  
    
      
    
    
      is_valid_now(Cert)



        
          
        

    

  


  

      

          -spec is_valid_now(Cert :: macula_cert()) -> boolean().


      


Check if a certificate is currently valid (within validity period)

  



  
    
      
    
    
      sign_cert_request(Request, RealmCert, RealmPrivKey)



        
          
        

    

  


  

      

          -spec sign_cert_request(Request :: macula_cert_request(),
                        RealmCert :: macula_cert(),
                        RealmPrivKey :: binary()) ->
                           {ok, macula_cert()} | {error, term()}.


      


Sign a certificate request Used when processing CSRs from remote instances.

  



  
    
      
    
    
      to_map(Cert)



        
          
        

    

  


  

      

          -spec to_map(Cert :: macula_cert()) -> map().


      


Convert certificate record to map

  



  
    
      
    
    
      verify_cert(InstanceCert, IssuerCert)



        
          
        

    

  


  

      

          -spec verify_cert(InstanceCert :: macula_cert(), IssuerCert :: macula_cert()) -> ok | {error, term()}.


      


Verify an instance certificate against its issuer (realm) certificate

  



  
    
      
    
    
      verify_self_signed(Cert)



        
          
        

    

  


  

      

          -spec verify_self_signed(Cert :: macula_cert()) -> ok | {error, term()}.


      


Verify a self-signed (realm) certificate

  


        

      


  

  
    
    macula_cert_system - macula v5.2.2
    
    

    


  
  

    
macula_cert_system 
    



      
Macula Certificate System Supervisor
Supervises the certificate-related processes: - macula_trust_store: ETS-based trust store for realm certificates

      


      
        Summary


  
    Functions
  


    
      
        get_trust_store()

      


        Get the trust store process



    


    
      
        start_link()

      


        Start the certificate system with default options



    


    
      
        start_link(Opts)

      


        Start the certificate system with options



    





      


      
        Functions


        


  
    
      
    
    
      get_trust_store()



        
          
        

    

  


  

      

          -spec get_trust_store() -> pid() | undefined.


      


Get the trust store process

  



  
    
      
    
    
      start_link()



        
          
        

    

  


  

      

          -spec start_link() -> {ok, pid()} | {error, term()}.


      


Start the certificate system with default options

  



  
    
      
    
    
      start_link(Opts)



        
          
        

    

  


  

      

          -spec start_link(Opts :: map()) -> {ok, pid()} | {error, term()}.


      


Start the certificate system with options
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macula_client 
    



      
macula_client — the canonical pool client.
Holds N peering links to N stations and routes ops with replication, subscription replay, and inbound-event dedup. Apps don't manage individual macula_station_link workers; they call macula_client (or the macula facade, which re-exports the public surface).
Per PLAN_V2_PARITY Q2 §1: pool is the canonical client handle. A single-station link is an internal worker only.
[bookmark: Lifecycle]Lifecycle
  {ok, Pool} = macula_client:connect(Seeds, Opts).
  ok          = macula_client:publish(Pool, Realm, Topic, Payload, #{}).
  {ok, Sub}   = macula_client:subscribe(Pool, Realm, Topic, self(), #{}).
  receive {macula_event, Sub, Topic, Payload, Meta} -> ... end.
  ok          = macula_client:unsubscribe(Pool, Sub).
  ok          = macula_client:close(Pool).
  
[bookmark: Replication]Replication
publish/5 fans the PUBLISH frame to replication_factor (default 1) currently-spawned links. **Partial success counts as success** per PLAN_V2_PARITY §5.1.1: the call returns ok as soon as one link accepts the frame; the others are best-effort. When zero links are spawned the call returns {error, {transient, no_healthy_station}}.
subscribe/5 applies to every spawned link. The pool delivers a deduped event stream to the consumer regardless of which link relayed any given EVENT.
[bookmark: Dedup]Dedup
Inbound EVENT frames are keyed by (Realm, Publisher, Seq) in an ETS table owned by the pool. The table is swept every dedup_sweep_ms (default 30s) for entries older than dedup_window_ms (default 60s).
[bookmark: Replay]Replay
When a link's process dies the pool monitor fires; the pool schedules a respawn after ?LINK_RESPAWN_DELAY_MS (1s). On respawn, the pool re-issues every currently-tracked (Realm, Topic) subscription against the new link via the internal macula_client_replay helper.

      


      
        Summary


  
    Types
  


    
      
        handler/0

      


    


    
      
        link_info/0

      


    


    
      
        opts/0

      


    


    
      
        pool/0

      


    


    
      
        seed/0

      


    


    
      
        status/0

      


        Per-link view returned by links/1. One entry per configured seed that currently has a spawned link worker. node_id is the peer station's pubkey (undefined until CONNECT/HELLO completes); host is the dial host parsed from the seed.



    


    
      
        stream_handler/0

      


    





  
    Functions
  


    
      
        advertise(Pool, Realm, Procedure, Handler)

      


        Advertise a procedure handler on every healthy link. Stored in pool state so links respawned later replay the advertisement. Returns ok when at least one link accepted the registration.



    


    
      
        advertise_stream(Pool, Realm, Procedure, Mode, Handler)

      


        Advertise a streaming procedure handler on every healthy link. Stored in pool state so links respawned later replay the advertisement. Returns ok when at least one link accepted the registration.



    


    
      
        call(Pool, Realm, Procedure, Payload, TimeoutMs)

      


        Issue a CALL frame against the pool. Tries each healthy link in turn and returns the first non-error reply. Returns {error, no_healthy_station} when no link has completed its CONNECT/HELLO handshake.



    


    
      
        call_stream(Pool, Realm, Procedure, Args, Opts)

      


        Open a streaming RPC against the pool. Picks the first currently-healthy link and opens the stream there; the returned stream pid is sticky — if the underlying link dies, the stream errors with {error, peer_down} and the caller must re-open.



    


    
      
        child_spec(Id, Seeds, Opts)

      


        OTP child spec — drop the pool into a caller's supervision tree. Id is the supervisor child id.



    


    
      
        close(Pool)

      


        Stop the pool. Every subscriber receives a final {macula_event_gone, SubRef, pool_closed} message; every link terminates with the pool.



    


    
      
        code_change(OldVsn, S, Extra)

      


    


    
      
        connect(Seeds, Opts)

      


        Spawn a pool with one link per seed. Returns immediately; link handshakes complete asynchronously. Publish/subscribe block until at least one link is connected (or fail with {error, {transient, no_healthy_station}} on the publish path).



    


    
      
        handle_call(Req, From, S)

      


    


    
      
        handle_cast(Msg, S)

      


    


    
      
        handle_info(Other, S)

      


    


    
      
        init(_)

      


    


    
      
        links(Pool)

      


        Per-link snapshot of the pool — one link_info() per configured seed that currently has a spawned link worker. Unlike status/1 (which only aggregates counts), this exposes each link's node_id (peer station pubkey), dial host, pid, and connected flag, so a caller can resolve a specific station (by pubkey or hostname) to its link and address it directly.



    


    
      
        publish(Pool, Realm, Topic, Payload, Opts)

      


        Publish a frame to replication_factor currently-spawned links. Partial success = success. Realm is per-call (32 bytes).



    


    
      
        status(Pool)

      


        Aggregate health snapshot of the pool. Single round-trip to the pool's gen_server plus one is_connected probe per spawned link (each capped at 1s). Suitable for /health or /status endpoints; not for hot-loop polling.



    


    
      
        subscribe(Pool, Realm, Topic, Subscriber, Opts)

      


        Subscribe Subscriber to (Realm, Topic). The pool subscribes every currently-spawned link and dedupes inbound events before fan-out. Returns {ok, SubRef}; Subscriber receives {macula_event, SubRef, Topic, Payload, Meta} for each delivered event and {macula_event_gone, SubRef, Reason} once when the pool closes or the subscriber pid dies.



    


    
      
        terminate(Reason, State)

      


    


    
      
        unadvertise(Pool, Realm, Procedure)

      


        Drop a previously-advertised procedure on every healthy link and remove it from the pool's replay state. Idempotent.



    


    
      
        unadvertise_stream(Pool, Realm, Procedure)

      


        Drop a streaming procedure on every healthy link and remove it from the pool's replay state. Idempotent.



    


    
      
        unsubscribe(Pool, SubRef)

      


        Drop a subscription. Idempotent — unknown SubRef is a no-op. The wire-level link subscription persists for the pool's lifetime (one wire sub per (Realm, Topic) multiplexed across local consumers); Phase 4 will tighten this.



    





      


      
        Types


        


  
    
      
    
    
      handler/0



        
          
        

    

  


  

      

          -type handler() :: fun((term()) -> term()) | {module(), atom()}.


      



  



  
    
      
    
    
      link_info/0



        
          
        

    

  


  

      

          -type link_info() ::
          #{seed := seed(),
            host := binary() | undefined,
            pid := pid(),
            connected := boolean(),
            node_id := macula_identity:pubkey() | undefined}.


      



  



  
    
      
    
    
      opts/0



        
          
        

    

  


  

      

          -type opts() ::
          #{identity => macula_identity:key_pair(),
            replication_factor => pos_integer(),
            capabilities => non_neg_integer(),
            alpn => [binary()],
            connect_timeout_ms => pos_integer(),
            dedup_window_ms => non_neg_integer(),
            dedup_sweep_ms => pos_integer()}.


      



  



  
    
      
    
    
      pool/0



        
          
        

    

  


  

      

          -type pool() :: pid().


      



  



  
    
      
    
    
      seed/0



        
          
        

    

  


  

      

          -type seed() :: binary() | string() | #{host := binary() | string(), port := inet:port_number()}.


      



  



  
    
      
    
    
      status/0



        
          
        

    

  


  

      

          -type status() ::
          #{seeds := [seed()],
            healthy_links := non_neg_integer(),
            failed_links := non_neg_integer(),
            self_node_id := macula_identity:pubkey(),
            subscriptions := non_neg_integer()}.


      


Per-link view returned by links/1. One entry per configured seed that currently has a spawned link worker. node_id is the peer station's pubkey (undefined until CONNECT/HELLO completes); host is the dial host parsed from the seed.

  



  
    
      
    
    
      stream_handler/0



        
          
        

    

  


  

      

          -type stream_handler() :: fun((pid(), term()) -> any()).


      



  


        

      

      
        Functions


        


  
    
      
    
    
      advertise(Pool, Realm, Procedure, Handler)



        
          
        

    

  


  

      

          -spec advertise(pool(), 
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macula_cluster 
    



      
Cluster management utilities for Macula platform.
This module provides cluster infrastructure functions that other applications (like bc_gitops) can delegate to when running on the Macula platform.
[bookmark: Distribution]Distribution
The ensure_distributed/0 function ensures the node is running in distributed mode. If not already distributed, it starts distribution with a generated node name.
[bookmark: Cookie_Management]Cookie Management
Cookies are resolved in this priority order: 1. Application env: {macula, [{cookie, CookieValue}]} 2. Environment variable: MACULA_COOKIE or RELEASE_COOKIE 3. User's ~/.erlang.cookie file 4. Auto-generated (persisted to ~/.erlang.cookie)
[bookmark: Node_Monitoring]Node Monitoring
The monitor_nodes/0 and unmonitor_nodes/0 functions wrap net_kernel:monitor_nodes/1 for subscribing to nodeup/nodedown messages.
[bookmark: bc_gitops_Integration]bc_gitops Integration
When bc_gitops is running on the Macula platform, it detects these exports and delegates clustering operations here. This allows Macula to own cluster infrastructure while bc_gitops remains usable standalone.

      


      
        Summary


  
    Functions
  


    
      
        cookie_file_path()

      


        Get the path to the cookie file.



    


    
      
        ensure_distributed()

      


        Ensure this node is running in distributed mode.



    


    
      
        get_cookie()

      


        Get the Erlang cookie for the cluster.



    


    
      
        get_hostname()

      


        Get the short hostname of this machine.



    


    
      
        is_clustered()

      


        Check if auto-clustering is currently active.



    


    
      
        is_distributed()

      


        Check if this node is running in distributed mode.



    


    
      
        monitor_nodes()

      


        Subscribe to node up/down events.



    


    
      
        nodes()

      


        Get list of connected cluster nodes.



    


    
      
        read_cookie_file()

      


        Read cookie from ~/.erlang.cookie file.



    


    
      
        resolve_cookie()

      


        Resolve the cookie from various sources.



    


    
      
        set_cookie(Cookie)

      


        Set the Erlang cookie for this node and persist it.



    


    
      
        start_cluster()

      


        Start automatic cluster formation with default options.



    


    
      
        start_cluster(Opts)

      


        Start automatic cluster formation with options.



    


    
      
        stop_cluster()

      


        Stop automatic cluster formation.



    


    
      
        unmonitor_nodes()

      


        Unsubscribe from node up/down events.



    





      


      
        Functions


        


  
    
      
    
    
      cookie_file_path()



        
          
        

    

  


  

      

          -spec cookie_file_path() -> file:filename().


      


Get the path to the cookie file.

  



  
    
      
    
    
      ensure_distributed()



        
          
        

    

  


  

      

          -spec ensure_distributed() -> ok | {error, term()}.


      


Ensure this node is running in distributed mode.
If the node is already distributed, returns ok immediately. Otherwise, starts distribution with a generated node name in the format macula_host@hostname.
Examples:
  ok = macula_cluster:ensure_distributed().

  



  
    
      
    
    
      get_cookie()



        
          
        

    

  


  

      

          -spec get_cookie() -> atom().


      


Get the Erlang cookie for the cluster.
Resolves the cookie from various sources in priority order. If no cookie is found, generates and persists a new one.
Resolution Order: 1. Application env: {macula, [{cookie, CookieValue}]} 2. Environment variable: MACULA_COOKIE or RELEASE_COOKIE 3. User's ~/.erlang.cookie file 4. Auto-generated (persisted to ~/.erlang.cookie)
Examples:
  Cookie = macula_cluster:get_cookie().

  



  
    
      
    
    
      get_hostname()



        
          
        

    

  


  

      

          -spec get_hostname() -> string().


      


Get the short hostname of this machine.
Examples:
  "myhost" = macula_cluster:get_hostname().

  



  
    
      
    
    
      is_clustered()



        
          
        

    

  


  

      

          -spec is_clustered() -> boolean().


      


Check if auto-clustering is currently active.
Returns true if any cluster strategy is running (gossip, static, or DHT).

  



  
    
      
    
    
      is_distributed()



        
          
        

    

  


  

      

          -spec is_distributed() -> boolean().


      


Check if this node is running in distributed mode.

  



  
    
      
    
    
      monitor_nodes()



        
          
        

    

  


  

      

          -spec monitor_nodes() -> ok.


      


Subscribe to node up/down events.
After calling this function, the calling process will receive {nodeup, Node} and {nodedown, Node} messages when nodes join or leave the cluster.
Examples:
  ok = macula_cluster:monitor_nodes().
  receive
      {nodeup, Node} -> io:format("Node joined: ~p~n", [Node]);
      {nodedown, Node} -> io:format("Node left: ~p~n", [Node])
  end.

  



  
    
      
    
    
      nodes()



        
          
        

    

  


  

      

          -spec nodes() -> [atom()].


      


Get list of connected cluster nodes.
Returns all nodes connected to this node via Erlang distribution.
Examples:
  Nodes = macula_cluster:nodes().
  %% => ['node1@host1', 'node2@host2']

  



  
    
      
    
    
      read_cookie_file()



        
          
        

    

  


  

      

          -spec read_cookie_file() -> {ok, atom()} | {error, term()}.


      


Read cookie from ~/.erlang.cookie file.

  



  
    
      
    
    
      resolve_cookie()



        
          
        

    

  


  

      

          -spec resolve_cookie() -> {ok, atom()} | {error, not_found}.


      


Resolve the cookie from various sources.

  



  
    
      
    
    
      set_cookie(Cookie)



        
          
        

    

  


  

      

          -spec set_cookie(atom() | binary()) -> ok.


      


Set the Erlang cookie for this node and persist it.
Sets the cookie for the current node and attempts to persist it to ~/.erlang.cookie for future sessions.
Examples:
  ok = macula_cluster:set_cookie(my_secret_cookie).
  ok = macula_cluster:set_cookie(&lt;&lt;"my_secret_cookie"&gt;&gt;).

  



  
    
      
    
    
      start_cluster()



        
          
        

    

  


  

      

          -spec start_cluster() -> ok | {error, term()}.


      


Start automatic cluster formation with default options.
Uses the static strategy by default, reading nodes from: 1. Application env: {macula, [{cluster_nodes, [Node1, Node2, ...]}]} 2. Environment variable: CLUSTER_NODES (comma-separated)
If no nodes are configured, starts the DHT-based discovery strategy.
Examples:
  %% With CLUSTER_NODES env var set
  ok = macula_cluster:start_cluster().
 
  %% Or configure in sys.config
  {macula, [{cluster_nodes, ['node1@host1', 'node2@host2']}]}

  



  
    
      
    
    
      start_cluster(Opts)



        
          
        

    

  


  

      

          -spec start_cluster(map()) -> ok | {error, term()}.


      


Start automatic cluster formation with options.
Options: - strategy: gossip (default), static, mdns, dht, or auto - nodes: List of node atoms (for static strategy) - reconnect_interval: Milliseconds between reconnect attempts (default 5000) - callback: PID or {Module, Function} to receive cluster events
Gossip options (for gossip strategy): - multicast_addr: IPv4 multicast address (default {230, 1, 1, 251}) - port: UDP port (default 45892) - broadcast_interval: Milliseconds between broadcasts (default 1500) - multicast_ttl: TTL for multicast packets (default 1 = same subnet) - secret: Optional binary secret for HMAC authentication
Strategy selection: - gossip: UDP multicast gossip for zero-config LAN (like libcluster Gossip) - static: Uses a known list of nodes (like libcluster Epmd strategy) - mdns: Uses mDNS for local network discovery - dht: Uses Macula's DHT for internet-scale discovery - auto: Chooses strategy based on configuration
Examples:
  %% Gossip strategy for zero-config LAN discovery (recommended)
  ok = macula_cluster:start_cluster(#{
      strategy => gossip
  }).
 
  %% Gossip with custom multicast group
  ok = macula_cluster:start_cluster(#{
      strategy => gossip,
      multicast_addr => {239, 1, 1, 1},
      port => 9999,
      secret => &lt;&lt;"my-cluster-secret"&gt;&gt;
  }).
 
  %% Static strategy with explicit nodes
  ok = macula_cluster:start_cluster(#{
      strategy => static,
      nodes => ['node1@host1', 'node2@host2']
  }).
 
  %% mDNS strategy for local network
  ok = macula_cluster:start_cluster(#{
      strategy => mdns
  }).
 
  %% DHT strategy for internet-scale
  ok = macula_cluster:start_cluster(#{
      strategy => dht
  }).

  



  
    
      
    
    
      stop_cluster()



        
          
        

    

  


  

      

          -spec stop_cluster() -> ok.


      


Stop automatic cluster formation.
Stops the cluster strategy process and disconnects from managed nodes.

  



  
    
      
    
    
      unmonitor_nodes()



        
          
        

    

  


  

      

          -spec unmonitor_nodes() -> ok.


      


Unsubscribe from node up/down events.
Stops the calling process from receiving nodeup/nodedown messages.

  


        

      


  

  
    
    macula_cluster_gossip - macula v5.2.2
    
    

    


  
  

    
macula_cluster_gossip 
    



      
Macula UDP Multicast Gossip Cluster Strategy.
Zero-config cluster formation using UDP multicast for LAN discovery. Equivalent to libcluster's Cluster.Strategy.Gossip.
[bookmark: How_It_Works]How It Works
Each node: 1. Joins a multicast group (default 230.1.1.251) 2. Periodically broadcasts its node name 3. Listens for broadcasts from other nodes 4. Connects to discovered nodes via Erlang distribution
[bookmark: Configuration]Configuration
Start with options:
   {ok, _Pid} = macula_cluster_gossip:start_link(#{
       multicast_addr => {230, 1, 1, 251},  %% Multicast group
       port => 45892,                        %% UDP port
       broadcast_interval => 1500,           %% ms between broadcasts
       multicast_ttl => 1,                   %% TTL (1 = same subnet)
       secret => &lt;&lt;"my-cluster-secret"&gt;&gt;     %% Optional: filter by secret
   }).
Or from environment variables:
   %% MACULA_GOSSIP_ADDR=230.1.1.251
   %% MACULA_GOSSIP_PORT=45892
   %% MACULA_GOSSIP_SECRET=my-cluster-secret
   {ok, _Pid} = macula_cluster_gossip:start_link(#{}).
[bookmark: Network_Requirements]Network Requirements
- Nodes must be on the same multicast-enabled network - UDP port must be open in firewalls - Multicast must be enabled on network interfaces - For Docker, use network_mode: host` or macvlan == Callbacks == Register a callback to receive cluster events: ``` {ok, _Pid} = macula_cluster_gossip:start_link(#{ callback => self() %% PID or {Module, Function} }). %% Receives: {macula_cluster, nodeup, Node} %% Receives: {macula_cluster, nodedown, Node}''

      


      
        Summary


  
    Functions
  


    
      
        broadcast_now()

      


        Force an immediate broadcast.



    


    
      
        broadcast_now(NameOrPid)

      


        Force an immediate broadcast on a named instance.



    


    
      
        get_connected()

      


        Get the list of currently connected nodes.



    


    
      
        get_connected(NameOrPid)

      


        Get connected nodes from a named instance.



    


    
      
        get_discovered()

      


        Get the list of discovered nodes.



    


    
      
        get_discovered(NameOrPid)

      


        Get discovered nodes from a named instance.



    


    
      
        start_link()

      


        Start the gossip cluster strategy with default options.



    


    
      
        start_link(Opts)

      


        Start the gossip cluster strategy with options.



    


    
      
        stop()

      


        Stop the gossip cluster strategy.



    


    
      
        stop(NameOrPid)

      


        Stop a named gossip cluster strategy.



    





      


      
        Functions


        


  
    
      
    
    
      broadcast_now()



        
          
        

    

  


  

      

          -spec broadcast_now() -> ok.


      


Force an immediate broadcast.

  



  
    
      
    
    
      broadcast_now(NameOrPid)



        
          
        

    

  


  

      

          -spec broadcast_now(atom() | pid()) -> ok.


      


Force an immediate broadcast on a named instance.

  



  
    
      
    
    
      get_connected()



        
          
        

    

  


  

      

          -spec get_connected() -> [atom()].


      


Get the list of currently connected nodes.

  



  
    
      
    
    
      get_connected(NameOrPid)



        
          
        

    

  


  

      

          -spec get_connected(atom() | pid()) -> [atom()].


      


Get connected nodes from a named instance.

  



  
    
      
    
    
      get_discovered()



        
          
        

    

  


  

      

          -spec get_discovered() -> [atom()].


      


Get the list of discovered nodes.

  



  
    
      
    
    
      get_discovered(NameOrPid)



        
          
        

    

  


  

      

          -spec get_discovered(atom() | pid()) -> [atom()].


      


Get discovered nodes from a named instance.

  



  
    
      
    
    
      start_link()



        
          
        

    

  


  

      

          -spec start_link() -> {ok, pid()} | {error, term()}.


      


Start the gossip cluster strategy with default options.

  



  
    
      
    
    
      start_link(Opts)



        
          
        

    

  


  

      

          -spec start_link(map()) -> {ok, pid()} | {error, term()}.


      


Start the gossip cluster strategy with options.
Options: - multicast_addr: IPv4 multicast address (default {230, 1, 1, 251}) - port: UDP port (default 45892) - broadcast_interval: Milliseconds between broadcasts (default 1500) - multicast_ttl: Multicast TTL, 1 = same subnet (default 1) - secret: Optional binary secret for filtering broadcasts - callback: PID or {Module, Function} to receive cluster events

  



  
    
      
    
    
      stop()



        
          
        

    

  


  

      

          -spec stop() -> ok.


      


Stop the gossip cluster strategy.

  



  
    
      
    
    
      stop(NameOrPid)



        
          
        

    

  


  

      

          -spec stop(atom() | pid()) -> ok.


      


Stop a named gossip cluster strategy.
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macula_cluster_static 
    



      
Macula Static Cluster Strategy.
A simple cluster formation strategy that connects to a predefined list of nodes. Equivalent to libcluster's Cluster.Strategy.Epmd.
[bookmark: Configuration]Configuration
Start with a list of nodes to connect to:
   {ok, _Pid} = macula_cluster_static:start_link(#{
       nodes => ['node1@host1', 'node2@host2', 'node3@host3'],
       reconnect_interval => 5000  %% ms, default 5000
   }).
Or from environment variables:
   %% CLUSTER_NODES=node1@host1,node2@host2,node3@host3
   {ok, _Pid} = macula_cluster_static:start_link(#{}).
[bookmark: Behavior]Behavior
- Attempts to connect to all configured nodes on startup - Monitors connected nodes for disconnect events - Automatically reconnects to disconnected nodes - Ignores self-connection attempts - Logs connection/disconnection events
[bookmark: Callbacks]Callbacks
Register a callback module to receive cluster events:
   {ok, _Pid} = macula_cluster_static:start_link(#{
       nodes => [...],
       callback => self()  %% PID or {Module, Function}
   }).
   %% Receives: {macula_cluster, nodeup, Node}
   %% Receives: {macula_cluster, nodedown, Node}

      


      
        Summary


  
    Functions
  


    
      
        add_node(Node)

      


        Add a node to the cluster configuration.



    


    
      
        add_node(NameOrPid, Node)

      


        Add a node to a named instance.



    


    
      
        get_connected()

      


        Get the list of currently connected nodes.



    


    
      
        get_connected(NameOrPid)

      


        Get the list of connected nodes from a named instance.



    


    
      
        get_nodes()

      


        Get the list of configured nodes.



    


    
      
        get_nodes(NameOrPid)

      


        Get the list of configured nodes from a named instance.



    


    
      
        remove_node(Node)

      


        Remove a node from the cluster configuration.



    


    
      
        remove_node(NameOrPid, Node)

      


        Remove a node from a named instance.



    


    
      
        start_link()

      


        Start the static cluster strategy with default options.



    


    
      
        start_link(Opts)

      


        Start the static cluster strategy with options.



    


    
      
        stop()

      


        Stop the static cluster strategy.



    


    
      
        stop(NameOrPid)

      


        Stop a named static cluster strategy.



    





      


      
        Functions


        


  
    
      
    
    
      add_node(Node)



        
          
        

    

  


  

      

          -spec add_node(atom()) -> ok.


      


Add a node to the cluster configuration.

  



  
    
      
    
    
      add_node(NameOrPid, Node)



        
          
        

    

  


  

      

          -spec add_node(atom() | pid(), atom()) -> ok.


      


Add a node to a named instance.

  



  
    
      
    
    
      get_connected()



        
          
        

    

  


  

      

          -spec get_connected() -> [atom()].


      


Get the list of currently connected nodes.

  



  
    
      
    
    
      get_connected(NameOrPid)



        
          
        

    

  


  

      

          -spec get_connected(atom() | pid()) -> [atom()].


      


Get the list of connected nodes from a named instance.

  



  
    
      
    
    
      get_nodes()



        
          
        

    

  


  

      

          -spec get_nodes() -> [atom()].


      


Get the list of configured nodes.

  



  
    
      
    
    
      get_nodes(NameOrPid)



        
          
        

    

  


  

      

          -spec get_nodes(atom() | pid()) -> [atom()].


      


Get the list of configured nodes from a named instance.

  



  
    
      
    
    
      remove_node(Node)



        
          
        

    

  


  

      

          -spec remove_node(atom()) -> ok.


      


Remove a node from the cluster configuration.

  



  
    
      
    
    
      remove_node(NameOrPid, Node)



        
          
        

    

  


  

      

          -spec remove_node(atom() | pid(), atom()) -> ok.


      


Remove a node from a named instance.

  



  
    
      
    
    
      start_link()



        
          
        

    

  


  

      

          -spec start_link() -> {ok, pid()} | {error, term()}.


      


Start the static cluster strategy with default options.

  



  
    
      
    
    
      start_link(Opts)



        
          
        

    

  


  

      

          -spec start_link(map()) -> {ok, pid()} | {error, term()}.


      


Start the static cluster strategy with options.
Options: - nodes: List of node atoms to connect to - reconnect_interval: Milliseconds between reconnect attempts (default 5000) - callback: PID or {Module, Function} to receive cluster events

  



  
    
      
    
    
      stop()



        
          
        

    

  


  

      

          -spec stop() -> ok.


      


Stop the static cluster strategy.

  



  
    
      
    
    
      stop(NameOrPid)



        
          
        

    

  


  

      

          -spec stop(atom() | pid()) -> ok.


      


Stop a named static cluster strategy.
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macula_cluster_strategy 
    



      
Macula Cluster Strategy for libcluster.
This module implements a cluster formation strategy using Macula's decentralized discovery (DHT/mDNS) instead of EPMD. It can be used with libcluster in Elixir or standalone in Erlang.
Integration: Works with libcluster (Elixir) or standalone (Erlang).
Discovery Modes: mdns - Local network discovery via mDNS (no bootstrap needed) dht - Internet-scale discovery via Macula DHT both - Try mDNS first, fall back to DHT
Configuration: topology, realm, discovery_type

      


      
        Summary


  
    Functions
  


    
      
        list_connected(NameOrPid)

      


        List currently connected nodes.



    


    
      
        start_link(Opts)

      


        Start the cluster strategy with options.



    


    
      
        start_link(Name, Opts)

      


        Start the cluster strategy with name and options.



    


    
      
        stop(NameOrPid)

      


        Stop the cluster strategy.



    





      


      
        Functions


        


  
    
      
    
    
      list_connected(NameOrPid)



        
          
        

    

  


  

      

          -spec list_connected(atom() | pid()) -> [atom()].


      


List currently connected nodes.

  



  
    
      
    
    
      start_link(Opts)



        
          
        

    

  


  

      

          -spec start_link(map()) -> {ok, pid()} | {error, term()}.


      


Start the cluster strategy with options.

  



  
    
      
    
    
      start_link(Name, Opts)



        
          
        

    

  


  

      

          -spec start_link(atom(), map()) -> {ok, pid()} | {error, term()}.


      


Start the cluster strategy with name and options.

  



  
    
      
    
    
      stop(NameOrPid)



        
          
        

    

  


  

      

          -spec stop(atom() | pid()) -> ok.


      


Stop the cluster strategy.
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macula_console 
    



      
Macula Console Formatter - Beautiful colored terminal output.
Provides ANSI-colored output for ping-pong demo and general logging. Makes demo output visually appealing and easy to read.
Example output:
   --> fc01 -> rc05 [full_cone -> restricted]
   <-- fc01 <- rc05 42ms [restricted]
   [!!] fc01 -> sy07 TIMEOUT [symmetric]
   

      


      
        Summary


  
    Functions
  


    
      
        banner(Config)

      


        Display a startup banner for the node



    


    
      
        error(Prefix, Msg)

      


        Output an error message: [!!] Error message



    


    
      
        info(Prefix, Msg)

      


        Output an info message: [i] Info message



    


    
      
        node_connected(NodeId, NatType)

      


        Output a node connected event: [*] Node fc01 connected (full_cone)



    


    
      
        node_disconnected(NodeId, Reason)

      


        Output a node disconnected event: [*] Node fc01 disconnected



    


    
      
        ping(FromNode, ToNode, FromNat, ToNat)

      


        Output a PING message showing source to target with NAT types



    


    
      
        pong(FromNode, ToNode, RTT, NatType)

      


        Output a PONG message with RTT



    


    
      
        pubsub_recv(ToNode, FromNode, SeqNum, SenderNat, DeliveryRate)

      


        Output a PubSub receive message with delivery rate



    


    
      
        pubsub_send(FromNode, SeqNum, NatType)

      


        Output a PubSub broadcast message with sequence number



    


    
      
        stats(NodeId, StatsMap)

      


        Output statistics for a node StatsMap should contain: pings_sent, pongs_received, timeouts, avg_rtt_ms



    


    
      
        success(Prefix, Msg)

      


        Output a success message: [ok] Success message



    


    
      
        timeout(FromNode, ToNode, NatInfo)

      


        Output a TIMEOUT message for a failed ping



    


    
      
        warning(Prefix, Msg)

      


        Output a warning message: [!] Warning message



    





      


      
        Functions


        


  
    
      
    
    
      banner(Config)



        
          
        

    

  


  

      

          -spec banner(map()) -> ok.


      


Display a startup banner for the node

  



  
    
      
    
    
      error(Prefix, Msg)



        
          
        

    

  


  

      

          -spec error(binary() | string(), binary() | string()) -> ok.


      


Output an error message: [!!] Error message

  



  
    
      
    
    
      info(Prefix, Msg)



        
          
        

    

  


  

      

          -spec info(binary() | string(), binary() | string()) -> ok.


      


Output an info message: [i] Info message

  



  
    
      
    
    
      node_connected(NodeId, NatType)



        
          
        

    

  


  

      

          -spec node_connected(binary() | string(), binary() | string() | atom()) -> ok.


      


Output a node connected event: [*] Node fc01 connected (full_cone)

  



  
    
      
    
    
      node_disconnected(NodeId, Reason)



        
          
        

    

  


  

      

          -spec node_disconnected(binary() | string(), binary() | string()) -> ok.


      


Output a node disconnected event: [*] Node fc01 disconnected

  



  
    
      
    
    
      ping(FromNode, ToNode, FromNat, ToNat)



        
          
        

    

  


  

      

          -spec ping(binary() | string(),
           binary() | string(),
           binary() | string() | atom(),
           binary() | string() | atom()) ->
              ok.


      


Output a PING message showing source to target with NAT types

  



  
    
      
    
    
      pong(FromNode, ToNode, RTT, NatType)



        
          
        

    

  


  

      

          -spec pong(binary() | string(), binary() | string(), integer(), binary() | string() | atom()) -> ok.


      


Output a PONG message with RTT

  



  
    
      
    
    
      pubsub_recv(ToNode, FromNode, SeqNum, SenderNat, DeliveryRate)



        
          
        

    

  


  

      

          -spec pubsub_recv(binary() | string(),
                  binary() | string(),
                  integer(),
                  binary() | string() | atom(),
                  float()) ->
                     ok.


      


Output a PubSub receive message with delivery rate

  



  
    
      
    
    
      pubsub_send(FromNode, SeqNum, NatType)



        
          
        

    

  


  

      

          -spec pubsub_send(binary() | string(), integer(), binary() | string() | atom()) -> ok.


      


Output a PubSub broadcast message with sequence number

  



  
    
      
    
    
      stats(NodeId, StatsMap)



        
          
        

    

  


  

      

          -spec stats(binary() | string(), map()) -> ok.


      


Output statistics for a node StatsMap should contain: pings_sent, pongs_received, timeouts, avg_rtt_ms

  



  
    
      
    
    
      success(Prefix, Msg)



        
          
        

    

  


  

      

          -spec success(binary() | string(), binary() | string()) -> ok.


      


Output a success message: [ok] Success message

  



  
    
      
    
    
      timeout(FromNode, ToNode, NatInfo)



        
          
        

    

  


  

      

          -spec timeout(binary() | string(), binary() | string(), binary() | string() | atom()) -> ok.


      


Output a TIMEOUT message for a failed ping

  



  
    
      
    
    
      warning(Prefix, Msg)



        
          
        

    

  


  

      

          -spec warning(binary() | string(), binary() | string()) -> ok.


      


Output a warning message: [!] Warning message
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macula_core_types 
    



      
Core type definitions and encoding/decoding for Macula. Provides fundamental types like node IDs, realm IDs, and addresses.

      


      
        Summary


  
    Types
  


    
      
        address/0

      


    


    
      
        ip_address/0

      


    


    
      
        node_id/0

      


        32-byte unique node identifier



    


    
      
        port_number/0

      


    


    
      
        realm_id/0

      


        32-byte realm identifier



    





  
    Functions
  


    
      
        decode_address(_)

      


        Decode binary address format to {IP, Port} tuple.



    


    
      
        encode_address(_)

      


        Encode an IP address and port to binary format. Format: - 1 byte: IP version (4 or 6) - 4 or 16 bytes: IP address - 2 bytes: port (big-endian)



    


    
      
        node_id()

      


        Generate a unique node ID. Uses cryptographically strong random bytes for uniqueness.



    


    
      
        realm_id(RealmName)

      


        Generate a deterministic realm ID from a realm name. Same name always produces the same ID (uses SHA-256 hash).



    





      


      
        Types


        


  
    
      
    
    
      address/0



        
          
        

    

  


  

      

          -type address() :: {ip_address(), port_number()}.


      



  



  
    
      
    
    
      ip_address/0



        
          
        

    

  


  

      

          -type ip_address() :: inet:ip_address().


      



  



  
    
      
    
    
      node_id/0



        
          
        

    

  


  

      

          -type node_id() :: binary().


      


32-byte unique node identifier

  



  
    
      
    
    
      port_number/0



        
          
        

    

  


  

      

          -type port_number() :: inet:port_number().


      



  



  
    
      
    
    
      realm_id/0



        
          
        

    

  


  

      

          -type realm_id() :: binary().


      


32-byte realm identifier

  


        

      

      
        Functions


        


  
    
      
    
    
      decode_address(_)



        
          
        

    

  


  

      

          -spec decode_address(binary()) -> {ok, address()} | {error, invalid_address}.


      


Decode binary address format to {IP, Port} tuple.

  



  
    
      
    
    
      encode_address(_)



        
          
        

    

  


  

      

          -spec encode_address(address()) -> binary().


      


Encode an IP address and port to binary format. Format: - 1 byte: IP version (4 or 6) - 4 or 16 bytes: IP address - 2 bytes: port (big-endian)

  



  
    
      
    
    
      node_id()



        
          
        

    

  


  

      

          -spec node_id() -> node_id().


      


Generate a unique node ID. Uses cryptographically strong random bytes for uniqueness.

  



  
    
      
    
    
      realm_id(RealmName)



        
          
        

    

  


  

      

          -spec realm_id(binary()) -> realm_id().


      


Generate a deterministic realm ID from a realm name. Same name always produces the same ID (uses SHA-256 hash).

  


        

      


  

  
    
    macula_crypto_nif - macula v5.2.2
    
    

    


  
  

    
macula_crypto_nif 
    



      
Cryptographic operations for Macula mesh.
This module provides Ed25519 key generation, signing, and verification, BLAKE3 and SHA-256 hashing, and base64 encoding. It uses Rust NIFs when available, falling back to pure Erlang implementations otherwise.
[bookmark: NIF_vs_Erlang]NIF vs Erlang
The Rust NIFs provide significant performance improvements: - Key generation: ~10x faster - Signing: ~5x faster - Verification: ~8x faster - BLAKE3: ~20x faster - SHA-256: ~3x faster
The pure Erlang fallbacks ensure the module works even when NIFs cannot be loaded (e.g., different architecture, missing Rust toolchain).

      


      
        Summary


  
    Functions
  


    
      
        base64_decode(Encoded)

      


        Decode URL-safe base64 data. Returns {ok, Data} or {error, invalid_base64}.



    


    
      
        base64_encode(Data)

      


        Encode data as URL-safe base64 (no padding).



    


    
      
        blake3(Data)

      


        Compute BLAKE3 hash. Returns 32-byte hash binary.



    


    
      
        blake3_hex(Data)

      


        Compute BLAKE3 hash and return as hex string. Returns 64-character hex string.



    


    
      
        blake3_streaming(Chunks)

      


        Compute BLAKE3 hash of multiple chunks (streaming). Returns 32-byte hash binary.



    


    
      
        blake3_verify(Data, ExpectedHash)

      


        Verify data matches expected BLAKE3 hash.



    


    
      
        generate_keypair()

      


        Generate a new Ed25519 keypair. Returns {ok, {PublicKey, PrivateKey}} where both are 32-byte binaries.



    


    
      
        is_nif_loaded()

      


        Check if the NIF is loaded.



    


    
      
        nif_base64_decode(Encoded)

      


    


    
      
        nif_base64_encode(Data)

      


    


    
      
        nif_blake3(Data)

      


    


    
      
        nif_blake3_hex(Data)

      


    


    
      
        nif_blake3_streaming(Chunks)

      


    


    
      
        nif_blake3_verify(Data, ExpectedHash)

      


    


    
      
        nif_generate_keypair()

      


    


    
      
        nif_secure_compare(A, B)

      


    


    
      
        nif_sha256(Data)

      


    


    
      
        nif_sha256_base64(Data)

      


    


    
      
        nif_sign(Message, PrivateKey)

      


    


    
      
        nif_verify(Message, Signature, PublicKey)

      


    


    
      
        secure_compare(A, B)

      


        Constant-time comparison of two binaries. Important for security - prevents timing attacks.



    


    
      
        sha256(Data)

      


        Compute SHA-256 hash. Returns 32-byte hash binary.



    


    
      
        sha256_base64(Data)

      


        Compute SHA-256 hash and encode as URL-safe base64. Returns base64-encoded string (no padding).



    


    
      
        sign(Message, PrivateKey)

      


        Sign a message with an Ed25519 private key. Returns {ok, Signature} where Signature is a 64-byte binary, or {error, invalid_private_key}.



    


    
      
        verify(Message, Signature, PublicKey)

      


        Verify an Ed25519 signature. Returns true if valid, false otherwise.



    





      


      
        Functions


        


  
    
      
    
    
      base64_decode(Encoded)



        
          
        

    

  


  

      

          -spec base64_decode(Encoded :: binary()) -> {ok, binary()} | {error, atom()}.


      


Decode URL-safe base64 data. Returns {ok, Data} or {error, invalid_base64}.

  



  
    
      
    
    
      base64_encode(Data)



        
          
        

    

  


  

      

          -spec base64_encode(Data :: binary()) -> Encoded :: binary().


      


Encode data as URL-safe base64 (no padding).

  



  
    
      
    
    
      blake3(Data)



        
          
        

    

  


  

      

          -spec blake3(Data :: binary()) -> Hash :: binary().


      


Compute BLAKE3 hash. Returns 32-byte hash binary.

  



  
    
      
    
    
      blake3_hex(Data)



        
          
        

    

  


  

      

          -spec blake3_hex(Data :: binary()) -> HexHash :: binary().


      


Compute BLAKE3 hash and return as hex string. Returns 64-character hex string.

  



  
    
      
    
    
      blake3_streaming(Chunks)



        
          
        

    

  


  

      

          -spec blake3_streaming(Chunks :: [binary()]) -> Hash :: binary().


      


Compute BLAKE3 hash of multiple chunks (streaming). Returns 32-byte hash binary.

  



  
    
      
    
    
      blake3_verify(Data, ExpectedHash)



        
          
        

    

  


  

      

          -spec blake3_verify(Data :: binary(), ExpectedHash :: binary()) -> boolean().


      


Verify data matches expected BLAKE3 hash.

  



  
    
      
    
    
      generate_keypair()



        
          
        

    

  


  

      

          -spec generate_keypair() -> {ok, {PubKey :: binary(), PrivKey :: binary()}}.


      


Generate a new Ed25519 keypair. Returns {ok, {PublicKey, PrivateKey}} where both are 32-byte binaries.

  



  
    
      
    
    
      is_nif_loaded()



        
          
        

    

  


  

      

          -spec is_nif_loaded() -> boolean().


      


Check if the NIF is loaded.

  



  
    
      
    
    
      nif_base64_decode(Encoded)



        
          
        

    

  


  


  



  
    
      
    
    
      nif_base64_encode(Data)



        
          
        

    

  


  


  



  
    
      
    
    
      nif_blake3(Data)



        
          
        

    

  


  


  



  
    
      
    
    
      nif_blake3_hex(Data)



        
          
        

    

  


  


  



  
    
      
    
    
      nif_blake3_streaming(Chunks)



        
          
        

    

  


  


  



  
    
      
    
    
      nif_blake3_verify(Data, ExpectedHash)



        
          
        

    

  


  


  



  
    
      
    
    
      nif_generate_keypair()



        
          
        

    

  


  


  



  
    
      
    
    
      nif_secure_compare(A, B)



        
          
        

    

  


  


  



  
    
      
    
    
      nif_sha256(Data)



        
          
        

    

  


  


  



  
    
      
    
    
      nif_sha256_base64(Data)



        
          
        

    

  


  


  



  
    
      
    
    
      nif_sign(Message, PrivateKey)



        
          
        

    

  


  


  



  
    
      
    
    
      nif_verify(Message, Signature, PublicKey)



        
          
        

    

  


  


  



  
    
      
    
    
      secure_compare(A, B)



        
          
        

    

  


  

      

          -spec secure_compare(A :: binary(), B :: binary()) -> boolean().


      


Constant-time comparison of two binaries. Important for security - prevents timing attacks.

  



  
    
      
    
    
      sha256(Data)



        
          
        

    

  


  

      

          -spec sha256(Data :: binary()) -> Hash :: binary().


      


Compute SHA-256 hash. Returns 32-byte hash binary.

  



  
    
      
    
    
      sha256_base64(Data)



        
          
        

    

  


  

      

          -spec sha256_base64(Data :: binary()) -> Base64Hash :: binary().


      


Compute SHA-256 hash and encode as URL-safe base64. Returns base64-encoded string (no padding).

  



  
    
      
    
    
      sign(Message, PrivateKey)



        
          
        

    

  


  

      

          -spec sign(Message :: binary(), PrivateKey :: binary()) ->
              {ok, Signature :: binary()} | {error, invalid_private_key}.


      


Sign a message with an Ed25519 private key. Returns {ok, Signature} where Signature is a 64-byte binary, or {error, invalid_private_key}.

  



  
    
      
    
    
      verify(Message, Signature, PublicKey)



        
          
        

    

  


  

      

          -spec verify(Message :: binary(), Signature :: binary(), PublicKey :: binary()) -> boolean().


      


Verify an Ed25519 signature. Returns true if valid, false otherwise.

  


        

      


  

  
    
    macula_deliver_packet - macula v5.2.2
    
    

    


  
  

    
macula_deliver_packet 
    



      
Ingress delivery for macula-net packets.
Receives a CBOR-encoded macula-net envelope (typically from macula_net_transport_quic), decodes it via macula_cbor_nif, validates against spec, and writes the inner IPv6 packet to the local TUN device when the destination is one of the locally-hosted addresses.
Phase 1 simplification (PLAN_MACULA_NET.md §5.2): single-hop only. This station receives a packet whose dst is expected to be local; if not, we drop and log. Multi-hop forwarding (decrement TTL, re-route) lands in Phase 2 alongside the DHT.
Decoupled from macula_tun via a TunWriter callback so this slice has no compile-time dependency on the kernel-side NIF.

      


      
        Summary


  
    Types
  


    
      
        config/0

      


    


    
      
        tun_writer/0

      


    





  
    Functions
  


    
      
        configure(_)

      


        Install the local-addresses set + TUN writer callback. Calling configure/1 again replaces the previous config.



    


    
      
        handle_envelope(Cbor)

      


        Handle a single inbound CBOR-encoded macula-net envelope.



    





      


      
        Types


        


  
    
      
    
    
      config/0



        
          
        

    

  


  

      

          -type config() :: #{local_addresses := [
  
    
    macula_diagnostics - macula v5.2.2
    
    

    


  
  

    
macula_diagnostics 
    



      
Structured event emission + per-process metric accumulation.
Phase 1 implementation: events go through OTP logger with a structured report; metrics live in the calling process's dictionary. Phase 7 upgrades to Prometheus / OpenTelemetry exporters without changing this module's public surface.
Topic namespacing convention:
	_macula.* — protocol-layer events (SDK)
	_hecate.* — station-layer events (Hecate-specific)


      


      
        Summary


  
    Types
  


    
      
        level/0

      


    


    
      
        metric_type/0

      


    


    
      
        sample/0

      


    





  
    Functions
  


    
      
        event(Topic, Properties)

      


        Emit a structured event at the default info level.



    


    
      
        event(Level, Topic, Properties)

      


        Emit a structured event at a specific level.



    


    
      
        metric(Name, _, N)

      


        Emit a metric. counter increments are summed across calls; gauge values overwrite the previous reading.



    


    
      
        reset()

      


        Drop all metric entries from the calling process's dictionary.



    


    
      
        snapshot()

      


        Snapshot all metrics held by the calling process.



    





      


      
        Types


        


  
    
      
    
    
      level/0



        
          
        

    

  


  

      

          -type level() :: debug | info | notice | warning | error.


      



  



  
    
      
    
    
      metric_type/0



        
          
        

    

  


  

      

          -type metric_type() :: counter | gauge.


      



  



  
    
      
    
    
      sample/0



        
          
        

    

  


  

      

          -type sample() :: {Name :: binary(), metric_type(), number()}.


      



  


        

      

      
        Functions


        


  
    
      
    
    
      event(Topic, Properties)



        
          
        

    

  


  

      

          -spec event(binary(), map()) -> ok.


      


Emit a structured event at the default info level.

  



  
    
      
    
    
      event(Level, Topic, Properties)



        
          
        

    

  


  

      

          -spec event(level(), binary(), map()) -> ok.


      


Emit a structured event at a specific level.

  



  
    
      
    
    
      metric(Name, _, N)



        
          
        

    

  


  

      

          -spec metric(binary(), metric_type(), number()) -> ok.


      


Emit a metric. counter increments are summed across calls; gauge values overwrite the previous reading.

  



  
    
      
    
    
      reset()



        
          
        

    

  


  

      

          -spec reset() -> ok.


      


Drop all metric entries from the calling process's dictionary.

  



  
    
      
    
    
      snapshot()



        
          
        

    

  


  

      

          -spec snapshot() -> [sample()].


      


Snapshot all metrics held by the calling process.

  


        

      


  

  
    
    macula_did_nif - macula v5.2.2
    
    

    


  
  

    
macula_did_nif 
    



      
Decentralized Identifier (DID) operations for Macula mesh.
This module provides DID document creation, parsing, and verification for the Macula identity hierarchy. It uses Rust NIFs when available, falling back to pure Erlang implementations otherwise.
[bookmark: DID_Format]DID Format
Macula uses the did:macula:` method with hierarchical identities: - Realm: `did:macula:io.macula - Organization: did:macula:io.macula.{org} - Application: did:macula:io.macula.{org}.{app}
[bookmark: DID_Document_Structure]DID Document Structure
DID documents follow W3C DID Core specification with Ed25519 keys:
  #{
    &lt;&lt;"@context"&gt;&gt; => [&lt;&lt;"https://www.w3.org/ns/did/v1"&gt;&gt;],
    &lt;&lt;"id"&gt;&gt; => &lt;&lt;"did:macula:io.macula.acme"&gt;&gt;,
    &lt;&lt;"controller"&gt;&gt; => &lt;&lt;"did:macula:io.macula"&gt;&gt;,
    &lt;&lt;"verificationMethod"&gt;&gt; => [...],
    &lt;&lt;"authentication"&gt;&gt; => [...],
    &lt;&lt;"assertionMethod"&gt;&gt; => [...]
  }

      


      
        Summary


  
    Functions
  


    
      
        create_document(Did, PublicKey)

      


        Create a new DID Document. Returns a JSON-encoded DID document.



    


    
      
        extract_public_key(DocumentJson)

      


        Extract the public key from a DID Document. Returns the 32-byte Ed25519 public key.



    


    
      
        get_controller(DocumentJson)

      


        Get the controller DID from a DID Document. Returns the controller, or the DID itself if self-controlled.



    


    
      
        get_did(DocumentJson)

      


        Get the DID from a DID Document.



    


    
      
        is_descendant(ChildDid, ParentDid)

      


        Check if one DID is a descendant of another.



    


    
      
        is_nif_loaded()

      


        Check if the NIF is loaded.



    


    
      
        nif_create_document(Did, PublicKey)

      


    


    
      
        nif_extract_public_key(DocumentJson)

      


    


    
      
        nif_get_controller(DocumentJson)

      


    


    
      
        nif_get_did(DocumentJson)

      


    


    
      
        nif_is_descendant(ChildDid, ParentDid)

      


    


    
      
        nif_parse_did(Did)

      


    


    
      
        nif_parse_document(DocumentJson)

      


    


    
      
        nif_verify_controller(DocumentJson, ExpectedController)

      


    


    
      
        parse_did(Did)

      


        Parse a DID string and extract its components. Returns a map with method, identity, parts, and depth.



    


    
      
        parse_document(DocumentJson)

      


        Parse and validate a DID Document from JSON.



    


    
      
        verify_controller(DocumentJson, ExpectedController)

      


        Verify that a DID Document is controlled by the expected controller.



    





      


      
        Functions


        


  
    
      
    
    
      create_document(Did, PublicKey)



        
          
        

    

  


  

      

          -spec create_document(Did :: binary(), PublicKey :: binary()) ->
                         {ok, DocumentJson :: binary()} | {error, atom()}.


      


Create a new DID Document. Returns a JSON-encoded DID document.

  



  
    
      
    
    
      extract_public_key(DocumentJson)



        
          
        

    

  


  

      

          -spec extract_public_key(DocumentJson :: binary()) -> {ok, PublicKey :: binary()} | {error, atom()}.


      


Extract the public key from a DID Document. Returns the 32-byte Ed25519 public key.

  



  
    
      
    
    
      get_controller(DocumentJson)



        
          
        

    

  


  

      

          -spec get_controller(DocumentJson :: binary()) -> {ok, Controller :: binary()} | {error, atom()}.


      


Get the controller DID from a DID Document. Returns the controller, or the DID itself if self-controlled.

  



  
    
      
    
    
      get_did(DocumentJson)



        
          
        

    

  


  

      

          -spec get_did(DocumentJson :: binary()) -> {ok, Did :: binary()} | {error, atom()}.


      


Get the DID from a DID Document.

  



  
    
      
    
    
      is_descendant(ChildDid, ParentDid)



        
          
        

    

  


  

      

          -spec is_descendant(ChildDid :: binary(), ParentDid :: binary()) -> boolean().


      


Check if one DID is a descendant of another.

  



  
    
      
    
    
      is_nif_loaded()



        
          
        

    

  


  

      

          -spec is_nif_loaded() -> boolean().


      


Check if the NIF is loaded.

  



  
    
      
    
    
      nif_create_document(Did, PublicKey)



        
          
        

    

  


  


  



  
    
      
    
    
      nif_extract_public_key(DocumentJson)



        
          
        

    

  


  


  



  
    
      
    
    
      nif_get_controller(DocumentJson)



        
          
        

    

  


  


  



  
    
      
    
    
      nif_get_did(DocumentJson)



        
          
        

    

  


  


  



  
    
      
    
    
      nif_is_descendant(ChildDid, ParentDid)



        
          
        

    

  


  


  



  
    
      
    
    
      nif_parse_did(Did)



        
          
        

    

  


  


  



  
    
      
    
    
      nif_parse_document(DocumentJson)



        
          
        

    

  


  


  



  
    
      
    
    
      nif_verify_controller(DocumentJson, ExpectedController)



        
          
        

    

  


  


  



  
    
      
    
    
      parse_did(Did)



        
          
        

    

  


  

      

          -spec parse_did(Did :: binary()) -> {ok, Components :: map()} | {error, atom()}.


      


Parse a DID string and extract its components. Returns a map with method, identity, parts, and depth.

  



  
    
      
    
    
      parse_document(DocumentJson)



        
          
        

    

  


  

      

          -spec parse_document(DocumentJson :: binary()) -> {ok, DocumentJson :: binary()} | {error, atom()}.


      


Parse and validate a DID Document from JSON.

  



  
    
      
    
    
      verify_controller(DocumentJson, ExpectedController)



        
          
        

    

  


  

      

          -spec verify_controller(DocumentJson :: binary(), ExpectedController :: binary()) ->
                           ok | {error, atom()}.


      


Verify that a DID Document is controlled by the expected controller.

  


        

      


  

  
    
    macula_dist - macula v5.2.2
    
    

    


  
  

    
macula_dist 
    



      
QUIC Distribution Carrier for Erlang.
This module implements the Erlang distribution carrier interface using QUIC transport via quicer. It replaces inet_tcp_dist to enable distributed Erlang over QUIC with:
- Built-in TLS 1.3 encryption (mandatory) - NAT-friendly UDP-based transport - Connection migration support - Stream multiplexing for message priorities - Decentralized discovery (no EPMD required)
When MACULA_DIST_MODE=relay, distribution is tunneled through the Macula relay mesh via gen_tcp loopback pairs bridged to pub/sub. See macula_dist_relay for relay tunnel details.
[bookmark: Usage]Usage
Start the VM with: erl -proto_dist macula -no_epmd -start_epmd false
Or in vm.args: -proto_dist macula -no_epmd -start_epmd false -macula_dist_port 4433

      


      
        Summary


  
    Functions
  


    
      
        accept(Sentinel)

      


        Accept incoming connections. Called in a loop by net_kernel.



    


    
      
        accept_connection(AcceptPid, Socket, MyNode, Allowed, SetupTime)

      


        Accept a distribution connection from a remote node. Socket is either {QuicConn, Stream} (direct QUIC) or a gen_tcp port (relay).



    


    
      
        address()

      


        Return address information for this distribution.



    


    
      
        childspecs()

      


        Return child specifications for the distribution supervisor.



    


    
      
        close(Socket)

      


        Close a distribution connection.



    


    
      
        is_node_name(Name)

      


        Check if a string is a valid node name.



    


    
      
        listen(NodeName)

      


        Listen for incoming distribution connections.



    


    
      
        select(Node)

      


        Check if this module should handle distribution to the given node.



    


    
      
        setup(Node, Type, MyNode, LongOrShortNames, SetupTime)

      


        Setup an outgoing distribution connection. self() here is net_kernel — captured as Kernel for the spawned process.



    


    
      
        splitname(NodeName)

      


        Split a node name into port and host. Supports two formats: - port@host (e.g., 4433@192.168.1.100) — explicit port - name@host (e.g., test@nanode1.example.com) — uses default port



    





      


      
        Functions


        


  
    
      
    
    
      accept(Sentinel)



        
          
        

    

  


  

      

          -spec accept(term()) -> pid().


      


Accept incoming connections. Called in a loop by net_kernel.
In direct-QUIC mode: acceptor_loop runs accept on the listener handle. In relay (pub/sub) / dist_relay modes: acceptor_loop blocks — inbound connections arrive via the respective client which delivers the {accept, ...} messages directly to net_kernel.

  



  
    
      
    
    
      accept_connection(AcceptPid, Socket, MyNode, Allowed, SetupTime)



        
          
        

    

  


  

      

          -spec accept_connection(pid(), term(), node(), term(), term()) -> pid().


      


Accept a distribution connection from a remote node. Socket is either {QuicConn, Stream} (direct QUIC) or a gen_tcp port (relay).

  



  
    
      
    
    
      address()



        
          
        

    

  


  

      

          -spec address() -> #net_address{address :: term(), host :: term(), protocol :: term(), family :: term()}.


      


Return address information for this distribution.

  



  
    
      
    
    
      childspecs()



        
          
        

    

  


  

      

          -spec childspecs() -> [supervisor:child_spec()].


      


Return child specifications for the distribution supervisor.

  



  
    
      
    
    
      close(Socket)



        
          
        

    

  


  

      

          -spec close(term()) -> ok.


      


Close a distribution connection.

  



  
    
      
    
    
      is_node_name(Name)



        
          
        

    

  


  

      

          -spec is_node_name(string()) -> boolean().


      


Check if a string is a valid node name.

  



  
    
      
    
    
      listen(NodeName)



        
          
        

    

  


  

      

          -spec listen(atom()) ->
                {ok,
                 {term(),
                  #net_address{address :: term(), host :: term(), protocol :: term(), family :: term()},
                  1..3}} |
                {error, term()}.


      


Listen for incoming distribution connections.
Dispatches on the current mode (set via MACULA_DIST_MODE env var): - relay (legacy): pub/sub bridge through the station — no local listener - dist_relay: tunnels via the dedicated dist relay — no local listener - direct (default): raw QUIC listener on the dist port

  



  
    
      
    
    
      select(Node)



        
          
        

    

  


  

      

          -spec select(atom()) -> boolean().


      


Check if this module should handle distribution to the given node.

  



  
    
      
    
    
      setup(Node, Type, MyNode, LongOrShortNames, SetupTime)



        
          
        

    

  


  

      

          -spec setup(node(), term(), atom(), term(), term()) -> pid().


      


Setup an outgoing distribution connection. self() here is net_kernel — captured as Kernel for the spawned process.

  



  
    
      
    
    
      splitname(NodeName)



        
          
        

    

  


  

      

          -spec splitname(atom() | string()) -> {integer(), string()} | false.


      


Split a node name into port and host. Supports two formats: - port@host (e.g., 4433@192.168.1.100) — explicit port - name@host (e.g., test@nanode1.example.com) — uses default port
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Supervised bridge process for relay distribution tunnels.
Each tunnel gets one bridge gen_server that owns: - A BridgeSock (gen_tcp, raw byte pipe) - A reader process (linked, reads socket -> publishes to mesh pool) - A writer loop (handle_info, receives macula_event frames from the V2 pool and writes the decrypted payload to the socket) - Metrics counters for the tunnel - A V2 pool subscription (unsubscribed on terminate)
[bookmark: Pool_Reconnection]Pool Reconnection
The V2 pool replays subscriptions on link respawn, so the bridge's incoming data resumes automatically. The reader handles publish failures by retrying — if the pool is temporarily wedged the publishes buffer in its gen_server mailbox and flush when at least one station_link inside the pool comes back online.
If the pool gen_server PID itself dies (process crash, not just an internal link drop), the bridge attempts to re-acquire a new pool from persistent_term and re-subscribe. If no pool is available within RECONNECT_TIMEOUT, the bridge exits and the distribution connection drops.
Started by macula_dist_bridge_sup (simple_one_for_one).

      


      
        Summary


  
    Functions
  


    
      
        handle_call(Request, From, State)

      


    


    
      
        handle_cast(Msg, State)

      


    


    
      
        handle_info(Msg, State)

      


    


    
      
        init(_)

      


    


    
      
        start_link(Args)

      


    


    
      
        terminate(Reason, State)

      


    





      


      
        Functions


        


  
    
      
    
    
      handle_call(Request, From, State)



        
          
        

    

  


  


  



  
    
      
    
    
      handle_cast(Msg, State)



        
          
        

    

  


  


  



  
    
      
    
    
      handle_info(Msg, State)



        
          
        

    

  


  


  



  
    
      
    
    
      init(_)



        
          
        

    

  


  


  



  
    
      
    
    
      start_link(Args)



        
          
        

    

  


  

      

          -spec start_link(map()) -> {ok, pid()} | {error, term()}.


      



  



  
    
      
    
    
      terminate(Reason, State)
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macula_dist_bridge_sup 
    



      
Supervisor for distribution relay bridge processes.
Each relay tunnel gets one macula_dist_bridge child (gen_server). Uses simple_one_for_one — children are started dynamically via start_bridge/1 when tunnels are negotiated.
Children are temporary — tunnels are ephemeral and should not be restarted automatically. If a bridge dies, OTP's dist_util detects the socket close and marks the node DOWN. The user's application is responsible for re-pinging if desired.
Part of the macula_dist_system supervision tree. Also started on demand by macula_dist_relay:ensure_bridge_sup/0 when the full dist_system is not running (standalone relay mode).

      


      
        Summary


  
    Functions
  


    
      
        init(_)

      


    


    
      
        start_bridge(Args)

      


        Start a new bridge child for a tunnel.



    


    
      
        start_link()

      


        Start the bridge supervisor.



    





      


      
        Functions


        


  
    
      
    
    
      init(_)



        
          
        

    

  


  


  



  
    
      
    
    
      start_bridge(Args)



        
          
        

    

  


  

      

          -spec start_bridge(map()) -> {ok, pid()} | {error, term()}.


      


Start a new bridge child for a tunnel.

  



  
    
      
    
    
      start_link()



        
          
        

    

  


  

      

          -spec start_link() -> {ok, pid()} | {error, term()}.


      


Start the bridge supervisor.
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EPMD Replacement using Macula DHT Discovery.
This module provides decentralized node discovery for Erlang distribution, replacing the centralized EPMD (Erlang Port Mapper Daemon).
[bookmark: How_it_Works]How it Works
Instead of registering with a local EPMD daemon on port 4369, nodes announce themselves via Macula's DHT (Distributed Hash Table):
1. On startup, nodes call register_node/2 to announce themselves 2. Other nodes find peers via lookup_node/1 which queries the DHT 3. Subscribers get notified of node join/leave events
[bookmark: Discovery_Mechanisms]Discovery Mechanisms
- **mDNS**: For local network discovery (no bootstrap required) - **DHT**: For internet-scale discovery (requires bootstrap nodes) - **Bootstrap**: Initial DHT seeds from known nodes
[bookmark: Usage]Usage
Register this node: ok = macula_dist_discovery:register_node('4433@192.168.1.100', 4433).
Look up a node: {ok, #{host := Host, port := Port}} = macula_dist_discovery:lookup_node('4433@192.168.1.100').
Subscribe to node events: ok = macula_dist_discovery:subscribe(self()). %% Receive: {node_discovered, Node, IP, Port} %% Receive: {node_lost, Node}

      


      
        Summary


  
    Functions
  


    
      
        list_nodes()

      


        List all known nodes.



    


    
      
        lookup_node(NodeName)

      


        Look up a node by name. This replaces EPMD lookup.



    


    
      
        lookup_node(NodeName, Timeout)

      


        Look up a node by name with timeout.



    


    
      
        register_node(NodeName, Port)

      


        Register this node in the distributed registry. This replaces EPMD registration.



    


    
      
        start_link()

      


        Start the discovery server with default options.



    


    
      
        start_link(Opts)

      


        Start the discovery server with options.



    


    
      
        subscribe(Pid)

      


        Subscribe to node discovery events. Subscriber will receive: {node_discovered, NodeName, IP, Port} {node_lost, NodeName}



    


    
      
        unregister_node(NodeName)

      


        Unregister this node from the distributed registry.



    


    
      
        unsubscribe(Pid)

      


        Unsubscribe from node discovery events.



    





      


      
        Functions


        


  
    
      
    
    
      list_nodes()



        
          
        

    

  


  

      

          -spec list_nodes() -> [atom()].


      


List all known nodes.

  



  
    
      
    
    
      lookup_node(NodeName)



        
          
        

    

  


  

      

          -spec lookup_node(atom()) -> {ok, map()} | {error, not_found}.


      


Look up a node by name. This replaces EPMD lookup.

  



  
    
      
    
    
      lookup_node(NodeName, Timeout)



        
          
        

    

  


  

      

          -spec lookup_node(atom(), timeout()) -> {ok, map()} | {error, not_found}.


      


Look up a node by name with timeout.

  



  
    
      
    
    
      register_node(NodeName, Port)



        
          
        

    

  


  

      

          -spec register_node(atom(), integer()) -> ok | {error, term()}.


      


Register this node in the distributed registry. This replaces EPMD registration.

  



  
    
      
    
    
      start_link()



        
          
        

    

  


  

      

          -spec start_link() -> {ok, pid()} | {error, term()}.


      


Start the discovery server with default options.

  



  
    
      
    
    
      start_link(Opts)



        
          
        

    

  


  

      

          -spec start_link(map()) -> {ok, pid()} | {error, term()}.


      


Start the discovery server with options.

  



  
    
      
    
    
      subscribe(Pid)



        
          
        

    

  


  

      

          -spec subscribe(pid()) -> ok.


      


Subscribe to node discovery events. Subscriber will receive: {node_discovered, NodeName, IP, Port} {node_lost, NodeName}

  



  
    
      
    
    
      unregister_node(NodeName)



        
          
        

    

  


  

      

          -spec unregister_node(atom()) -> ok.


      


Unregister this node from the distributed registry.

  



  
    
      
    
    
      unsubscribe(Pid)



        
          
        

    

  


  

      

          -spec unsubscribe(pid()) -> ok.


      


Unsubscribe from node discovery events.
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macula_dist_mdns_advertiser 
    



      
Macula Distribution mDNS Advertiser.
This module implements the mdns advertiser behaviour from the shortishly/mdns library. It advertises Macula distribution nodes via mDNS for automatic discovery on local networks.
Usage: %% Start advertising mdns_advertise_sup:start_child(macula_dist_mdns_advertiser).
%% Stop advertising mdns_advertise:stop(macula_dist_mdns_advertiser).

      


      
        Summary


  
    Functions
  


    
      
        instances()

      


        Return the list of service instances to advertise. Each instance is a map with: - instance: Full instance name - priority: SRV record priority (lower = preferred) - weight: SRV record weight for load balancing - port: The port the service is running on - hostname: The hostname without domain - properties: TXT record key-value pairs



    


    
      
        register(NodeName, Port)

      


        Register this node for mDNS advertisement.



    


    
      
        service()

      


        Return the mDNS service type. This follows the standard format: _service._protocol.local.



    


    
      
        unregister()

      


        Unregister this node from mDNS advertisement.



    





      


      
        Functions


        


  
    
      
    
    
      instances()



        
          
        

    

  


  

      

          -spec instances() -> [map()].


      


Return the list of service instances to advertise. Each instance is a map with: - instance: Full instance name - priority: SRV record priority (lower = preferred) - weight: SRV record weight for load balancing - port: The port the service is running on - hostname: The hostname without domain - properties: TXT record key-value pairs

  



  
    
      
    
    
      register(NodeName, Port)



        
          
        

    

  


  

      

          -spec register(atom() | string(), pos_integer()) -> ok.


      


Register this node for mDNS advertisement.

  



  
    
      
    
    
      service()



        
          
        

    

  


  

      

          -spec service() -> string().


      


Return the mDNS service type. This follows the standard format: _service._protocol.local.

  



  
    
      
    
    
      unregister()



        
          
        

    

  


  

      

          -spec unregister() -> ok.


      


Unregister this node from mDNS advertisement.
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Relay-routed Erlang distribution.
When MACULA_DIST_MODE=relay, Erlang distribution connections are tunneled through the Macula relay mesh instead of direct QUIC. This enables distribution across firewalls and NATs — nodes only need outbound connectivity to a relay.
The tunnel works by: 1. Node A requests a tunnel via mesh RPC (_dist.tunnel.{node}) 2. Node B creates a gen_tcp loopback pair bridged to relay pub/sub 3. Node A creates its own loopback pair bridged to the tunnel 4. dist_util handshake flows through the relay tunnel 5. Post-handshake: tick keepalive + distribution traffic via bridge
Bridge processes are supervised by macula_dist_bridge_sup (simple_one_for_one under macula_dist_system).
Tunnel bytes are encrypted with AES-256-GCM derived from the Erlang distribution cookie. The relay cannot read ETF content.
[bookmark: Recommended_net_ticktime]Recommended net_ticktime
Relay adds WAN latency to every tick. Increase net_ticktime to avoid false disconnects: -kernel net_ticktime 120 The default 60s may cause spurious node-DOWN on high-latency relays.

      


      
        Summary


  
    Functions
  


    
      
        advertise_dist_accept()

      


        Advertise this node as accepting distribution connections via relay.



    


    
      
        connect(NodeStr, Host, Port)

      


        Connect to a remote node via relay mesh.



    


    
      
        get_mesh_pool()

      


    


    
      
        get_tunnel_metrics()

      


        Get metrics for all active tunnels.



    


    
      
        get_tunnel_metrics(TunnelId)

      


        Get metrics for a specific tunnel.



    


    
      
        is_relay_mode()

      


        Check if relay distribution mode is enabled.



    


    
      
        register_mesh_pool(Pid)

      


        Register a Macula V2 pool (macula_client:pool()) as the carrier for distribution tunnel traffic. Stored in persistent_term so the bridge processes (which run inside dist_util's setup process, not in any supervised tree) can pick it up.



    





      


      
        Functions


        


  
    
      
    
    
      advertise_dist_accept()



        
          
        

    

  


  

      

          -spec advertise_dist_accept() -> ok.


      


Advertise this node as accepting distribution connections via relay.

  



  
    
      
    
    
      connect(NodeStr, Host, Port)



        
          
        

    

  


  

      

          -spec connect(string(), string(), integer()) -> {ok, port(), port()} | {error, term()}.


      


Connect to a remote node via relay mesh.

  



  
    
      
    
    
      get_mesh_pool()



        
          
        

    

  


  

      

          -spec get_mesh_pool() -> pid() | undefined.


      



  



  
    
      
    
    
      get_tunnel_metrics()



        
          
        

    

  


  

      

          -spec get_tunnel_metrics() -> [{binary(), map()}].


      


Get metrics for all active tunnels.

  



  
    
      
    
    
      get_tunnel_metrics(TunnelId)



        
          
        

    

  


  

      

          -spec get_tunnel_metrics(binary()) -> map() | undefined.


      


Get metrics for a specific tunnel.

  



  
    
      
    
    
      is_relay_mode()



        
          
        

    

  


  

      

          -spec is_relay_mode() -> boolean().


      


Check if relay distribution mode is enabled.

  



  
    
      
    
    
      register_mesh_pool(Pid)



        
          
        

    

  


  

      

          -spec register_mesh_pool(pid()) -> ok.


      


Register a Macula V2 pool (macula_client:pool()) as the carrier for distribution tunnel traffic. Stored in persistent_term so the bridge processes (which run inside dist_util's setup process, not in any supervised tree) can pick it up.
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Client for the Macula dist relay (macula-io/macula-dist-relay).
Maintains a persistent QUIC connection to a dedicated dist relay and exposes a simple API for establishing point-to-point tunnels between Erlang nodes. Each tunnel is backed by a raw QUIC stream — no framing, no pub/sub, no application-level encryption.
This replaces the pub/sub bridge approach in macula_dist_relay (the SDK's previous dist-over-mesh implementation) which forced dist bytes through the station's MessagePack/handler pipeline.
[bookmark: Protocol]Protocol
Control frames on stream 0 (length-prefixed MessagePack):
     node → relay    identify{node_name}
     relay → node    identified{status}
     node → relay    tunnel_request{target}
     relay → node    tunnel_ok{tunnel_id} | tunnel_error{reason}
     relay → node    tunnel_notify{tunnel_id, source}
     node → relay    tunnel_close{tunnel_id}
Tunnel data streams (stream 1+) carry the raw dist wire bytes after a 32-byte tunnel_id prefix (written by the relay on stream open) that lets the client match new_stream events to pending tunnels.
[bookmark: Lifecycle]Lifecycle
1. start_link(RelayUrl, NodeName) connects + sends identify 2. Await identified reply 3. request_tunnel(TargetNode) blocks until tunnel_ok + tunnel stream arrive; returns {ok, ConnRef, StreamRef} for use as the dist Socket in macula_dist 4. Incoming tunnels: tunnel_notify arrives on control, then a new_stream event; client reads 32-byte prefix, matches to the notified tunnel, hands the stream to net_kernel via the standard {accept, _, Socket, Family, Driver} protocol.
[bookmark: Not_yet_implemented_(Phase_2_MVP)]Not yet implemented (Phase 2 MVP)
- net_kernel handoff for incoming tunnels (needs macula_dist integration on the accept side) - automatic reconnect on relay disconnect - multiple relay failover

      


      
        Summary


  
    Functions
  


    
      
        close_tunnel(Client, TunnelId)

      


    


    
      
        handle_call(Msg, From, State)

      


    


    
      
        handle_cast(Msg, State)

      


    


    
      
        handle_info(Info, State)

      


    


    
      
        init(_)

      


    


    
      
        request_tunnel(Client, TargetNode)

      


        Request a tunnel to TargetNode. Blocks until the tunnel stream is ready or the request fails/times out. Returns a {ConnRef, StreamRef} tuple suitable for use as the dist Socket in macula_dist.



    


    
      
        set_kernel(Client, Kernel)

      


        Tell the client which process to deliver {accept, ...} messages to when inbound tunnels arrive. Called by macula_dist:accept/1 with the net_kernel pid (self() at that call site).



    


    
      
        start_link(RelayUrl, NodeName)

      


    


    
      
        start_link(RelayUrl, NodeName, Opts)

      


        Start the client with a locally-registered name so macula_dist can find it without being passed the pid. Only one dist_relay_client per node makes sense — a node connects to exactly one dist relay for its cluster traffic.



    


    
      
        status(Client)

      


    


    
      
        terminate(Reason, State)

      


    


    
      
        whereis_client()

      


        Locate the registered client, if any.



    





      


      
        Functions


        


  
    
      
    
    
      close_tunnel(Client, TunnelId)



        
          
        

    

  


  

      

          -spec close_tunnel(pid(), binary()) -> ok.


      



  



  
    
      
    
    
      handle_call(Msg, From, State)



        
          
        

    

  


  


  



  
    
      
    
    
      handle_cast(Msg, State)



        
          
        

    

  


  


  



  
    
      
    
    
      handle_info(Info, State)



        
          
        

    

  


  


  



  
    
      
    
    
      init(_)



        
          
        

    

  


  


  



  
    
      
    
    
      request_tunnel(Client, TargetNode)



        
          
        

    

  


  

      

          -spec request_tunnel(pid(), binary()) -> {ok, reference(), reference()} | {error, term()}.


      


Request a tunnel to TargetNode. Blocks until the tunnel stream is ready or the request fails/times out. Returns a {ConnRef, StreamRef} tuple suitable for use as the dist Socket in macula_dist.

  



  
    
      
    
    
      set_kernel(Client, Kernel)



        
          
        

    

  


  

      

          -spec set_kernel(pid(), pid()) -> ok.


      


Tell the client which process to deliver {accept, ...} messages to when inbound tunnels arrive. Called by macula_dist:accept/1 with the net_kernel pid (self() at that call site).

  



  
    
      
    
    
      start_link(RelayUrl, NodeName)



        
          
        

    

  


  

      

          -spec start_link(binary() | string(), binary()) -> {ok, pid()} | {error, term()}.


      



  



  
    
      
    
    
      start_link(RelayUrl, NodeName, Opts)



        
          
        

    

  


  

      

          -spec start_link(binary() | string(), binary(), map()) -> {ok, pid()} | {error, term()}.


      


Start the client with a locally-registered name so macula_dist can find it without being passed the pid. Only one dist_relay_client per node makes sense — a node connects to exactly one dist relay for its cluster traffic.

  



  
    
      
    
    
      status(Client)



        
          
        

    

  


  

      

          -spec status(pid()) -> map().


      



  



  
    
      
    
    
      terminate(Reason, State)



        
          
        

    

  


  


  



  
    
      
    
    
      whereis_client()



        
          
        

    

  


  

      

          -spec whereis_client() -> pid() | undefined.


      


Locate the registered client, if any.
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Control protocol encoder/decoder for dist relay.
Stream 0 carries MessagePack-framed control messages. Each frame:
+----------+---------+ | Len (4B) | MsgPack | +----------+---------+
Len is big-endian uint32 of the msgpack payload size.
Message types: identify → identified tunnel_request → tunnel_ok | tunnel_error tunnel_close → (no reply) tunnel_notify → (relay → target, informs of incoming tunnel)

      


      
        Summary


  
    Types
  


    
      
        control_msg/0

      


    


    
      
        identified_msg/0

      


    


    
      
        identify_msg/0

      


    


    
      
        tunnel_close_msg/0

      


    


    
      
        tunnel_error_msg/0

      


    


    
      
        tunnel_notify_msg/0

      


    


    
      
        tunnel_ok_msg/0

      


    


    
      
        tunnel_request_msg/0

      


    





  
    Functions
  


    
      
        decode(PayloadBin)

      


    


    
      
        decode_buffer(Buffer)

      


        Extract zero or more complete frames from a buffer. Returns {Messages, Remaining} where Remaining is the leftover bytes.



    


    
      
        encode(Msg)

      


    





      


      
        Types


        


  
    
      
    
    
      control_msg/0



        
          
        

    

  


  

      

          -type control_msg() ::
          identify_msg() |
          identified_msg() |
          tunnel_request_msg() |
          tunnel_ok_msg() |
          tunnel_error_msg() |
          tunnel_close_msg() |
          tunnel_notify_msg().


      



  



  
    
      
    
    
      identified_msg/0



        
          
        

    

  


  

      

          -type identified_msg() :: #{type := identified, status := ok}.


      



  



  
    
      
    
    
      identify_msg/0



        
          
        

    

  


  

      

          -type identify_msg() :: #{type := identify, node_name := binary()}.


      



  



  
    
      
    
    
      tunnel_close_msg/0



        
          
        

    

  


  

      

          -type tunnel_close_msg() :: #{type := tunnel_close, tunnel_id := binary()}.


      



  



  
    
      
    
    
      tunnel_error_msg/0



        
          
        

    

  


  

      

          -type tunnel_error_msg() :: #{type := tunnel_error, reason := binary()}.


      



  



  
    
      
    
    
      tunnel_notify_msg/0



        
          
        

    

  


  

      

          -type tunnel_notify_msg() :: #{type := tunnel_notify, tunnel_id := binary(), source := binary()}.


      



  



  
    
      
    
    
      tunnel_ok_msg/0



        
          
        

    

  


  

      

          -type tunnel_ok_msg() :: #{type := tunnel_ok, tunnel_id := binary()}.


      



  



  
    
      
    
    
      tunnel_request_msg/0



        
          
        

    

  


  

      

          -type tunnel_request_msg() :: #{type := tunnel_request, target := binary()}.


      



  


        

      

      
        Functions


        


  
    
      
    
    
      decode(PayloadBin)



        
          
        

    

  


  

      

          -spec decode(binary()) -> {ok, control_msg()} | {error, term()}.


      



  



  
    
      
    
    
      decode_buffer(Buffer)



        
          
        

    

  


  

      

          -spec decode_buffer(binary()) -> {[control_msg()], binary()}.


      


Extract zero or more complete frames from a buffer. Returns {Messages, Remaining} where Remaining is the leftover bytes.

  



  
    
      
    
    
      encode(Msg)



        
          
        

    

  


  

      

          -spec encode(control_msg()) -> binary().
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Macula Distribution System Supervisor.
This supervisor manages the distribution subsystem components:
- macula_dist_bridge_sup - Supervisor for relay tunnel bridges - macula_dist_discovery - Decentralized node discovery (replaces EPMD) - macula_cluster_strategy - Automatic cluster formation (optional)
The bridge supervisor hosts macula_dist_bridge gen_server children (one per relay tunnel). When macula_dist_system is not started (standalone relay mode), macula_dist_relay:advertise_dist_accept/0 starts the bridge supervisor on demand.
Configuration options (in sys.config): dist_port - QUIC port (default 4433) discovery_type - mdns, dht, or both auto_cluster - automatically form cluster

      


      
        Summary


  
    Functions
  


    
      
        start_dist_relay_client(Url, NodeName)

      


        Dynamically start the dist_relay_client under this supervisor. Used by macula:join_dist_relay/1 when the relay URL is chosen at runtime rather than at application boot.



    


    
      
        start_link()

      


        Start the distribution system supervisor with default options.



    


    
      
        start_link(Opts)

      


        Start the distribution system supervisor with options.



    





      


      
        Functions


        


  
    
      
    
    
      start_dist_relay_client(Url, NodeName)



        
          
        

    

  


  

      

          -spec start_dist_relay_client(binary() | string(), binary()) -> {ok, pid()} | {error, term()}.


      


Dynamically start the dist_relay_client under this supervisor. Used by macula:join_dist_relay/1 when the relay URL is chosen at runtime rather than at application boot.

  



  
    
      
    
    
      start_link()



        
          
        

    

  


  

      

          -spec start_link() -> {ok, pid()} | {error, term()}.


      


Start the distribution system supervisor with default options.

  



  
    
      
    
    
      start_link(Opts)



        
          
        

    

  


  

      

          -spec start_link(map()) -> {ok, pid()} | {error, term()}.


      


Start the distribution system supervisor with options.
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macula_foundation 
    



      
Foundation trust anchor — firmware-embedded pubkeys for the Macula Foundation FROST-Ed25519 aggregated signer.
The Foundation signs Tier A seed lists, protocol parameters, realm trust lists, and T3 attestations (Part 6 §9.14–§9.17). Stations verify those records against a small, firmware-embedded set of foundation pubkeys — the root of trust for the Tier A bootstrap path (Part 5 §4).
[bookmark: Custodians]Custodians
Production deployments embed five foundation pubkeys, each held by an independent custodian. FROST m-of-n thresholds keep the signing key resilient: any m custodians can sign, no single custodian can unilaterally authorise a record. See Part 5 §12.
[bookmark: Rotation]Rotation
Replacing an embedded pubkey requires a firmware update. The existing record cache survives rotation — records signed by a retired key remain valid until their valid_until elapses.
[bookmark: Placeholders]Placeholders
The five keys returned by pubkeys/0 at the time of this writing are deterministic placeholders (&lt;&lt;"macula-v2-foundation-*"&gt;&gt; SHA-256 digests). They are NOT backed by live FROST shares. Any record signed against a placeholder will fail verification because no corresponding private key exists. Production firmware MUST override pubkeys/0 via application:set_env(macula_record, foundation_pubkeys, [...]) before any Tier A record is trusted.
Callers that need to operate strictly against the live keys should use live_pubkeys/0, which returns the app-env override or an empty list (never the placeholders).
Reference: plans/PLAN_MACULA_V2_PART5_BOOTSTRAP.md §4, §12; plans/PLAN_MACULA_V2_PART6_PROTOCOL.md §9.14–§9.17.
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        pubkey/0

      


    


    
      
        verify_error/0

      


    





  
    Functions
  


    
      
        is_foundation(Key)

      


        True iff Key is one of the trusted foundation pubkeys.



    


    
      
        live_pubkeys()

      


        Return live (non-placeholder) foundation pubkeys, or [].



    


    
      
        placeholder_mode()

      


        true iff the running station is using placeholder keys.



    


    
      
        placeholder_pubkeys()

      


        Placeholder foundation pubkeys — deterministic, publicly derivable, NOT backed by any private key. Production firmware MUST override via app env before any Tier A record is consumed.



    


    
      
        pubkeys()

      


        Return the current foundation pubkey list.



    


    
      
        verify_record(Record)

      


        Verify a foundation-signed record.



    





      


      
        Types


        


  
    
      
    
    
      pubkey/0



        
          
        

    

  


  

      

          -type pubkey() :: macula_identity:pubkey().


      



  



  
    
      
    
    
      verify_error/0



        
          
        

    

  


  

      

          -type verify_error() :: bad_record | signature_invalid | expired | not_foundation_signed | wrong_type.


      



  


        

      

      
        Functions


        


  
    
      
    
    
      is_foundation(Key)



        
          
        

    

  


  

      

          -spec is_foundation(binary()) -> boolean().


      


True iff Key is one of the trusted foundation pubkeys.

  



  
    
      
    
    
      live_pubkeys()



        
          
        

    

  


  

      

          -spec live_pubkeys() -> [pubkey()].


      


Return live (non-placeholder) foundation pubkeys, or [].
Use this when callers must refuse to trust placeholder keys — e.g. production bootstrap paths that would otherwise accept a record signed by no real private key.

  



  
    
      
    
    
      placeholder_mode()



        
          
        

    

  


  

      

          -spec placeholder_mode() -> boolean().


      


true iff the running station is using placeholder keys.
Production code should refuse to bootstrap under true — see live_pubkeys/0.

  



  
    
      
    
    
      placeholder_pubkeys()



        
          
        

    

  


  

      

          -spec placeholder_pubkeys() -> [pubkey()].


      


Placeholder foundation pubkeys — deterministic, publicly derivable, NOT backed by any private key. Production firmware MUST override via app env before any Tier A record is consumed.

  



  
    
      
    
    
      pubkeys()



        
          
        

    

  


  

      

          -spec pubkeys() -> [pubkey()].


      


Return the current foundation pubkey list.
Resolution order:
	application:get_env(macula_record, foundation_pubkeys, []) if non-empty — production-embedded keys.
	Deterministic placeholder keys from placeholder_pubkeys/0 — development / test only.


  



  
    
      
    
    
      verify_record(Record)



        
          
        

    

  


  

      

          -spec verify_record(macula_record:record()) -> {ok, macula_record:record()} | {error, verify_error()}.


      


Verify a foundation-signed record.
Succeeds iff the record type is one of the foundation tags (0x0D–0x10), the envelope k field is a trusted foundation pubkey, and the signature + expiry pass macula_record:verify/1.

  


        

      


  

  
    
    macula_frame - macula v5.2.2
    
    

    


  
  

    
macula_frame 
    



      
CBOR-encoded wire frames for Macula V2 (Part 6 §3 canonical wire).
A wire frame is a length-prefixed deterministic CBOR map:
    <<Length:32/big, Cbor/binary>>
  
where Cbor is the RFC 8949 §4.2.1 deterministic encoding of a single map. The map carries the common header fields (Part 6 §3) plus type-specific fields and an Ed25519 signature.
PLAN_WIRE_CBOR.md migrated this codec from BERT to CBOR so hecate-station and the macula 3.x SDK share a wire format. Frame schemas (atom-keyed maps in process memory) are unchanged; the codec transparently round-trips atom keys/values to text strings on the wire and reconstitutes them via binary_to_existing_atom on decode.
Phase 1 covers CONNECT / HELLO / GOODBYE. Phase 2 adds SWIM. Phase 3 (Session 3.4) adds the DHT operation frames from Part 6 §7: PING / PONG, FIND_NODE / NODES, FIND_VALUE / VALUE, STORE / STORE_ACK, REPLICATE / REPLICATE_ACK. Phase 4 (Session 4.1) adds the CALL / RESULT / ERROR frames from Part 6 §5 plus the BOLT#4 error taxonomy in hecate_bolt4. PUBLISH frames land later.
Signatures are Ed25519 over "macula-v2-frame\0" ++ canonical_cbor(unsigned) where canonical_cbor is macula_record_cbor:encode/1 (RFC 8949 §4.2.1 deterministic).
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        block(_)

      


    


    
      
        call(Spec)

      


    


    
      
        call_error(Spec)

      


    


    
      
        cancel(_)

      


    


    
      
        connect(Spec)

      


    


    
      
        decode(Buf)

      


        Decode a single length-prefixed frame from the head of a buffer. Returns {ok, Frame, RestBuffer}, {more, BytesNeeded} if the buffer is short, or {error, Reason} if the framing is malformed.
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        goodbye(Reason, Detail, Caps)
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        hyparview_neighbor(_)

      


    


    
      
        hyparview_shuffle(_)
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        manifest_res(_)

      


    


    
      
        nodes(_)

      


    


    
      
        parse_stream(Buf)

      


        Drain all complete frames from a buffer. Returns the list of frames (in order) and the remaining (incomplete) buffer.
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        publish(Spec)

      


    


    
      
        replicate(_)

      


    


    
      
        replicate_ack(_)

      


    


    
      
        result(Spec)

      


    


    
      
        sent_at_ms(_)

      


    


    
      
        sign(Frame, Identity)

      


    


    
      
        sign_publisher(Frame, Identity)

      


        Add publisher_sig to a PUBLISH or EVENT frame: the publisher's Ed25519 signature over (topic, realm, publisher, seq, payload). Identity must be the key pair / private key of the pubkey in the frame's publisher field.
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        stream_error(Spec)
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        subscribe(Spec)
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        swim_confirm(Spec)

      


    


    
      
        swim_ping(Spec)
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        swim_update(_)

      


    


    
      
        unadvertise(_)

      


    


    
      
        unsubscribe(_)

      


    


    
      
        value(_)

      


    


    
      
        verify(Frame, Pub)

      


    


    
      
        verify_publisher(Frame)

      


        Verify a frame's publisher_sig against its publisher field. Returns {ok, Frame} on success, {error, Reason} otherwise (no_publisher_sig when the field is absent — callers that want it MUST treat absence as a verification failure, not as "trusted").



    


    
      
        verify_swim_update(Update)

      


    


    
      
        version(_)

      


    


    
      
        want(_)

      


    





      


      
        Types


        


  
    
      
    
    
      advertise_spec/0



        
          
        

    

  


  

      

          -type advertise_spec() ::
          #{realm := id256(),
            procedure := binary(),
            advertiser := macula_identity:pubkey(),
            options => map()}.


      



  



  
    
      
    
    
      block_spec/0



        
          
        

    

  


  

      

          -type block_spec() :: #{mcid := mcid(), payload := binary()}.


      



  



  
    
      
    
    
      call_error_spec/0



        
          
        

    

  


  

      

          -type call_error_spec() ::
          #{call_id := call_id(),
            code := macula_bolt4:code(),
            reported_by := macula_identity:pubkey(),
            detail => binary() | undefined,
            offending_hop => macula_identity:pubkey() | undefined,
            source_route_partial => binary()}.
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          -type call_id() :: 
  
    
    macula_host_attach_controller - macula v5.2.2
    
    

    


  
  

    
macula_host_attach_controller 
    



      
Host-side controller for the macula-net attach plane.
PLAN_MACULA_NET_PHASE3_5_TRANSPORT_SEAM.md §5. When a station hosts daemons, this slice is the transport's inbound handler. It owns three responsibilities:
	attach_v1 dispatch — On a macula_attach_v1 frame, parse + validate the daemon's signed delegation, then call the configured attach_fn with the originating StreamRef as the attach_conn. Owning the StreamRef at attach time is what lets the host send replies on the same bidi stream the daemon dialed in on.
	hosted-data forwarding — On a data frame whose dst is in the host_identity table, look up the stored StreamRef and re-send the original CBOR on it via attach_send_fn. The dst is checked by ETS membership lookup, not by trusting the daemon's claim — the address-binding-by-construction discipline from the resolver applies here too.
	fallback — Anything else (non-data envelopes, data for non-hosted dst, malformed CBOR) is handed to fallback_fn, typically macula_deliver_packet:handle_envelope/1.

Every external coupling is a callback in the config; production wiring lives in macula_net (host-mode boot path), tests pass capture functions to a process mailbox.
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    Functions
  


    
      
        code_change(OldVsn, State, Extra)

      


    


    
      
        delegation_from_wire(_)

      


        Convert the wire-shape (single-letter keys) delegation map into the in-process atom-keyed form that macula_record:verify_host_delegation/1 expects. Exported for test reuse.



    


    
      
        handle(Cbor, StreamRef)

      


        Transport handler entry point. Suitable for direct use as the argument to macula_net_transport_quic:set_handler/1 when the station is configured in host mode.



    


    
      
        handle_call(Other, From, State)

      


    


    
      
        handle_cast(Msg, State)

      


    


    
      
        handle_info(Msg, State)

      


    


    
      
        init(Config)

      


    


    
      
        start_link(Config)

      


    


    
      
        stop()

      


    


    
      
        terminate(Reason, State)
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          -type attach_fn() ::
          fun((
  
    
    macula_host_identity - macula v5.2.2
    
    

    


  
  

    
macula_host_identity 
    



      
Hosted-identity table for a macula-net station.
PLAN_MACULA_NET_PHASE3.md §6.1. Tracks daemons that have attached to *this* station. On attach/4, verifies the delegation, records the daemon, builds a signed hosted_address_map record and pushes it through the configured put_fn. On detach/1, drops the entry; the record expires by TTL (Phase 4 may publish an explicit tombstone).
The slice is a gen_server so it can refresh the hosted records on a timer at the same cadence macula_advertise_station uses for the station's own records.
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    Functions
  


    
      
        attach(DaemonAddr, DaemonPubkey, Delegation, AttachConn)

      


        Register a daemon as hosted by this station.



    


    
      
        code_change(OldVsn, State, Extra)

      


    


    
      
        detach(DaemonAddr)

      


    


    
      
        handle_call(Other, From, State)

      


    


    
      
        handle_cast(Msg, State)

      


    


    
      
        handle_info(Other, State)

      


    


    
      
        hosted(DaemonAddr)

      


    


    
      
        hosted_addresses()

      


    


    
      
        hosted_records()

      


        Snapshot the current set of hosted_address_map records (signed).



    


    
      
        init(Config)

      


    


    
      
        lookup(DaemonAddr)

      


    


    
      
        refresh_now()

      


    


    
      
        start_link(Config)

      


    


    
      
        stop()

      


    


    
      
        terminate(Reason, State)
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          -type attach_conn() :: term().
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          -type config() ::
          #{realm_pubkey := 
  
    
    macula_id - macula v5.2.2
    
    

    


  
  

    
macula_id 
    



      
ID generation utilities for Macula. Provides functions for generating various types of IDs.

      


      
        Summary


  
    Functions
  


    
      
        from_hex(Hex)

      


        Convert hex string to binary. Crashes on invalid hex - exposes bugs in validation logic.



    


    
      
        from_uuid(Uuid)

      


        Convert UUID string to 16-byte binary ID. Crashes on invalid UUID format - exposes bugs in validation logic.



    


    
      
        hash_id(Data)

      


        Generate deterministic 256-bit hash ID from data.



    


    
      
        message_id()

      


        Generate 128-bit (16-byte) random message ID.



    


    
      
        node_id()

      


        Generate 256-bit (32-byte) random node ID.



    


    
      
        session_id()

      


        Generate 128-bit (16-byte) random session ID.



    


    
      
        to_hex(Binary)

      


        Convert binary to lowercase hex string.



    


    
      
        to_uuid(_)

      


        Convert 16-byte or 32-byte binary ID to UUID string format. For 16-byte: 8-4-4-4-12 (e.g., "12345678-90ab-cdef-1234-567890abcdef") For 32-byte: Uses first 16 bytes



    





      


      
        Functions


        


  
    
      
    
    
      from_hex(Hex)



        
          
        

    

  


  

      

          -spec from_hex(binary()) -> binary().


      


Convert hex string to binary. Crashes on invalid hex - exposes bugs in validation logic.

  



  
    
      
    
    
      from_uuid(Uuid)



        
          
        

    

  


  

      

          -spec from_uuid(binary()) -> binary().


      


Convert UUID string to 16-byte binary ID. Crashes on invalid UUID format - exposes bugs in validation logic.

  



  
    
      
    
    
      hash_id(Data)



        
          
        

    

  


  

      

          -spec hash_id(binary()) -> binary().


      


Generate deterministic 256-bit hash ID from data.

  



  
    
      
    
    
      message_id()



        
          
        

    

  


  

      

          -spec message_id() -> binary().


      


Generate 128-bit (16-byte) random message ID.

  



  
    
      
    
    
      node_id()



        
          
        

    

  


  

      

          -spec node_id() -> binary().


      


Generate 256-bit (32-byte) random node ID.

  



  
    
      
    
    
      session_id()



        
          
        

    

  


  

      

          -spec session_id() -> binary().


      


Generate 128-bit (16-byte) random session ID.

  



  
    
      
    
    
      to_hex(Binary)



        
          
        

    

  


  

      

          -spec to_hex(binary()) -> binary().


      


Convert binary to lowercase hex string.

  



  
    
      
    
    
      to_uuid(_)



        
          
        

    

  


  

      

          -spec to_uuid(binary()) -> binary().


      


Convert 16-byte or 32-byte binary ID to UUID string format. For 16-byte: 8-4-4-4-12 (e.g., "12345678-90ab-cdef-1234-567890abcdef") For 32-byte: Uses first 16 bytes
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macula_identity 
    



      
Ed25519 identities and the S/Kademlia crypto puzzle.
A Macula NodeId is an Ed25519 public key (32 bytes). Identities are optionally "puzzle-hardened": the pubkey satisfies SHA-256(pubkey) having at least N leading zero bits. This raises the cost of mass identity minting (Sybil defence).
See plans/PLAN_MACULA_V2_PART1_FOUNDATIONS.md sections 4.1–4.4.
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    Functions
  


    
      
        generate()

      


        Generate a fresh Ed25519 key pair. Does not grind a puzzle.



    


    
      
        generate(Opts)

      


        Generate a key pair, optionally grinding until the puzzle is satisfied.



    


    
      
        load(Path)

      


        Load a key pair from disk.



    


    
      
        node_id(Pub)

      


        NodeId of an identity. Phase 1: NodeId == public key.



    


    
      
        private(_)

      


    


    
      
        public(_)

      


    


    
      
        puzzle_evidence(Pub)

      


        SHA-256 of the public key — the proof-of-work output measured.



    


    
      
        puzzle_valid(X)

      


        Puzzle validity against the application-configured difficulty.



    


    
      
        puzzle_valid(X, Difficulty)

      


    


    
      
        save(Path, _)

      


        Save a key pair to disk atomically (write-tmp + rename) with 0600 perms.



    


    
      
        sign(Msg, Priv)

      


    


    
      
        verify(Msg, Sig, Pub)
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      key_pair/0



        
          
        

    

  


  

      

          -type key_pair() :: #{public := pubkey(), private := privkey()}.


      



  



  
    
      
    
    
      node_id/0



        
          
        

    

  


  

      

          -type node_id() :: pubkey().


      



  



  
    
      
    
    
      privkey/0



        
          
        

    

  


  

      

          -type privkey() :: 
  
    
    macula_metrics - macula v5.2.2
    
    

    


  
  

    
macula_metrics 
    



      
Node-wide Prometheus-style metric registry for macula-net.
Phase 4.1 — see PLAN_MACULA_NET_PHASE4_1_OBSERVABILITY.md.
Backed by ETS:
	?META — {Name, Type, Labels, Help, Buckets}
	?VALS — {{counter, Name, LabelVals}, Count}
{{gauge, Name, LabelVals}, Value}
{{hist_bk, Name, LabelVals, I}, Count} (per bucket)
{{hist_sm, Name, LabelVals}, SumMicros}
{{hist_ct, Name, LabelVals}, Count}

Counters and histograms use ets:update_counter/4 which is lock-free per-key; no gen_server roundtrip on the hot path.
Telemetry handlers are attached at start. Hot paths emit via telemetry:execute/3; the handler maps event_name + measurements to counter/histogram updates. Grep for telemetry:execute to find every measurement point.
Gauges are polled (1s) from source-of-truth (ETS sizes).
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    Functions
  


    
      
        gather()

      


        Returns the full metric snapshot in a render-friendly shape.



    


    
      
        handle_call(Msg, From, State)

      


    


    
      
        handle_cast(Msg, State)

      


    


    
      
        handle_info(_, State)

      


    


    
      
        handle_telemetry_event(Other, M, Md, Cfg)

      


    


    
      
        inc_counter(Name, LabelVals, N)

      


    


    
      
        init(Opts)

      


    


    
      
        observe(Name, LabelVals, V)

      


    


    
      
        register_counter(Name, Labels, Help)

      


    


    
      
        register_gauge(Name, Labels, Help)

      


    


    
      
        register_histogram(Name, Labels, Help, Buckets)

      


    


    
      
        reset_all()

      


        Wipe every counter / gauge / histogram value. Metadata stays.



    


    
      
        set_gauge(Name, LabelVals, V)

      


    


    
      
        start_link()

      


    


    
      
        start_link(Opts)

      


    


    
      
        stop()

      


    


    
      
        terminate(_, State)

      
